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Revision History

Version | Author Date Changes

1.1 R Horsley 2015 Initial Release

1.2 R Horsley August 2019 Update for SV9100 CP20

13 N Witts December 2020 SL2100 R3.00 now requires the HTTP port setting

PBX Requirements section updated
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Description

The Application Manager is user friendly interface that can be used to manage LUA applications that run on
the SL2100 and SV9100 PBX. It gives an installer or user the ability to install applications, apply updates
and see the status of applications that are installed. The Application Manager is accessed using a Web

Browser.

PBX Requirements

LUA Applications will run on the SV / SL series PBX’s running the software capable of running LUA

applications.
PBX System Software Version
SV9100 CP10 / CP20 8.00.50 or above
SL2100 1.50.00 or above

On the SV9100 CP20 and SL2100 from v3.00.00 or later, the HTTP TCP port needs to be enabled to use any
of the InApps via HTTP access. The setting that allows best interoperability with web browsers is TCP Port
80. This can be set in PC Pro > Easy Edit > Quick Install > Cards > CCPU Settings > CCPU TCP Ports or PRG
Command 90-54-01.

Alive
TCP Port =
[ Quick Install - 3rd Party Server 2181 30
----- [ &0 Day Trial ACD MIS 4000 0
----- [ Cards Metworking System 30000 30
----- E CCPU Settings - SMDR Qutput 4001 10
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g Eg:zﬂ ’::SHPM' Tst Party CTI 0 3
------ O CCPU DTMF Resources (DGl 4002 a0
------ [ CCPU Access Cortrol el 8010 30
...... ] BGM Setup. Traffic Report Output 0 0
_____ [ BRI Setup Hotel Service Room Data Output ] 30
..... [ PRI Setup IP-DECT Directory Access 30160 30
----- SIP Settings 1 Presence 0 20
..... System 3 FTF Server 0 30
----- Edensions WebPro TCP Port Number{HTTPS) 443
----- Trunks DDI ¥ WebPro TCP Port Number 80
----- [J Might Service Setup PCPro TCP Port Mumber 2000
M1 VDT Drmrnedn

Access to the Application Manager is available using either HTTP or HTTPS protocols. Generally within a
closed private network HTTP access is considered a secure method of connecting to applications. Some
organisations may prefer to use HTTPS connections for security reasons. This document describes how

InApps can be used by both methods.
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For HTTP access, the WebPro TCP Port number needs to be enabled in PC Pro > Quick Install > Cards > CPU
Settings > CPU TCP Ports. For HTTPS access, the WebPro TCP Port Number (HTTPS) needs to be set. Both

can be enabled if you are intending on using a mixture of HTTP and HTTPS.

) KeepAlive
Programming Level g TCP Port Tine
ACD Agert Control 4002 0
(2] Quick Instal " O&M Server 8010 0
-] 60 Day Trial Presence 2383 30
-] Cards FTP Server 0 30

---[=] CPU Settings WebPro TCP Port Number(HTTPS) 443
L1 CPUIP Address WebPro TCP Port Number 30

[ CPUTCF Ports
D1 CPU A Prrte PCPro TCP Port Mumber 2000

Once these are enabled then the application can be accessed by using the URL:

http://IP Address of the CPU/html/apps/manager.cgi

or

https://IP Address of the CPU/html/apps/manager.cgi

Both of these methods may result in the web browser being used displaying a security error saying the

website being accessed may not be secure. This may be undesirable from a customer’s point of view. In

order to address this, a signed certificate can be created and installed on the SV9100. The browser being

used to access the InApps can also have a certificate installed so there is a trust relationship between the

two devices. This will remove any security warnings in the browser and results in the traffic being

encrypted between the end points.

Both the SV9100 and SL2100 have a built in certificate that can be used, this requires the PC to be able to

resolve the hostname of the PBX. The built in certificate may return a security warning in the browser.

The SL2100 can only use a built-in certificate, it’s not possible to create and install a signed certificate on

this platform.

To summarise, InApps can connect over HTTP or HTTPS using any of the following methods:

e Directly to the IP Address of the PBX, this requires no extra configuration other than enabling the TCP

ports.

e Using the built in certificate and DNS.

e Using a self-signed certificate and DNS Method 1 and Method 2. (Not available on SL2100)

e Using a public signed certificate and DNS. (Not available on SL2100)

Refer also to the guide — Implementing HTTPS over TLS on SV9100 and SL2100 for InApps
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http://ipaddressofthecpu/html/apps/manager.cgi
http://ipaddressofthecpu/html/apps/manager.cgi
http://ipaddressofthecpu/html/apps/manager.cgi

Accessing the Application Manager

To logon to the Application Manager page, you need to enter a user name and password as configured in
the PBX in 90-02, the user level must be In (Installer Level). Browse to the URL for the application and

when prompted enter a username and password then click OK.

Authentication Required
e A username and password are being requested by http://192.168.6.10. The site says: "PBX Applet
Management"
User Marme: | tech
Password: |uuuu
oK Cancel

The Application Manager is part of the PBX system software and the version number is displayed in the

upper right hand corner of the web browser.

[P=STE
&% NEC PEX Application Man... % Ut
& 1000150/ html/apps/manager.cgi C ~ Google R ﬁ’ B ¥+ @ =] =
INEQC  Empowered by nnovation Application Manager 1.1.5

Install
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Installing Applications

Applications are installed using the Application Manager Web Page. To install an application, first click the

‘Install’ button in the Application Manager.

@ File Upload

@g/ | . v Lua Applications

Organize + Mew folder =+ i .@.
X Favorites Mame Date modified Type Size
B Desktop | guard-1.0.23.pkg 23/02/2015 08:23 PKG File 194 KB
I & Downloads

.
= Recent Places

= Libraries
3 Documents
J’. Music
| Pictures

E Videos

-

#® Homearoun

File name:  guard-1.0.23.pkg > [ Al Files -

[ o ] [ o
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The lower section of the Web Browser will display information about the application that will be installed,

click Install to continue with the installation.

INIEC  empowered by Innovation Application Manager 1.1.5

Toll Fraud Guard ﬁ

==\ Toll Fraud Guard 1.0.23 Remave
> Analyses call patterns to protect your PBX summary:

Analyses call patterns to protect your PBX

Description:

The Toll Fraud Guard program runs in the background and analyses incoming and outgoing
calls following a fully configurable list of rules to find usage patierns that are likely to be
fraudulent.

Maintained by: Oliver Kroth
Required License Code: free
Copyright: ©2014 NEC UK Ltd

Uploaded Package ready for Installation X J

Cancel Install

Required Permissons
This application requires your permission to

= use up to 5242880 bytes of main memory

New Version: 1.0.23

Once complete, the application will be displayed as an installed application in the left side of the Application

Manager.
= 10.0.0150/htrml/apps/manager.cgi C » ﬁ' E ¥+ @ 9 =
INEC  empowered by Innovation Application Manager 1.1.5
Install
Toll Fraud Guard a o P
=5 Toll Fraud Guard 1.0.23 Disable Remove Start Configure
Analyses call patterns to protect your PBX Summary: |

Analyses call patterns to protect your PBX

Description:

The Toll Fraud Guard program runs in the background and analyses incoming and outgoing
calls following a fully configurable list of rules to find usage patterns that are likely to be
fraudulent.

Maintained by: Oliver Kroth
Required License Code: 3512

Copyright: ©2014 NEC UK Ltd
Installed Version: 1.0.23
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Managing Installed Applications

Once installed, all applications are listed on the left hand side of the page. The image below shows that
the Toll Fraud Guard Application version 0.5.57 is installed. You can see on the right hand side some

details about the application and any licenses that may be required to run the application.

Installed Applications »
Install
Toll Fraud Guard P a ©®
TO" Fra I.Id GI.IEII'd 0.5.57 Start Disable Remove Configure
Analyses call patterns to protect your PBX Summary:
Analyses call patterns to protect your PBX
Description:

The Toll Fraud Guard program runs in the background and analyses incoming and outgoing
calls following a fully configurable list of rules to find usage patterns that are likely to be

fraudulent.

Maintained by: Oliver Kroth
Required License Code: 3512
Copyright: ©2014 NEC UK Lid
Installed Version: 0.5.57

To the right hand side, there are different options available for the installed applications, these change

based on the status of the application.

Icon Function

.- Start the application. If the application is running then this icon
Start isn’t displayed.
@ Stop the application. If the application is already stopped then
Stop this icon isn’t displayed.
A When the application is stopped it can be disabled from running,
_ - this prevents the application from being allowed to start. When
Disable an application is disabled, the icon changes to ‘Enable’.
@ Remove will completely remove the application and all of its
Flemove associated configuration files.
é\R’ This button is used to configure the application.
Configure

Each specific application has its own separate installation and user guide.
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