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What is InScheduler?

The Conference InScheduler app is an application that is installed on the SV9100 system which provides users
with the ability to schedule Remote Conferences and Web Video Conferences in the SV9100 system.

The SV9100 Remote Conference feature allows access into a secure conference group by dialling a conference
pilot number. Conference circuits on the SV9100 system processor join each user to a conference based on the
selected Conference Group number. The SV9100 Video Conference with WebRTC (Web-Conference) feature
allows users to video conference using a unified communication Web Application in a browser. A maximum of
four web-conferences and a maximum of eight users can participate in a web-conference.

The Conference InScheduler application leverages the Remote Conference feature and Web Video
Conferencing of the SV9100 by allowing the scheduling of previously unreserved conference calls. The
scheduling feature is available for multiple user logins who share the licensed Remote Conference resources.

A maximum of 32 conference participants is possible for one Conference and the system can be licensed for up

to 20 Remote Conference groups or 4 Web Video conferences. Scheduling allows these resources to be
reserved by unigue passcodes automatically when needed and then released for other users.

InScheduler App

External i indiocnn

C a | I e r e . My Conferences + E: =

Internal
Callers

Read/Update

Conference Rooms

Internal
participant

External
participant
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System Reguirements

SV9100 CP20 (v10.50.00)
Ethernet connection to either CCPU (for Remote Audio Conference only) or VolPDB (for Remote Audio
Conference and WebRTC Video Conference)

e The system must have the LUA Application manager. The manager can be accessed
http:/IP_Address of the CPU/html/apps/manager.cqi

e The InScheduler App will require a functional Remote Conference feature.
e The InScheduler App will require a functional WebRTC Video Conferencing feature.
e The InScheduler LUA license is required

e Web Browsers
o Google Chrome version 71 or higher.
o Safari

NEC recommends that you have prior knowledge on the following:
¢ Domain Name System (DNS)
¢ Network Address Translation (NAT)

SV9100 Site Recommendations
e A static Public IP address required on the WAN interface.

e Use split DNS with an internal DNS record for SV9100 FQDN resolvable to the SV9100 IPL IP address
(PRG10-12-09). And use an external DNS record for SV9100 FQDN resolvable to the static Public IP Address.

e TCP port 80 by default or custom port number configured in PRG90-54-01 Web Pro TCP port Number, opened
on Firewall from the public internet and forwarded to the SV9100 IPL IP Address (PRG10-12-09).

e TLS configuration is recommended when utilising WebRTC off net. TCP port 443 by default or custom port
number configured in PRG10-20-08 UC Web Application, opened on Firewall from the public internet and
forwarded to the SV9100 IPL IP Address (PRG10-12-09).

e You will need administrative access to the WAN router/firewall device. NEC will not provide support in
configuration of this device.

e A NAT router is required in a typical deployment. Most business grade SOHO routers and above include this
function.

WAN Router/Firewall

Default ports that should be opened are described in the table below. Custom port numbers used, will need to
be adjusted and opened accordingly within the WAN router/firewall device.

Application Port Number(s) Transport Protocol WAN Router/Firewall Location

HTTPs 443 (default) TCP SV9100 Side - WebRTC Access

HTTP 80 (default) TCP SV9100 Side — InScheduler
Access

HTTPs 8443 TCP InScheduler access from InUC
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SV9100 Licenses

Order Code

License Name

License Description

BE118840

Conference InScheduler
LUA App License

This license is required
for the application to be
installed, to run and to be
updated.

BE114073

Remote Conference
License

The quantities of this
license will determine the
number of rooms that are
available for scheduling.

BE119589

SV9100 Version License
(R10)

System Software Version
R10.

BE114082

SV9100 InMail VRS Port
License

SV9100 CP20 has 2
VRS licenses built in
with the CPU. If more
are needed then this
license is required.
Used to set the
password/pin for the
conference.

BE114083

SV9100 InMail VM Box
License

This license is required to
set the recording option
for the conference.

BE115845

Web Video Conference
License

SV9100 CP20 has 4 x
Web Video Conference
licenses built in with
the CPU. If more are
needed then this license
is required.

The quantities of this
license will determine the
number of video
conferencing users.
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Installation

Installation Environment

Internal Users

SV9100 CP20

|
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Connect to the SV9100 using PC Pro

This installation guide will cover the most frequently used configuration options. For advanced configuration please
refer to the SV9100 Features and Specifications manual for further information.

You must have SV9100 PCPro installed to your laptop/PC. This can be downloaded from BusinessNet.

The SV9100 can also be configured via an SV9100 system phone or via a Web Pro interface, these are not
covered within this guide.

Connecting PCPro to the SV9100

Connection default IP Address: & NEC
172.16.0.10/ 255.255.0.0 \ IP Address Infarmation
System: 192.168.0.10
VolPDB: 172. 16.0.10
You can check the IP address at any SV9100 system phone:
Press the centre Navigation Key and dial 841 oy —
(o —[—1—]—N#®

Direct to Ethernet connector on the SV9100 CPU card.

Via the customer’s LAN.
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SV9100 PCPro
Installer level access:
User Name: tech
Password: 12345678

It is highly recommended that the Installer login credentials be changed from the default to prevent
unwanted access to SV9100 and InScheduler programming!

Login

PCPro

User Mame tech

= =R Untitled [SY9100 EMEA V8.0] - PCPro - o IEE
Home | View  Reports  Filteroptions  Toals & @ about

F connection accounts... By, SD card copy.

[ r n . i ég J EFP ™ PC Pro accounts... C* Create SWiile 5 Verify.
b | =4 ‘

Connect.. Download Cards Chassis Tme  Multi- | Run SIP setup
view setting... assign = | seript... script... | (@ PCPro Territory. Feature activation
Communications & Programming Saipts Accounts Maintenance
Wizards o x
Search
Frogramming Level B 5
[ Initial setup wizard
[ Chassis view
[ Blades System
Quick Instal Name Not set in File Properties.
Advanced ftems Description Not setin File Properties.
Poplcations 1P Address 192.168.0.10
Instalation Date Not setin 50-01
Trunks
Type Ports Total
Not used 1~400 400
Telephones & Extensions
Type Ports Extension Numbers Total
InMail 897~912 5596m5611 16
VE 961~1472 512
Notused 1896, 913960 044
File Information Firmware
Version 5V9100 EMEA V8.0 Main Software Nfa
DBMS. NfA
PCPro Server /A
CP10Revision /A
BS10 NfA
M NfA
L /A
usa WA
Epand Al | | Collapse Al
N EasyEdit | () System Data
Done | User tech (IN) | Site: | % | File Ver: 5V9100 EMEAVB.0| Chassis Ver: | [ |
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Change your PC IP Address

You may need to reconfigure your PC to have an IP address in the same subnet as the SV9100 during system
configuration.

Your IP Address is adjusted in Windows Control Panel, select ‘View network status and tasks’

Control Panel - ul X
> v 4 > Control Panel » ~ | & |search Control Panel P
Adjust your computer’s settings View by: Category ™

System and Security User Accounts

Review your (Em.puter‘s status S& & Change account type

Save backup copies of your files y

with File History Appearance and

Backup and Restore (Windows 7) L
Personalization
Clock, Language, and
Region

options Add  language

§ Change input methods
. Hardware and Sound Change date, time, or number
%‘ View devices and printers formats

Add 3 device

Ease of Access
i~ Programs Let Windows suggest settings
[s] Uninstall a program Optimize visuzl display
Get programs
Edit the properties of your Ethernet adaptor
5E Network and Sharing Center — m] b e
« v 4 EF « Met.. » Networkznd Sharing Cen... v @ | Search Control Panel »

View your basic network information and set up
connections

Control Panel Home

Change adapter settings View your active networks

Change advanced sharing
settings

Network Accesstype:
Public netwark Connections:
Change your netwarking settings
4G Setup a new connection or network
™" Setupa broadband, dial-up, or VPN connection; or set up a router
or access point.
[S] Troubleshoot problems
See also Diagnose and repair network problems, or get troubleshooting
information.
HomeGroup
Infrared

Internet Options

‘Windows Firewall

You will need to define an IP address in the same network as the SV9100. Recommended values are
172.16.0.100/ 255.255.0.0

Gateway and DNS addresses are not necessary. Once commissioning of the SV9100 is completed you can
return to this area and reconfigure your network adaptor to the previous values.

.,"‘; Ethernet Status X U Ethernet Properties X Internet Protocol Version 4 (TCP/IPv4) Properties *
General Networking General
Connectian Connect using ‘fou can get IP settings assigned automatically if your netwark supports
» Intel(R) Ethemet C ction 1217LM thiz capability. Otherwise, you need to ask your network administrator
IPv4 Cannectivity: Internet & Intel(R) Ethemet Connection - for the appropriate IP settings.
IPv6 Connectivity: Mo network access
Configus "
Media State: Enabled (0 Cbtain an IP address automatically
This connection uses the following tems )
Duration: 9 days 14:50:47 (®) Use the following IP address:
Speed: 1.0 Ghos gl’.‘liant for Microsoft Networks -
peedi Hhoe I File and Printer Sharing for Microsoft Networks TP address: 172.16 . 0 .100
Details. .. ¥ D% Eacleot Gobaci) Subnet mask: 255.255. 0 . 0
. Microsoft LLDP Protocol Driver
Activity [ 4 Intemet Protocal Version & (TCP/IPvE) b Obtain DNS server address automatically
) < > (®) Use the following DNS server addresses:
Sent Received
install.. Uninstal Preferred DNS server: ]
Bytes: 1,122,299,601 2,241,937,500 Descrption Alternate DNS server: I
Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks. " - "
& Disable Diagnose [vaiidste settings upan exit Advanced...
Close oK Cancel Cancel
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Install the InScheduler Application

The InScheduler Application is installed from the InApps Application manager. Access can be gained to this via
the following URL, substituting the IP/FQDN of the SV9100 you're configuring.

Error! Hyperlink reference not valid.

Application Manager access (default):
User Name: tech
Password: 12345678

It is highly recommended that the Installer login credentials be changed from the default to prevent
unwanted access to SV9100 and InScheduler programming!

Signin
http/=v8100.kdhome.com
Your connection to this site is not private

Username tech

Paszsword srnrnnnn

After logging in, select the Install option:

= m} *
&% NEC PBX Application Manager X +
<« (& 0 @ Mot secure| sv9100.kdhome.com/html/apps/manager.cgi W 6 - e
INIEC  \Orchestrating 2 brighter world Application Manager 1.7.1

Installed Applications E—— €3

Instal

10
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Browse to the location of the InScheduler installation package (.pkg) and select it.

€ open *
&« v P <« Desktop » Apps » InScheduler » InScheduler2.1.0.1 ~ O Search InScheduler 2.1.0.1 el
Organize ¥ New folder Bz » [H 0
~ Mame Date modified Type Size
7 Quick access
D inscheduler-2.1.0.1.pkg 05/03/2020 14:03 PKG File 308 KB
g Creative Cloud Fil Z] InScheduler-R2-1-ReleaseMotes 05/03/2020 14:03 Text Document 3KB
OneDrive
& ThisPC
_J 3D Objects
[ Desktop
Documents
‘ Downloads
o Hilversum UPD
J’! Music
[&=] Pictures
= v
File name: | inscheduler-2.1.0.1.pkg v| All Files ~

Once the installation package has been uploaded, select Install to commence the installation of InScheduler:

& NEC PBX Apgplication Manager X + B o X
&« C Y @ Notsecure | sv3100.kdhome.com/html/apps/manager.cgi w* 6 - e H
NEQC \orchestrating = brighter world Application Manager 1.7.1
Installed Applications e

Instal

l InScheduler

Summary:

Application to schedule Remote Conference and Web Conference

Description:

The InScheduler application will allow the user to schedule the Remote Conference room and WebConference.

The Remote Conference and VRS licenses are reguired in the system to schedule the Dial-In conferences.
The Web Video Conference license is required to schedule the WebConference.

Conference

InScheduler 2.1.0.1
Application to schedule Remote Conference and Web

Maintained by: MEC ECT

Required License Code: 3520

Copyright: © 2020 NEC ECT

Uploaded Package ready for Installation x V4

Cancel Instal

Required Permissons
This application requires your permission to

» change a file's attributes

» change a file's time stamp

» use up to 2048576 bytes of main memory
« create directories on disk

« delete directories on disk

New Version: 21.01

11
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Once the installation is complete, InScheduler will need starting as a process, this is done by selecting Start:

&% NEC PBX Application Manager

&

N EC \\Orchestrating a brighter world

x +

Installed Applications

C Y @ Notsecure | sv9100.kdhome.com/html/apps/manager.cgi

¢

Application Manager 1.7.1

-

Instal

l InScheduler

InScheduler 2.1.0.1

Application to schedule Remote Conference and Web
Conference

. Il iy
R 8 & >
Settings Schedule Disable Remove Start
Summary:
Application to schedule Remote Conference and Web Conference
Description:

The InScheduler application will allow the user to schedule the Remote Conference room and WebConference
The Remote Conference and VRS licenses are reguired in the system to schedule the Dial-In conferences.
The Web Video Conference license is required to schedule the WebConference.

Maintained by: NEC ECT
Required License Code: 3520
Copyright: ® 2020 NEC ECT
Installed Version: 21.01

Once InScheduler is running, you can now perform the following:

Access the Administration portal by selecting Settings.

A

L o

Settings
. L
- Access the user login page to schedule a Remote conference or Web Conference. e ched
chedus
- ion. |
- Disable the InScheduler Application. = §
Disable
- Stop the InScheduler Application. @
Stop
&% MNEC PBX Apgplication Manager X + B o X
&« C {} @ Notsecure | sv9100.kdhome.com/html/apps/manager.cgi w 6 9 :

NEC

\Orchestrating a brighter world

Installed Applications

Application Manager 1.7.1

VIR

Refresh Instal

I InScheduler

X v S

InScheduler 2.1.0.1

Application to schedule Remote Conference and Web
Conference

Setfings Schedule Disable Stop

Summary:
Application to schedule Remote Conference and Web Conference

Description:

The InScheduler application will allow the user to schedule the Remote Conference room and WebConference.
The Remote Conference and VRS licenses are reguired in the system fo schedule the Dial-In conferences.
The Web Video Conference license is required to schedule the WebConference.

Maintained by: NEC ECT
Required License Code: 3520
Copyright: ® 2020 NEC ECT
Installed Version: 21.01

12
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InScheduler Administration

The Administrator login for InScheduler follows the system setting for an Installer level login. The default user
name and password are tech/12345678.

The InScheduler application will automatically retrieve this information from the system every few minutes.

It is highly recommended that the Installer login credentials be changed from the default to prevent
unwanted access to SV9100 and InScheduler programming!

@ InScheduler Admin

tech

The home page will show the Administrator the required licenses for InScheduler and the quantity of each on the
system, access to the list of users on the system and information about the conference rooms.

Lack of activity after 1 hour will result in the Administrator being logged out automatically.

Home

6 System Licenses

® Feature licenses Quantity
% Remote Conference - 0047 20
InMail VRS port License - 1001 16

Iniail VM Box License - 1012 896
Web Video Conference - 0080 32

13
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There are a maximum of 255 users available on the system. These users are used when video conferences

Users.)

using WebRTC are scheduled.

The list of users shown is taken from PRG 20-57 in the SV9100. (Easy Edit > Applications > InUC > InUC

The User ID, password, first name and last name are shown. Selecting a user allows you to modify their
password*, all other attributes are read only.

*Password must be a complex password.

]
Kieran Dalton

Sophie Dalton Henry Dalton Tom Jones
User ID 200 User ID 201 User ID 202 User ID 203
Password = Password e Password R Password R

User Information

User ID Password
John Smith
User ID 2 200
Password *

First Name Last Name

Kieran Dalton

14
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e The list of conference rooms available is taken from PRG 20-34. (Easy Edit > Extensions> Extension >
Remote Conference > Remote Conference Setup)

This list is only showing the Remote Conference rooms, and does not show anything related to video conference
rooms using WebRTC.

The Pilot number is read only, however selecting a conference room will allow some changes to be made.

% .
() Pilots
5000 5001 5002 5003
8 Mode Preset Mode Preset Mode Preset Mode Preset
Dial-In Conf 1 Dial-In Conf 2 Dial-In Conf3 Dial-In Conf4
Passcode 1111 Passcode 2222 Passcode 3333 Passcode 4444
Participants 4 Participants & Participants & Participants &
5100 5101 5102 5103
Mode Scheduled Mode Scheduled Mode Scheduled Mode Scheduled
Dial-ln 01159695750 Dial-In 01159695751 Dial-In 01159695752 Dial-In 01159695753

InScheduler will only use a conference room when the Password Mode has been set to Schedule in PRG 20-
34-06. This means that some conference rooms can be used for adhoc requirements, where scheduling isn’t
required, and other conference rooms can be created and used by InScheduler exclusively.

élc-iorzv;rence Pilot Mame Password E:;Epu;n s Bq::;t";';zn Conference E;drtm.?cggr.r{.ﬁ;znce Password Maode
01 5000 Corf 1 111 4 7200 300 Marmal
02 5001 Conf 2 2333 g8 7200 300 Marmal
03 5002 Conf 3 3333 g8 7200 300 Marmal
04 5003 Conf 4 4444 a8 7200 300 Marmal
05 5100 01159695750 2044 4 7200 300 Schedule
D& 511 01159695751 D001 32 7200 300 Schedule
7 5102 01159695752 0002 32 7200 300 Schedule
0a 5103 01159695753 0003 32 7200 300 Schedule
0 0 7200 300 Marmal

15
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Remote Conference Configuration

InScheduler requires a functioning Remote Conference feature.

For InScheduler to reserve and assign a security passcode against a conference room, it must have a Password
mode type of Schedule.

e Easy Edit > Extensions> Extension > Remote Conference > Remote Conference Setup

Home View Reports Filter options Tools Actions ' @ Ribbon search

Grid style

= _ 0 = o oot [ = T e Y W SO o4 [ @
- | = ici :1 ﬁj ‘j‘ = e - g “j\ & 20-34.01 -
Apply Copy Paste Fill  Default | Group Column  Filter Expand Contract Save Default Installed Page @ 20-34-02 =
- - cell by chooser bar all all state equipment help
Main Edit Advanced view Grouping Companion columns Page view Easy edit page help
EasyEdit B ox . 5
Conference ' Maximum Maximum Conference | Ending Corference . e
Search a T Filot Name Password Participarts Duration Alert Tone Time Password Mode | MCU Mode Automatic recording
[0 5000 Conf 1 nm 4 7200 300 Mormal Disable Disable
0z 5001 Conf 2 2222 8 7200 300 MNomal Disable Disable
{123 5002 Conf 3 3333 8 7200 300 Mormal Disable Disable
04 5003 Conf 4 4444 8 7200 300 MNomal Disable Disable
05 5100 071159655750 2044 4 7200 300 Schedule Disable Disable
06 5101 07159695751 0001 2z 7200 300 Schedule Disable Disable
Terrrrmlies ’— 07 5102 01159695752 0002 2 7200 00 Schedule Disable Disable
U 08 5103 071159695753 0003 2z 7200 300 Schedule Disable Disable
09 0 7200 300 MNomal Disable Disable
Guick Install A 10 0 7200 300 Mormal Disable Disable
Blade Configuration 1L 0 7200 300 Momal Disable Disable
System Numbering Plan 12 ] 7200 300 Nomal Disable Disable
Speed Dial 13 0 7200 300 Nomal Disable Disable
B Edensions 4 0 7200 300 Nomal Disable Dissble
- e'g;'“” S 15 0 7200 300 Mormal Disable Disable
T
K:”f'm:‘ ropeties 16 0 7200 300 Nomal Disable Disable
: 7 lomai isable isable
S\nﬂleeehpn:r":e\e hone SLT i v 7200 0o Nomal Disab Disabl
e 18 0 7200 00 Norml Disatle Disatle
7 omal isable isable
Timers 19 0 7200 300 M | Disabl Disabl
[ Incoming Caller 1D Setup 20 0 7200 300 Nomal Disable Disable
~-[] Hetline Setup
-] Intemal Paging Group
[ Park Hold Groups
~-[] Ring Pattem
~-[[] Extension Ring On Off
-] Display Message Assignment
=] Remote Conference
[ Remote Conference Setup
i-.[] Remote Conference COS

Program Input Data Default Value

Description

Data

20-34-01 Remote Conference Upto 12 InScheduler will use the value of Conf x
Group Setup - characters this setting to show as the Dial-in
Conference Name number.
20-34-02 Remote Conference Maximum of 4 Conferences
Group Setup — numbers. 1~4=1111
Password Conferences
5~ 20 = blank
20-34-03 Remote Conference 0to 32 Conferences
Group Setup - Max 1~8=8
participants Conferences
9~20=0
20-34-04 Remote Conference 0 to 64800 7200 seconds 7200
Group Setup - Max seconds
Conference Duration
20-34-05 Remote Conference 0 to 64800 300 seconds 300
Group Setup - End seconds
Tone Alert Time
20-34-06 Remote Conference - 0 = Normal 0 Normal
Password Mode 1 = Skip
2 =Schedule
20-34-07 MCU 0 = Disable 0 Disable
Mode for Remote 1 = Model
Conference 2 = Mode2

16
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20-34-08 Conference Group 0 = Disable 0 Disable
Setup - Automatic 1 = Enable
Recording
20-34-09 Conference Group Enter mailbox No Setting
Setup - Destination number; 1 ~ 896
Malil
Box
11-19-01 Remote Conference Must work within No setting
Group Pilot Number current system
dialling plan.
20-11-31 Transfer to Remote 0 = Disabled COS1~15=1 Enabled
Conference Class of 1 = Enabled
Service

17
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WebRTC Video Conferencing Configuration

For Full configuration of InUC and its features including WebRTC please consult the SV9100 InUC
Installation Guide. Available on BusinessNet.

Network Considerations

NEC recommends that you have prior knowledge on the following:
Domain Name System (DNS)

Network Address Translation (NAT)

Traversal Using Relays around NAT (TURN)

Session Traversal Utilities for NAT (STUN)

SV9100 Site Recommendations
e A static Public IP address required on the WAN interface.

e Use split DNS with an internal DNS record for SV9100 FQDN resolvable to the SV9100 IPL IP address
(PRG10-12-09). And use an external DNS record for SV9100 FQDN resolvable to the static Public IP Address.

e A NAT router is required in a typical deployment. Most business grade SOHO routers and above include this
function.

e TCP port 443 by default or custom port number configured in PRG10-20-08 UC Web Application, opened on
Firewall from the public internet and forwarded to the SV9100 IPL IP Address (PRG10-12-09).

e The use of a Public STUN/TURN server or a locally deployed STUN/TURN Server for the use of WebRTC
remotely is required. In this document reference is given to using a Public TURN Server offering.

e TLS configuration is recommended when utilising InUC off net.

e You will need administrative access to the WAN router/firewall device. NEC will not provide support in
configuration of this device.

e A NAT router is required in a typical deployment. Most business grade SOHO routers and above include this
function.

e [If utilising a locally deployed STUN/TURN server, TCP and UDP Port 3478 (STUN/TURN requests) by default,
or custom port depending on service used, must be opened on the Firewall.

e If utilising a Public STUN/TURN server no ports are required to be opened on the firewall for this.

e If the WAN router/firewall has a built in SIP proxy of SIP Application Layer Gateway (ALG). These should be
disabled.

WAN Router/Firewall

Default ports that should be opened are described in the table below. Custom port numbers used, will need to
be adjusted and opened accordingly within the WAN router/firewall device.

Application Port Number(s) Transport Protocol WAN Router/Firewall Location
HTTPs 443 (default) TCP SV9100 Side INUC WebRTC
STUN/TURN* 3478 UDP Client Side

* If utilising a locally deployed STUN/TURN server.

18
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Confiquring the SV9100 for TLS

Certificates are required when encrypting traffic in and out of the SV9100. In order to do so, certificates can be
purchased from a Public Certificate Authority or Self Signed Privately in accordance with current certificate
requirements.

Once the certificate and associated files are ready, the server certificate and private key file are uploaded into
the system using WebPro:

Certificate Registration ®

Refresh Home

Choose File | Mo file chosen

Certificate File Mot Before Mot After
certificate.pem Delete
private.key | Delete |

Once uploaded to the system the server certificate and private key file are added into the system in
programming, as well as setting the SV9100 to use the newly uploaded certificates. Finally, the connection port
for INUC can be set, for example to port 443. A reboot is required after the upload and setting of the below
configuration items.

EasyEdit 1 x
Search | qQ
1M Port Number &001
st Party CTI 3282
UC Web Application 443 |
low blank password Not low
Erter Key Operation at editing IM Send IM
Register Port of Browser Phone 3484
Programming Level — Irtemal Port of Browser Phone 50000
e o Bl B \vtemal Fonwarded Port of Browser Phone 10020
S5L Cetificate Use uploaded cenficate
IRG A Server 551 Certficate certificate pem
DIL Private Key private key
DDI FQDN
Fleaible Ringing by Caller ID Created Cetificate file name assignment
Flexible CLI
Auto Attendant
Gueue Messages
Voicemad
Night Service
Eco Mode
ARS Automatic Route Selection
LCR
F-Route
Addtional Devices
Advanced ltems
B Applications
[ 3 MyCalls Console
InFIAS
= Inuc
- IUC IP Address Setup
[@fInUC Setup
[ InUC Users
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WebRTC IP and Port Configuration

From the WebRTC Video Setup screen you can check the IP configuration details of your SV9100 are correctly
setup for use with WebRTC, as well as the ports being used.

If you’re connecting the SV9100 to a network using the CCPU Ethernet port then the IP Address, Subnet Mask,
and Default Gateway fields are configured.

If you're connecting the SV9100 using the VolPDB card Ethernet port then the VolP IP Address, VoIP Subnet
Mask, and Default Gateway fields are used.

o Easy Edit > Applications > WebRTC Video Conference > WebRTC Video Setup

r:
~ {8 abor

Reports

Filter options  Tools  Gridstyle [@NeIENE ' Q' Ribbon search

- | B +, BR2E| Y Ngunn & ‘
Appl F Past, Fill  Default Group Column  Filter Expand ntrad Save Default Installed Page @10-124}3 =
- cell by chooser bar all state equipment help
Main Edit Advanced view Grouping Companion columns Page view Easy edit page help
EasyEdit a x
o — | |
IP Address 172.16.0.10
Subnet Mask 255.255.00
Default Gateway 192.168.20.254
IPL IP Address 192.168.20.10
IPL Subnet Mask 255.255.295.0
NetBIOS Mode ¥4
WebPro TCP Port Number{HTTPS) 5443
Eco Mode ~ Web Conference Duration Timer 7200
ARS Automatic Route Selection End alert of Web Conference 300
LCR
F-Route
Additional Devices
Advanced ftems
[ Applications
~[E MyCalls Console
[ SP310
5T500
BCT
[ InReports
~[ InGuard
[ InHotel
InFIAS
Inuc
[E] WebRTC Video Corference
i WebRTC Video Setup
i [] WebRTC STUN/TURN Server Setup
[J WebRTC User Information
RTP Streaming
Wersion
GDPR
Expand All Collapse Al
System Item name Input Data Default Value
Data ltem
10-12-01 IP Address
CCPU Ethernet interface IP address. Cannot be configured (000 008'800 000) 192.168.0.10
with an IP address in the same network subnet address ’ ’ ’
range as the IPL interface.
10-12-02 Subnet Mask 0-9
: 255.255.255.0
CCPU Ethernet interface Subnet Mask (000.000.000.000)
10-12-03 Default Gateway
Default Gateway can be used by CCPU or IPL interface. (000 008'800 000) 0.0.0.0
Which network subnet address range it is configured for T
determines which interface can use it.
10-12-09 IPL IP Address
IPL Ethernet interface IP address. Cannot be configured with (000 008'800 000) 172.16.0.10
an IP address in the same network subnet address range as A
the IP interface in PRG10-12-01.
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10-12-10 IPL Subnet Mask 0-9

(000.000.000.000) | 29925500

IPL Ethernet interface Subnet Mask

10-62-01 NetBIOS Mode 0: Disabled Defines
1: Enabled

10-62-02 NetBIOS Name Upto 15 Defines the
characters NETBIOS name
used by the
system.

90-54-01 WebPro TCP Port Number Defines the TCP
port used for
HTTP WebPro
access.

90-54-03 WebPro TCP Port Number (HTTPS) Defines the TCP
port used for
HTTPs WebPro
access. Change if
443 is being used
as the InUC
access port.

20-64-01 Web Conference Duration Timer 0 ~ 64800 Defines a timer
used for the
maximum
WebRTC video
conference time.
When the timer
expires the
conference is
automatically
ended.

20-64-02 End Alert of Web Conference 0 ~ 64800 The time for
displaying an alert
dialog message to
all conference
users before
expiry of the Web
Conference
Duration Timer.
(Default value is
300).
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WebRTC STUN/TURN Server Setup

The WebRTC STUN/TURN Server Setup screen is used for configuring STUN/TURN server settings for
allowing InUC clients to automatically learn their Public IP address details.

If a locally deployed STUN/TURN Server is NOT to be used then NEC recommends the use of a third party
STUN/TURN server. Details of which are:

Server Type: TURN

IP Address/Server Name: numb.viagenie.ca
Port Number: 3478

Authentication Name: XXXXXXXX

Password: XXXXXXXX

The Server Name, Authentication Name and Password can be obtained/configured by creating a FREE account
at http://numb.viagenie.ca/

e Easy Edit > Applications > WebRTC Video Conference > WebRTC STUN/TURN Server Setup

) R % T @ | NFEEE
- S| £ Jhy £ LA -
Apply Paste Fill  Default Group Column Filter Expand ntract Save Default Installed Page E
- cell by chooser bar all all state equipment help
Main Edit Advanced view Grouping Companion columns Page view Easy edit page help
EasyEdit 7 x
SeverNo. | Server Type | L #8587 | ooy b | Authentication Name | Password
Search qQ Server Name
1 TURN numb viageni .. 3478 email@test com
2 Disable 478
3 Digable 78
4 Disable 478
Programming Level 0
Eco Mode ~

ARS Automatic Route Selection
LCR

F-Route

Additional Devices

Advanced tems

[E] Applications

- [¥] MyCalls Console

~[# 5P310

~[¥] 5T500

-] BCT

-] InReports

~-[1 InGuard

[ InHotel

- InFIAS

[ Inlc

-] WebRTC Video Corfersnce
i--[] WebRTC Video Setup
[ WebRTC STUN/TURN Server Setup
[1 WebRTC User Information
-~ [#] RTP Streaming

Version

GODPR

~

Expand All Collapse All

Program Input Data Description Default Value
Data
20-66-01 Server Type 0: Disable Enable the usage of STUN or TURN 0:Disable
1: STUN server settings.
Server
2: TURN
Server
20-66-02 IP Address / Server Enter the IP address or FQDN of a valid | Blank
Name STUN or TURN server.
20-66-03 Port Number Enter the port number used by the 3478
STUN or TURN server
20-66-04 Authentication Name If required enter an authentication name | Blank
20-66-05 Password If required enter an authentication Blank
password.
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WebRTC User Configuration

Those users who have the ability to create video conferences must be defined in the system.

Here their User ID and Password can be assigned.

e Easy Edit > Applications > WebRTC Video Conference > WebRTC User Information

Home View

Reports

Filter options Tools

3 0 = = s [ @ 205mm
- | = = =| ﬁ @ G—_"{b E N @ 20.57-02 -
Apply Copy Paste Fill  Default Group Column  Filter Expand Contract Save Default Installed Page s
- - cell by chooser bar all all state equipment help
Main Edit Advanced view Grouping Companion columns Page view Easy edit page help
it = User Information
Search Q Table Mumber pecl Racaved
001 200
002 2m
003 202
004 203
005 204
006 205
Programming Level - 33; ﬁ
009 208
Eco Mode " 010 209
ARS Automatic Route Selection o1 210 e
LCR 0z
F-Route 013
Additional Devices 014
Advanced tems 015
O Applications s
MyCalls Console 017
5P310
--[#] ST500 0ns
[ BCT O
[ InReports 020
[ InGuard 021
[ InHatel 022
[ InFIAS 023
InlIC 024
[=] WebRTC Video Corference 025
i [] WebRTC Video Setup 026
i ] WebRTC STUN/TURN Server Setup 027
s [ WebRTC User Information 028
- [#] RTP Streaming 029
WVersion 030
GDPR = 01
032
Expand All Collapse All 033
034
System Item name Input Data Default
Data Item Value
20-57-01 User ID
. Up to 16 characters. Blank
User ID to logon with
20-57-02 Password . . Up to 16 characters. Blank
Password required to logon with. Must be complex.
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Troubleshooting

The Conference InScheduler App warning/error pop ups list.

Error Pop up

Reason/Check

No Remote Conference
rooms available.

There are no Remote
Conference licenses in the
system.

No Remote Conference Pilot
numbers set.

The Remote Pilot numbers in
the PRG 11-19-01 for the
ports.

Username / Password
mismatch.

Username and password do
not match as programmed in
the system.

Password must be 4 digits
only.

The password must be 4
digits.

The conference duration
must be 15 minutes
minimum.

The date and time needs to
be from today or later.

No Conferences are set for
Schedule.

When any of the conference
ports are not set to schedule.

Error in Scheduling. Please
schedule in another time.

When CPU returns a write
error, or not able to reach
CPU.

24




SV9100 InScheduler Installation Manual

Depending on the network environment, you may have audio/video issues when trying to use the WebRTC video
conference feature.

If you do experience issues we recommend that you first go to the following links and run the system checks to
make sure that WebRTC operation is working normally.

You can check your system meets the WebRTC requirements either at: https://test.webrtc.org or
http://www.netscan.co/demo/

< C Y & https//testwebrtcorg - 7 O
WebRTC Troubleshooter = -1 START I
Microphone
Camera
Network

Connectivity

Throughput

Terms Privacy

& C Y @ Notsecure | www.netscan.co/dema/ % O

ﬂnetscan HOME PRICING DOCS SIGN IN

Netscan Browser Diagnostics Demo

Press the button to get started

Start Network Scan! »

How it Works

Once you press the button a series of network and browser diagnostics will be
performed to determine your connectivity status.

After all tests are complete, the detailed results will be displayed in a unique url

that you can share with an expert.
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r C (Y & https//www.netscan.co/r/mvLHM T O

ﬂ. netscan HOME PRICING DOCs SIGN IN

Your Connectivity Results

WebRTC Support WebRTC P2P

Behind NAT WebSockets

Packet Loss Ping Time 80.559 ms
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Security

Notes and Limitations

Backup and Restore of scheduled data is NOT supported.

InScheduler is not currently supported on the SL2100.

InScheduler is not supported on the SV9100 CP10.

https:// is not supported by the LUA manager and the LUA applications.

There will be no user admission control based on host or participant.

There will be no active user indication.

The InScheduler application will not be active Ul — meaning real time information during a conference is
not shown.
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