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OVERVIEW

This document outlines features and behaviors for phones running on a UNIVERGE 3(5 System or the
SIP@Net Platform.

UNIVERGE 3C TERMINOLOGY USAGE
This manual describes the installation and usage of a phone that is part of a functioning UNIVERGE 3C system.

UNIVERGE Devices:
» DT700 SIP Phones (UNIVERGE 3C or SIP@Net systems)
+ DT820 SIP Phones (UNIVERGE 3C or SIP@Net systems)
« DT820C SIP Phones (UNIVERGE 3C or SIP@Net systems)
+ DT900/DT900S SIP Phones (UNIVERGE 3C or SIP@Net systems)

All acronyms, abbreviations or descriptive terms imply general adherence under the UNIVERGE 3C product
brand, and serve as easy to use terminology throughout the system.

For a reference of system features and terms for the UNIVERGE 3C system, please see the appendices of this
manual.

SUPPORTED PHONE MODELS

This document details the entire line of supported phones in the DT model lineup. Not all phones listed in this
document may be supported in all regions. For information on specific models supported in your country or
region, contact your NEC reseller or support organization.

Table 1.1 NEC DT IP Phone models
NEC IP Phone Model Phone Type
DT710 ITL-2E-1 DT710 Economy 2 Key without Display
DT710 ITL-6DE DT710 Economy 6 Key with Display
DT730 ITL-12 DT730 Value 12 Key with Display
DT730 ITL-24 DT730 Value 24 Key with Display
DT730 ITL-32 DT730 Value 32 Key with Display
DT730 ITL-8LD DT730 Value 8 Key DESI-Less with Display
DT730 ITL-12CG DT730G Value 12 Key with Color Display
DT730 ITL-12DG DT730G Value 12 Key with Gray Display
DT730 ITL-24CG DT730G Value 24 Key with Color Display
DT730 ITL-24DG DT730G Value 24 Key with Gray Display
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NEC IP Phone Model Phone Type

DT820 ITY-6D DT820 6 Key with Display

DT820 ITY-8LD DT820 8 Key DESI-Less with Display ~

DT820 ITY-6D Node Locked DT820 6 Key with Giga and Display

DT820 ITY-8LD

Node Locked DT820 8 Key DESI-Less with Giga and Display ¥

DT820 ITY-8LCG

Node Locked DT820 Key DESI-Less with Giga and Color Display

DT920 ITK-DG

DT920 6 Key with Display

DT920 ITK-6DG

DT920 6 Key with Giga and Display

DT920 ITK-8LCX

DT920 8 Key Desi-less with Display

DT920 ITK-12D

DT920 12 Key with Display

DT920 ITK-12DG

DT920 12 Key with Giga and Display

DT920 ITK-32LCG

DT920 8 Key Desi-less with Giga and Display (32 key)

DT920 ITK-8LCG

DT920 8 Key Desi-less with Giga and Display (8 key)

DT920S ITK-6DGS

DT920S 6 Key Giga with Display

DT920S ITK-32TCG

DT920S 8 Key Des-less with Giga and Display

DT930 ITK-32TCG

DT930 with Touch Panel (32 key)

DT930 ITK-8TCGX

DT930 with Touch Panel (8 key)

DT930S ITK-32TCGS

DT930S with Giga and Touch Panel

*.This option should be used for DT 8 Key phones that do not have any factory installed licensing.
t.Giga and/or extended key options for this phone require additional licensing.
1. This option should only be used for DT 8 Key phones have 32 key and Giga licensing factory installed.

1-2
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SIP OVERVIEW

In this chapter, you will learn how to
* Prepare your IP PBX system for integration with SIP devices.

OVERVIEW OF SIP

Session Initiation Protocol (SIP) is a text-based protocol, similar to HTTP and SMTP, for initiating interactive
communication sessions between users. Such sessions include voice, video, chat, interactive games, and
virtual reality.

The Unified Communications Manager and SIP@Net are designed to optimize the use of Session Initiation
Protocol for communications via SIP station devices and SIP trunk facilities, or “soft trunks.”

Created in 1996 by IETF (Internet Engineering Task Force—the same organization that created TCP/IP and
HTTP), SIP was originally intended to enable the establishment of media (audio or video) sessions between
users.

SIP provides a mechanism for setting up generic “sessions” of information exchanged among disparate
endpoints across the IP network. SIP allows external systems to participate in calls with the system. SIP has
achieved wide adoption throughout the telecommunications and enterprise markets for its ability to streamline
communication session control and provide cross-application interoperability. By comparison to other protocols
designed to have similar functionality, SIP is simpler, consumes fewer resources, and can be harnessed to do
various tasks that are currently accomplished by multiple protocols, many of which are proprietary.

Voice over IP (VolP) networks use SIP as a “call control” functionality to connect phones so the phones can
exchange media information through a media exchange protocol, like RTP. In this context, “connect” includes
resolving the address of the destination and negotiating the types of media to be exchanged. For address
resolution, SIP provides functionality similar to what Domain Name System (DNS) provides for URLs. DNS
maps human-friendly, fully qualified domain names, like www.DomainName.com, to numeric IP addresses
required for communication over an IP network. Similarly, SIP maps a URL or a phone number (XxX-XXX-XXxX in
the United States) to an IP address to which the phone can send media.

SIP also provides additional functionality that DNS does not provide. For example, people can have multiple IP
phones that they use in different locations. A SIP server can dynamically change the IP address it returns for a
specific URL or phone number depending on whether the recipient is in the office, car, home, or other location.

In terms of communication between SIP endpoints and the structure of SIP packets, SIP resembles HTTP
because it is a request-response protocol. However, unlike HTTP, SIP allows for additional responses to a
single request. In response to an invitation, a phone can initially return a “ringing” response, and then an “ok”
response when the phone is picked up.

VoIP networks that use SIP generally provide a few common services that phones use to carry out SIP
conversations. These services provide much of the additional functionality for which SIP was designed, like
robust address resolution to multiple locations for a single URL or phone number. These services refer to server
functionality, not to where or how the functionality is implemented. For example, the same physical server can
provide all of these services.
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The following additional services are commonly provided by SIP:

» Registrar and Location—One of the first SIP operations an IP phone performs is to register with a
registrar server, by providing a URL or phone number and a corresponding IP address. The registrar
server stores this information and often provides it to proxy and redirect servers to resolve URLs and
phone numbers to IP addresses.

» Proxy and Redirect—Proxy and redirect servers assist IP phones in routing SIP messages to a
destination. The mechanisms they use to accomplish this goal are slightly different. A proxy server
accepts SIP requests and forwards them to another SIP device, which can be an endpoint like a phone,
or another server (which can then forward to a phone or another server, and so on). For the original
client, the proxy server handles everything required to get the request to the destination.

In contrast, a redirect server does not forward requests. Instead, it returns an IP address to the IP
phone. The IP phone then uses the returned address to submit the request to the correct location (which
can be a proxy server or the destination phone).

For More Information:

The following resources provide additional information about the SIP environment and goals:
* Documents, wiki, and white papers at: www.sipforum.org
» SIP Cookbook

SIP REGISTRATION

The phone supports UDP, TCP, and TLS transports. UDP SIP Requests and Responses are carried in a single
datagram packet. The default UDP port is 5060. SIP has a reliability mechanism to handle UDP lost packets
and retransmissions. TCP and TLS are reliable transports at the cost of complexity and transmission delay. TLS
offers encryption of SIP signaling.

USER AGENT HEADER
The user agent header field is used to convey information about the user agent originating the request. The
Registrar may use this information for logging or for generating specific responses for a specific user agent.

REGISTRAR

The phone sends SIP REGISTER requests to the configured Registrar. After successful registration, the
registrar creates and stores the binding between the "To" header URI and the contact address in the "Contact"
header and sends to the phone.

If the configured server address is a Fully Qualified Domain Name (FQDN), Name Authority Pointer (NAPTR)
and Service Record (SRV) queries will be made and the request will be sent in the order of priority returned in
the query response.

The following flowchart shows how the transport, IP address and port used to send the REGISTER request are
determined.
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Figure 2.1 Registrar Flowchart
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The phone sends a REGISTER request during initialization (i.e., boot time) and subsequently at regular
intervals determined by the minimum of the expiration interval chosen by the registrar in the previous
registration response and the configured Registration interval.

The minimum registration interval is 180 seconds. The default registration interval is 300 seconds.
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If the registrar specifies a registration interval other than 180 seconds in the 200 OK response to the
REGISTER request, the phone will use that registration interval.

When the phone refreshes its registration, it will populate the Expires header in the REGISTER request with the
registration interval specified by sip.reg.expiry.
When the phone registers with another registrar (due to failover, for example), it will populate the Expires

header in the REGISTER request with the registration interval specified by sip.reg.expiry. If the new registrar
specifies a shorter registration interval in the 200 OK, the phone will use the shorter registration interval.

ADDRESS OF RECORD (AOR)

An AOR is a SIP URI that points to a SIP domain which can map this URI to a contact address where the user
might be available. When the phone sends a REGISTER request with its contact address, the Registrar creates
a binding for its domain that associates the AOR in the REGISTER request with a contact address.

AUTHENTICATION

SIP uses digest authentication to verify the credentials of a user sending a REQUEST. The Registrar uses this
authentication to allow access to its services. The digest authentication scheme is based on a
challenge/response mechanism and shared secret between two servers. If a request is challenged by either a
"401 Unauthorized" or a "407 Proxy Authentication Required" response, the phone retries the request with
Authentication header based on configured user and password. The MD5 hashing algorithm is used to create
the digest response.

Figure 2.2 Registrar Authentication
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REGISTER with
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SIP REGISTRATION ADMINISTRATION

The following sections describe configurable items. Items in bold indicate default values.
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TRANSPORT

UDP is the default transport and must be supported for configured registrar and the outbound proxy. Optionally
TCP and TLS can be configured as they registrar transport. If configured, the outbound proxy transport takes
precedence over the server transport.

The default port for both UDP and TCP is 5060.
The default port for TLS is 5061.

USER AGENT HEADER
The User Agent header contains "NECSDT700_<Hardware Model >/<Firmware version>_<MAC>" string. This
value cannot be changed.

REGISTRAR
There is no default registrar address. The registrar address must be configured.

REGISTRATION INTERVAL
The minimum registration interval is 180 seconds. The default registration interval is 300 seconds.

If the registrar specifies a registration interval other than 180 seconds in the 200 OK response to the
REGISTER request, the phone will use that registration interval.

When the phone refreshes its registration, it will populate the Expires header in the REGISTER request with the
registration interval specified by sip.reg.expiry.

When the phone registers with another registrar (due to failover, for example), it will populate the Expires
header in the REGISTER request with the registration interval specified by sip.reg.expiry. If the new registrar
specifies a shorter registration interval in the 200 OK, the phone will use the shorter registration interval.

ADDRESS OF RECORD (AOR)
There is no default AOR. The AOR must be configured.

AUTHENTICATION
There is no default Authentication User Name or Password. They must be configured.

THE PHONE AND SIP SESSION CONTROL

SIP SESSION CONTROL OVERVIEW

A User Agent Client (UAC) indicates that it supports RFC 4028 by adding a Supported header with the option
tag timer to outgoing INVITE requests. A UAC may require the User Agent Server (UAS) to support RFC 4028
by adding a Require header with option tag timer to the SIP requests it sends.

The Session-Expires header specifies the refresh interval for a SIP session. Session-Expires has a minimum
value of 90 seconds and a recommended value of 1800 seconds. The UAC may suggest a refresh interval by
adding a Session-Expires header to the INVITE and UPDATE requests that it sends.

The refresher role is indicated by the refresher parameter of the Session-Expires header. Valid values for the
refresher parameter are uac and uas . The UAC may include the refresher parameter with value uac if it wants
to be the refresher.
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The Min-SE header contains the minimum refresh interval the UAC, any intervening proxies and the UAS can
handle. Min-SE has a minimum value of 90 seconds and a default value of 90 seconds. A UAC may include the
Min-SE header in the initial INVITE request. If a Min-SE header is included in the initial session refresh request,
the value of the Session-Expires must be greater than or equal to the value in Min-SE.

If the UAS supports RFC 4028 and wishes to be the refresher, it includes a Session-Expires header with the
refresher parameter with value uas in its 200 OK response. After receiving a 200 OK response, the UAC must
allow the UAS to be the refresher. If the Session-Expires header contains a refresher parameter with value uac
, the UAC must act as the refresher. If the 200 OK response from the UAS does not contain a Session-Expires
header, the UAS does not support RFC 4028.

A UAS or proxy may send a 422 Session Interval Too Small response to requests that contain a Session-
Expires header with a refresh interval that is too small. The 422 response must contain a Min-SE header field
with the minimum acceptable refresh interval. After receiving a 422 response, the UAC may retry the request
with a refresh interval greater than or equal to the Min-SE header value from the 422 response.

ENABLE/DISABLE FEATURE

Phone support for RFC 4028 can be enabled or disabled via the XML configuration files. The default value is set
to disabled.

MIN-SE

The minimum acceptable refresh interval carried by the Min-SE header is configurable via the XML
configuration files. The minimum and default values are 90 seconds. If the administrator specifies a value less
than 90 seconds, it is ignored. The phone logs an error message to an internal log file and use 90 seconds.

REFRESH INTERVAL

The refresh interval carried by the Session-Expires header is configurable via the XML configuration files. The
minimum value is the minimum acceptable refresh interval (Min-SE). The default value is 1800 seconds. The
maximum value is 65535 seconds. If the administrator specifies a value less than Min-SE, it is ignored. The
phone logs an error message to an internal log file and use 1800 seconds. If the administrator specifies a value
larger than 65535 seconds, it is ignored. The phone logs an error message to an internal log file and use 1800
seconds.

SESSION ROLES
The phone is capable of being the session refresher and supports negotiating the session refresher role.

The phone does not attempt to change its role after it has been negotiated in the session. The phone supports
changing its role if the SIP server renegotiates after the session is established. Similarly, the phone does not
attempt to change the session timer interval if it has been negotiated in the session.

The phone does not require the SIP server to support RFC 4028. If the SIP server does not support RFC 4028,
the phone is the session refresher. This allows the phone to detect when the signaling path to the SIP server is
down and locally terminate the session, freeing its own resources. In this case, the resources on the SIP server
may not be freed.

PHONE AS UAC

When support for RFC 4028 is disabled, and the phone receives a 200 OK response with the "timer" option tag
in the Supported or Require headers, the tag is ignored. When the phone receives a 200 OK response with a
Session-Expires header, the header is ignored.

2-8 DT Series Administrator Guide - Core



SIP OVERVIEW -
Overview of SIP *

When support for RFC 4028 is enabled, the phone adds the "timer" option tag to the Supported header of all
outgoing requests except ACK.

The phone adds a Session-Expires header to outgoing INVITE requests. The Session-Expires header contains
the session timer interval specified in the XML configuration files. As recommended by RFC 4028, the Session-
Expires header does not include the refresher parameter.

The phone does not add the "timer" option tag to the Require header of outgoing INVITE requests since it does
not require the UAS to support RFC 4028.

When the phone receives a 200 OK response, it determines its role as session refresher or session watcher as
follows.

Table 2.1 Session Conditions
Condition Phone Role Comment
Require and Supported headers do not Session Refresher UAS does not support RFC 4028
contain “timer” option tag
Supported header contains “timer” option None UAS does not want session control for
tag, no Session-Expires header this session
Session-Expires header contains Session Refresher UAS wants UAC to be refresher

“refresher” parameter “uac”

Session-Expires header contains Session Watcher UAS wants to be refresher
“refresher” parameter “uas”

The phone determines the session timer interval as follows:

Table 2.2 Session Timer Intervals
Condition Session Timer Interval Comment
Require and Supported headers do not XML Configuration File Value UAS does not support RFC 4028
contain “timer” option tag
Supported header contains “timer” option None UAS does not want session control for
tag, no Session-Expires header this session
Session-Expires header contains a value Value specified in Session- UAS chose session timer interval
greater than or equal to the phone’s Min- Expires header
SE

When the phone receives a 422 Session Interval Too Small response, it retries the INVITE request, setting the
Session-Expires header to the value specified in the Min-SE header in the 422 response. The phone includes
the Min-SE header from the 422 response in the retry INVITE. The phone continues to retry the request until it
succeeds or the user terminates the call.

PHONE AS UAS

When support for RFC 4028 is disabled and the phone receives an INVITE request with the "timer" tag in the
Supported header, the tag is ignored. When the phone receives an INVITE request with the "timer" tag in the
Require header, the phone responds with 420 Bad Extension. In both cases, the Session-Expires header is
ignored.

When support for RFC 4028 is enabled and the phone receives an INVITE request, it determines its role as
session refresher or session watcher as follows.
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Table 2.3 Session Conditions
Condition Phone Role Comment
Supported header does not contain “timer” Session Refresher UAS does not support RFC 4028
option tag
Supported header contains “timer” option tag, | None UAS does not want session control
no Session-Expires header for this session
Session-Expires header does not contain Session Refresher Phone chooses
“refresher” parameter”
Session-Expires header contains “refresher” Session Watcher Role specified by UAC
parameter “uac In this case, the phone must add a

Require header with the “timer”
option tag to the 200 OK response
(RFC 4028 Section 9)

Session-Expires header contains “refresher” Session Refresher Role specified by UAC
parameter “uas”

The phone determines the session timer interval as follows:

Table 2.4 Session Timer Intervals

Condition Session Timer Interval Comment

Supported header does not contain “timer” XML Configuration File Value UAC does not support RFC 4028
option tag

Supported header contains “timer” option None UAS does not want session control for
tag, no Session-Expires header this session
Session-Expires header contains a value Value specified in Session- UAC chose session timer interval

greater than or equal to the phone’s Min-SE Expires header

If the Session-Expires header contains a value less than the configured Min-SE, the phone sends a 422
Session Interval Too Small response with the configured Min-SE value.

Otherwise, the phone adds the "timer" option tag to the Supported header of the 200 OK response. The phone
also adds a Session-Expires header to the 200 OK response. The Session-Expires header contains the
negotiated session timer interval and role.

SESSION REFRESHER OPERATION

When the phone acts as the session refresher, it sends the session refresh request at half the session timer
interval.

Receiving a re-INVITE or UPDATE request from the SIP server also refreshes the session.

If the phone does not receive a 2xx response to a session refresh request before the session timer interval
expires, it terminates the session by sending a BYE request. If the phone receives a 408 or 481 response to a
session refresh request, it immediately terminates the session by sending a BYE request.

SESSION WATCHER OPERATION
When the phone acts as the session watcher, it terminates the session by sending a BYE request if it does not
receive a session refresh request within the session timer interval.
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FAX TRANSMISSION
The phone does not support T.38, which is a Fax relay CODEC.
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In this chapter, you will learn how to
* Prepare your network for integration with the phone.

PHONE ARCHITECTURE

The phone interacts with a number of network services through standard protocols such as IPv4, DHCP, DNS,
SNTP, FTP or TFTP, SIP, RTP, RTCP, HTTP, HTTPS, XML and LLDP.

ETHERNET

The phone’s internal LAN and PC Ethernet ports support date rates of 10 Mbps and 100 Mbps. Support for a
gigabit Ethernet connection to the LAN exists in the form of an external peripheral, the GBA-L. The GBA-L is an
Ethernet switch that cradles the phone, and features a gigabit LAN Ethernet port, a gigabit PC Ethernet port,
and a 100 Mbps IP Phone port. The phone's LAN Ethernet port connects to the GBA-L's IP Phone port.

The most common setting for link speed and duplex is auto negotiation, followed by 100 Mbps full duplex. 100

Mbps half duplex and 10 Mbps half duplex are strongly discouraged, since half duplex links may cause voice
quality problems.

VLAN/LAYER 2 QOS TAGGING

IEEE standards 802.1Q and 802.1p extend the standard ethernet frame with two 16 bit fields. The first field, the
TPID, has a fixed value of 0x8100 and identifies the frame as a tagged frame. The second field, the TClI, is
subdivided into three subfields: a three bit priority field, a single bit CFl and a 12 bit VLAN ID. The CFl is always
zero for Ethernet devices.

The phone supports enabling and disabling VLAN and layer 2 QOS tagging on the LAN port.

+ If VLAN and layer 2 QOS tagging is enabled and the phone is configured with a priority and VLAN ID, the
phone sends all frames with a TPID and a TCI constructed from the priority and VLAN ID, and only
receives tagged frames from its VLAN.

« If VLAN and layer 2 QOS tagging is disabled or the phone is not configured with a priority VLAN ID, the
phone sends all frames untagged, and receives untagged frames.

The phone supports enabling and disabling VLAN tagging on the PC port. If tagging is enabled on the PC port,
the following table shows the required behavior:

Frame Received On Type of Frame Action

PC Port Untagged Add specified tag and forward to the LAN port
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Frame Received On Type of Frame Action
PC Port Tagged Forward to the LAN port unmodified
LAN Port Untagged Forward to the PC port unmodified
LAN Port Tagged with PC port VLAN ID Remove specified tag and forward to the PC port
LAN Port Tagged with any other VLAN ID Forward to the PC port unmodified

This feature allows PCs that cannot handle tagged frames to be connected to a tagged VLAN through the
phone.

If VLAN tagging is disabled on the PC port, the phone passes all frames through unmodified.

IPV4

Internet Protocol version 4 (IPv4) is the most common network layer protocol in use today. The phone supports
the IPv4 suite of protocols such as IP, UDP, TCP and ICMP.

DHCP

DHCP allows network devices to automatically obtain IP network parameters. A DHCP enabled network device
contains a DHCP client that communicates with a DHCP server. The DHCP server leases an IP address from a
pool of provisioned IP addresses to each DHCP client. The DHCP client must periodically renew the lease to
keep the lease active.

A DHCP client may send a DHCP vendor class identifier (DHCP option 60). Network administrators can use the
vendor class identifier to return custom parameters in the DHCP Offer packet.

The phone supports DHCP to automatically obtain the following IP network parameters:
+ IP address
* Subnet mask
» Default gateway
* Primary DNS server address
» Secondary DNS server address
» Boot server URL (FTP/TFTP)
* SNTP server address(es)
+ GMT offset
» SIP server address(es)
» Syslog server address(es)
+ VLANID

STATIC IP

Static IP configuration is a mutually exclusive alternative to DHCP. A network administrator manually configures
the IP network parameters in each network device.

The phone supports static configuration for the following IP parameters:
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+ IP address

* Subnet mask

+ Default gateway

* Primary DNS server address

» Secondary DNS server address
* Boot server (IP address or FQDN)
* Boot server port

* Boot server user and password
* SNTP server address

* GMT offset

» SIP server address(es)

» Syslog server address

» Syslog server transport

DNS

The phone accepts server addresses as either host names or IP addresses. If an address is entered as a host
name, DNS is used to convert it to an IP address. In addition, the phone must support RFC 3263, which
requires support for DNS NAPTR and DNS SRV queries.

SNTP

SNTP allows network devices to synchronize their real time clocks to a common master clock. SNTP is required
to allow the phone to display the correct date and time.

IP TOS/DIFFSERV

IP TOS and DiffServ are standards that allow network devices to request different quality of service by labeling
each packet sent. Network infrastructure devices, such as switches and routers, can prioritize the delivery of
each packet based on the label. DiffServ has largely superseded IP TOS.

Call control and voice media traffic sent by the phone are sensitive to packet loss and latency. The phone labels
such packets so the network can prioritize them appropriately.

LLDP

The phone supports LLDP for auto advertisement and auto discovery of network parameters.

PHONE ADMINISTRATION

There are two methods of configuring the phone.

DT Series Administrator Guide - Core 3-15



NETWORK PREPARATION

» Front Panel—Parameters configured using the local keypad and display on the phone. Configuration
entered through the front panel is saved in the device and reused after each reboot.

» Configuration Files—Parameters configured using an external administration tool such as the NEC SIP
Terminals Configuration Tool or 3C Administrator application. The values of these parameters are saved to
configuration files stored on a server. The phone downloads the configuration files through FTP or TFTP
at boot time.

All parameters specified by this document are password protected so that they can only be modified by a phone
system administrator. Ordinary phone users do not have the ability to modify these parameters.

Figure 3.1 Network Settings Display

[Metwiork Settings] IEEE
CHCP Mode
IF Address
Subnet Mask
Default Gatewnay
Primary DMNS Server
Secondary DMNS Server
Boot Server
SHTP
Svsiog
Advanced Settinps
[ 4 | Exit | Select

=] ] (o] [ ] ] ] [ o] ]

ETHERNET

Gigabit ethernet is supported through the GBA-L external peripheral. If the phone is connected to a GBA-L, the
LAN port should be configured for auto negotiation.

The following items are configurable through the front panel. Items in bold indicate default values:

Table 3.1 LAN Port and PC Port Values
Item Subitem Range
LAN Port Speed and Duplex ¢ Auto

* 100 Mbps Full Duplex
¢ 100 Mbps Half Duplex
* 10 Mbps Full Duplex
¢ 10 Mbps Half Duplex

PC Port Speed and Duplex ¢ Auto

* 100 Mbps Full Duplex
¢ 100 Mbps Half Duplex
¢ 10 Mbps Full Duplex

* 10 Mbps Half Duplex
* Disabled

VLAN/LAYER 2 QOS TAGGING
The following items are configurable via the front panel. Items in bold indicate default values
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Table 3.2 VLAN/Layer 2 QOS Tagging Values - LAN Port.
Item Subitem Range
LAN Port VLAN Mode Disable, Enable
VLAN ID 0to 4094, 7
VLAN Priority 0,1,2,3,4,56,7

Note: Some parameters are stored in a file on the boot server. Changing the VLAN Mode or VLAN ID may
result in a temporary mismatch with the network switch configuration (for example the switch port has
VLAN ID “A” but the phone has VLAN ID “B”). This can isolate the phone from the boot server, causing
the parameter file upload to fail. Changes to other parameters will be lost if they are changed at the
same time as the VLAN Mode or VLAN ID.

The following items must be configurable via the front panel and configuration files. Items in bold indicate
default values.

Table 3.3 VLAN/Layer 2 QOS Tagging Values - PC Port
Item Subitem Range
PC Port VLAN Mode Disable, Enable
VLAN ID 0, 1 to 4094
Port Available Enable, Disable

LAN PORT VLAN ID CONFIGURATION USING LLDP

The phone can receive LAN port VLAN ID configuration through LLDP process. If the LLDP process is
successful, the phone uses the LAN Port VLAN ID which is configured in LLDP. If this value differs from existing
configured value, the phone stores the new value and reboots.

LAN PORT VLAN ID CONFIGURATION USING DHCP OPTION

The phone can receive LAN port VLAN ID configuration through DHCP option. If the DHCP process is
successful, the phone looks into Option 128. The phone follows following process:

Note: VLAN ID can be configured through LLDP, DHCP, and the phone’s front panel. A DHCP provided VLAN
ID takes precedence over any front panel configured value.

1 The phone initiates the DHCP process with available VLAN ID, tagging and priority configuration.

2 The phone uses Standard Option 128 or Option 128 encoded in Vendor Specific Option 43 for VLAN ID configuration.
If both the Options are configured correctly, Option 43 takes precedence over Option 128. If both the options are
configured but one does not follow the correct syntax, the other value takes precedence.

3 The maximum length allowed for the Option value is 32. The phone ignores the option value if the length exceeds 32.

4 The Option value must start with text (case insensitive) “VLANID”, followed by “=" and actual VLAN ID. To indicate
the end of the value, it must should end with “;” The phone will ignore this value if it contains any spaces, unknown
characters in the text “VLANID” and in actual VLAN ID value. Multiple spaces are allowed at start, before and after

“,n

“=", before and after “;” and at end of the string value. The phone will consider very first “;” character as terminating

character if the text “VLANID” is available in the Option value. The phone will ignore all the remaining characters

after “;".
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5 The Option value must contain single VLAN ID value. This value must be in the range of 0 to 4094. This value can be
specified in Decimal/Hex/Octal format. The phone ignores the invalid or out of range value.

6 If valid VLAN ID is configured in DHCP Option and existing configured value in the phone differs from this new value,
the phone stores the new value and reboots.

7 The steps 1 to 6 are followed during startup as well, as each lease renewal process.

Note: The phone does not support the dynamic VLAN reconfiguration, so it reboots after storing new VLAN ID
into flash. Also the phone does not support multiple VLAN ID configurations.

Based on above requirement, the valid value accepted by the phone can be in the following format for VLAN ID
101.

Table 3.4 VLAN ID examples:
Format Valid Value Example
Decimal format: “VLANID=101;"
Hex format: “VLANID=0x65;" OR “VLANID=0X65;"
Octal format: “VLANID=0145;"
Value with mixed case: “Vlanld=101;", “VLANId= 0x65;”
Value with spaces: “ VLANID = 101; 7, “VLANID= 101;”, “VLANID= 101 ;7

Note: If the option value is “VlanID = 101;xyz!!", the actual value considered for parsing is “VlanID = 101;”

Invalid configuration examples
The following are invalid configuration examples:

Table 3.5 Invalid VLAN ID examples
Format Invalid Value Example
Spaces are present in the text “VLANID” “Vianld=1 0 1y
Spaces are present in the actual VLAN 1D “VLANID=0x 65;”
number

Unknown characters are present between the “VLANIdMA=$$$101&&;”
text “WVLANID”, “="

Unknown characters are present in actual “VLANIdMA=$$$101&&;”
VLAN ID number

LAN PORT VLAN ID CONFIGURATION PRECEDENCE

The LAN Port VLAN ID is configurable through front panel, DHCP and LLDP process. If LLDP mode is enabled,
the LLDP configured VLAN ID value takes precedence over the value configured through DHCP and/or front
panel. If DHCP mode is enabled, the DHCP configured VLAN ID value takes precedence over the value
configured through the front panel.

When both the LLDP and DHCP mode are enabled on the phone, the phone uses LLDP configured VLAN ID(if
received through LLDP packets), if VLAN ID is not configured through the LLDP process, the phone uses DHCP
configured VLAN ID(if received from Option 128). When the phone decides to use the VLAN ID configured from
DHCP server, the VLAN ID is stored into the Flash unlike LLDP. If the phone does not receive any VLAN ID
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from LLDP and DHCP or the LLDP and DHCP mode are disabled, the phone uses the Flash stored VLAN ID

and VLAN Tagging configuration.
When VLAN ID is configured through multiple sources, the phone uses the following table:

LLDP DHCP Front Panel Value used by the phone
Yes N/A N/A LLDP Value
No Yes N/A DHCP Value
No No Yes Front Panel Value
No No No Existing Flash value

Note: When the DHCP Mode is enabled and the phone decides to use DHCP configured VLAN ID, it stores the
VLAN ID into the Flash as well as it enables the VLAN Tagging parameter in the Flash and subsequently
reboots. This overwrites the existing manually configured VLAN ID configuration. While coming up, the
phone uses Flash stored new VLAN ID configuration. Later, if the user disables the DHCP Mode on the
phone, subsequently after reboot, while coming up, the phone continues to use the Flash stored VLAN
ID which is obtained from previous DHCP Lease acquired by the phone. To avoid this, the user is
required to change the VLAN ID configuration manually or perform Factory Reset to Default operation to
disable the VLAN ID and VLAN Tagging.

VLAN CONFIGURATION SERVICE CONDITIONS

Note: VLAN ID can be configured through LLDP, DHCP, and the phone’s front panel. A DHCP provided VLAN
ID takes precedence over any front panel configured value.

During startup, the phone uses existing VLAN configuration to connect to the network. It is necessary that this
VLAN configuration must be compliant to the switch port configuration. Also if VLAN ID is configured through
LLDP or DHCP, the administrator/user must configure it according to the switch port and network configuration.

Some of the scenarios are mentioned here:

1 The phone is up and running and user changes the LAN Port VLAN ID value through front panel. The phone reboots
after storing this new value into the flash. If the switch port to which this phone is connected does not support the

new VLAN ID, the phone will not be able to reach LLDP (if enabled) or DHCP (if enabled).

2 The phone receives new VLAN ID from DHCP Option and reboots. If the switch does not support this VLAN ID, the
phone will not be able to reach DHCP Server again.

3 The phone has received VLAN ID from DHCP and it is able to come up and register using new VLAN ID. During lease
renewal process, administrator changes the VLAN ID on DHCP Server without changing the switch configuration. As
the phone receives new VLAN ID in lease renewal process, it stores the new value and reboots. The phone will not be
able to access the DHCP Server again as the new VLAN ID is not supported by the switch. Here the administrator will
have to change VLAN ID through front panel compliant to switch OR the switch port configuration to new VLAN ID.

4 The switch supports VLAN ID X with tagged packets only and the DHCP Server contains valid VLAN ID configuration.
If a phone with factory setting is attached to this switch, it will fail to reach the DHCP Server as LAN tagging has been
disabled on the phone.

The administrator/user must take care of scenarios similar to above while adding/changing the VLAN ID
configuration on the phone, LLDP, DHCP Server or switch port configuration.

DT Series Administrator Guide - Core



NETWORK PREPARATION

SETTING LAN PORT VLAN ID AND TAGGING TO DEFAULT USING DHCP
OPTION

The LAN Port VLAN ID and Tagging can be set to default value using DHCP Standard or Vendor specific option
128 value containing set of defined case insensitive strings (NO, NONE, NOT). The Option 128 value must
follow the rules specified in “LAN Port VLAN ID Configuration using DHCP Option” on page 3-17, except the
VLAN ID value which is replaced by the specified set of strings.

Based on the rules, valid value accepted by the phone can be in the following format:
“VLANID=NO;”, “VLANID=NONE;", “VLANID=NOT;”,

VLANID = NO ; 7, * VLANID=NONE; ”, “VLANID= NOT;”.

Invalid examples are:

“VLANID=N O;”, “VLANID=NO N E;”, “VLANID=NOxN yEz;" etc.

Considering the priority levels specified in “LAN Port VLAN ID Configuration Precedence” on page 3-18, the
phone will set VLAN ID and VLAN Tagging to default value using Option 128 (if string is valid) as per following
table:

LLDP DHCP Front Panel Result

Yes “VLANID=NO;” | N/A Discard the DHCP Option and do not change VLAN
setting in the flash. Use LLDP value.

No “VLANID=NO;” | Yes Set VLAN ID = 7(default) if different, VLAN Tagging =
Disable(default) if different and reboot if old flash stored
tagging value was "enabled".

Note: Also applicable during lease renewal. Option 128
value is changed in new lease, the phone will change
the existing flash stored VLAN ID configuration and will
reboot accordingly.

No “VLANID=NO;” | No (i.e. the VLAN Tagging Set VLAN ID = 7(default) if different. As VLAN Tagging =
has been disabled by Disabled already in the flash, do NOT reboot.
default. VLAN ID value can | Note: Also applicable during lease renewal. Option 128
be anything) value is changed in new lease, the phone will change

the existing flash stored VLAN ID configuration and will
reboot accordingly.

Note: Since the phone stores the DHCP retrieved VLAN ID value into the flash, in subsequent reboot it cannot
tell whether the flash stored value came from previous lease or from front panel configuration.

IPv4
IPv4 configuration is managed through DHCP or Static IP.

DHCP
The following items are configurable through the front panel. Items in bold indicate default values.
Table 3.6 DHCP Values
Item Range
DHCP * Enable, Disable
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Table 3.7 DHCP Options
Item DHCP Option

IP Address 1
Subnet Mask 1
Default Gateway 3
Primary DNS Server 6
Secondary DNS Server 6
Tertiary DNS Server 6
Syslog Server 7
Boot Server URL 66
SNTP Server 42 then 4
GMT Offset 2
Primary SIP Server 120
Secondary SIP Server 120
LAN Port VLAN ID 128
Vendor Specific Information 43

Phone Administration *

For DNS, SNTP and Syslog server, multiple values can be configured in the corresponding DHCP Options. If
multiple values are configured, the phone stores first 3 valid address values.

If Option 42 and 4 both are configured for the SNTP server, the first valid address of Option 42 takes
precedence over first valid address of Option 4. Similar process is followed for 2nd and 3rd value configured in

Option 42 and 4.

The Boot Server Address and Type may be specified in the form of a URL that includes an IP address or fully
qualified domain name, and an optional protocol, an optional port number, optional username and an optional

password.

Example URLs are:

ftp://<user>:<password>@<host>:<port>
tftp://<host>:<port>

Table 3.8

Boot Server URL Parameters

Boot Server
URL Parameter

Description

Protocol

If the protocol is not specified in the URL, the statically configured protocol is used.

Port Number

zero is specified as the port number, the protocol’s default port number is used.

number.

If the port number is not specified in the URL, the statically configured port number is used and if

Example: If protocol is FTP, and port number is specified as 0, 21 will be used as the port

User Name

If the user name is not specified in the URL, the statically configured user name is used.
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Boot Server
URL Parameter

Description

Password *.

If the password is not specified in the URL, the statically configured password is used.

*.The username and password are applicable only for FTP and HTTPS.

Other network equipment installed on the network may not expect a URL in DHCP Option 66. To facilitate the
use of Boot Server URLs in mixed environments, the phone utilizes DHCP Option 43, Vendor Specific
Information. The Boot Server URL may be encoded in Option 43 with code 66. If the Boot Server URL is
specified in both DHCP Option 43 and DHCP Option 66, the value in DHCP Option 43 takes priority.

STATIC IP

The following items are configurable through the front panel. Items in bold indicate default values. If DHCP is
enabled, values obtained through DHCP override statically configured values for some items, as shown in the

following table.

Overridden By

Item Range DHCP
IP Address 0.0.0.0 Yes
Subnet Mask 0.0.0.0 Yes
Default Gateway 0.0.0.0 Yes
Primary DNS Server 0.0.0.0 Yes
Secondary DNS Server 0.0.0.0 Yes
Boot Server Type FTP, TFTP, HTTPS Yes
Boot Server Address ~ 0.0.0.0 or FQDN Yes
Boot Server Port 0, 1024 to 65535 Yes
Boot Server User <string>, NECSDT700 Yes
Boot Server Password <string>, NECSdt700 Yes
SNTP Server 0.0.0.0 Yes
GMT Offset -12,-11.5,-10.0t0 0, 0.5 to 13 Yes
Primary SIP Server 0.0.0.0 Yes
Secondary SIP Server 0.0.0.0 Yes
Syslog Server Address 0.0.0.0 Yes
Syslog Server Port 514 Yes

*If boot server address is configured as an URL with a protocol type and with or without a port number, the
phone will use only the host part as a boot server address.

Note: <string> specifies an alphanumeric string of one to sixteen characters. The boot server user name and
password were chosen to be descriptive and meet a certain minimum level of complexity.
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DNS

DNS configuration is managed through DHCP or Static IP configuration. In 2.0, the Static IP configuration
method allows the user to configure a Primary and a Secondary DNS Server address while DHCP Option 6
allows the user to configure a Primary, a Secondary and a Tertiary DNS Server address.

SNTP

SNTP configuration is managed through DHCP or Static IP. Specifically, the SNTP server and GMT offset items.
In 2.0, the Static IP configuration method allows the user to configure only one SNTP Server address while
DHCP Option 42 and/or 4 allow the user to configure up to 3 SNTP address values.

You can configure SNTP addresses (Primary, Secondary, Tertiary) through configuration file.

Syslog

Syslog configuration is handled via DHCP or Static IP configuration, specifically the Syslog server, Syslog Port
and Syslog Trace Level items. In 2.0, the Static IP configuration method allows the user to configure only one
Syslog Server address while DHCP Option 7 allows the user to configure up to three Syslog address values.

You can configure the Syslog server addresses (Primary, Secondary, Tertiary) through configuration file.

IP TOS/DIFFSERYV
The following items are configurable through the front panel and configuration files. ltems in bold indicate
default values.

Table 3.9 IP TOS/DiffServ Values
Item Subitem Range
LAN Port * Layer 3 Call Control Priority * 0-48, 49-63
* Layer 3 Voice Priority * 0-46, 47-63
LLDP

LLDP is an industry standard layer 2 protocol that allows network equipment to share information with one
another. Using LLDP, the phone may advertise its firmware version, IP address and POE requirements and
discover what VLAN tag it should use.

Table 3.10 LLDP Values

Item Range

LLDP Enable, Disable

In addition to above parameter, the following items are configurable in SIP Phone 1.1 and later via the
configuration files. ltems in bold indicate default values.
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Table 3.11 LLDP MED Extended Power Priority Values
Item Range
LLDP MED Extended Power 0 (Unknown)
Priority 1 (Critical)
2 (High)
3 (Low)

The phone sends the following TLVs:

Table 3.12

Phone and Sent TLVs

TLV

Purpose

Value

Chassis Subtype

Identifies the phone chassis

The phone’s MAC IP Address

Note: If configured for DHCP, the phone’s IP
address will be 0.0.0.0 until the DHCP
process completes

Port Subtype

Identifies the phone port transmitting
LLDP information

The phone’s MAC Address

Time-to-live

Indicates how long the phone’s
information received in the LLDPDU
is to be treated as valid information.

120 seconds

name

Port Description Provides a description of the phone Port 1
port transmitting LLDP information

System Capabilities Indicates the primary function of the Telephone
device

System Name Provides an alphanumeric system NECS DT700

System Description

Provides an alphanumeric system
description

NECS IP Phone

MAC / PHY Configuration
Status

Specifies the phone’s duplex and bit
rate capability and the currently
configured duplex and bit rate
capability

Supported Capabilities:
Auto negotiation
100BASE-TX full duplex
100BASE-TX half duplex
10BASE-TX full duplex
10BASE-TX half duplex

Current Configuration:
Auto negotiation

Link speed and duplex

LLDP-MED Media
Capabilities

Specifies the LLDP-MED capability
TLVs the phone supports

LLDP-MED Capabilities
Network Policy

Extended Power via MDI-PD
Inventory

LLDP-MED Network Policy

Specifies the currently configured
phone network policy parameters

Current Configuration:
VLAN ID

Layer 2 Priority
Layer 3 Priority (DSCP)
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TLV Purpose Value
LLDP-MED Extended Power- Specifies the phone’s LLDP-MED Power Type: PD Device
Via-MDI power parameters Power Source: Unknownl

Current Configuration:
Power Priority: Unknown / Critical / High /
Low as configured

LLDP-MED Inventory — Specifies the phone hardware Hardware Version
Hardware Revision revision
LLDP-MED Inventory — Specifies the phone firmware Firmware Version
Firmware Revision revision

LLDP-MED Inventory — Serial | Specifies the phone serial number The phone’s MAC Address
Number

LLDP-MED Inventory — Specifies the firmware manufacturer | NEC Enterprise Communication
Manufacturer Name name Technologies, Inc.

LLDP-MED Inventory — Model Specifies the phone model name ITL-2E, ITL-8LD, etc.

Name

End of LLDPDU End of LLDPDU

Note: The power priority can be configured with the network.lldp.power.priority XML config file setting.

Table 3.13 Phone and Received TLVs

TLV Purpose

Chassis Subtype Identifies the switch chassis

Port Subtype Identifies the switch port transmitting LLDP information

Time-to-live Indicates how long the switch’s information received in the LLDPDU is to be treated
as valid information.

MAC / PHY Configuration Specifies the switch’s duplex and bit rate capability and the currently configured

Status duplex and bit rate capability

LLDP-MED Media Specifies the LLDP-MED capability TLVs the switch is sending

Capabilities

LLDP-MED Network Policy Specifies the VLAN ID, Layer 2 Priority and Layer 3 Priority (DSCP) the phone must
use

End of LLDPDU End of LLDPDU

The phone configures itself with the specified VLAN ID and layer 2 and layer 3 priorities.

When LLDP is enabled, the phone sends a burst of four LLDPDUs at startup The phone sends a single
LLDPDU every 30 seconds thereafter.

When LLDP is enabled, the phone listens for LLDPDUs from the network for a maximum of 30 seconds after a
reboot. If no LLDPDUs are received during this interval, the phone assumes the network does not support LLDP
and proceeds with booting.

The VLAN ID, layer 2 and layer 3 priorities specified via LLDP take precedence over the VLAN ID, layer 2 and
layer 3 priorities specified from the phone’s front panel. The VLAN ID also takes precedence over any DHCP
Option 128 provided VLAN ID value.
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Note: LLDP is not supported on the PC Ethernet port. LLDP packets are not forwarded from the LAN Ethernet
port to the PC Ethernet port.

The phone continues to listen for LLDPDUs throughout its lifetime. A change in any of the following LLDP-MED
Network Policy parameters causes the phone to reboot:

* VLAN Tagging enabled / disabled

 VLANID

» Layer 2 Priority

» Layer 3 Priority (Voice or Signaling DSCP)

The phone reboots if it has been receiving LLDPDUs since rebooting and the contents of the Network Policy
TLV change. The phone also reboots if it did NOT receive any LLDPDUs during the first 30 seconds after a
reboot and then receives an LLDPDU that contains a LLDP-MED Network Policy TLV, but only if it has obtained
a valid IP address from DHCP or is configured with a static IP address (there’s no need to reboot if the phone
never had an IP address). The phone also reboots if the Network Policy changes from known to unknown or
vice versa.

RTCP-XR AND VOIP METRICS

The Standard SIP NEC series of IP phones provide basic support for exchanging RTCP-XR reports between
media stream peers. You can use RTCP-XR functionality to collect VolP Metrics and Reporting for an arbitrary
third party server.

VOIP METRICS AGGREGATOR MODULE

A new VolP Metrics Aggregator Module can be used to collect and aggregate VolP metrics from RTCP-XR
packets that get generated periodically. The VolP Metrics Aggregator module serves as a REPORTER as
specified in RTCP-XR RFC 3611. It is used for sending the RTCP-XR VoIP metrics to a configured third party
server (COLLECTOR).

The following block diagram illustrates the internal module level interaction of the new module with existing
modules:
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Figure 3.2 VolIP Metrics Aggregator Module interactions

VolP Metrics Aggregator
[Mew Module)

5IP Stack %ML Config

Call Manager -

EFT Module

The following parameters in the dt-000000000000-sip.cfg file should be configured to administer RTCP-XR:

XML Tag Values Default Description
phone.rtcpxr.reports.enable 0 — False 0 Enables/disables RTCP-XR VolP Metrics reporting
1—True
phone.rtcpxr.collector.address | Up to 256 chars N/A IP address or URI of collector
phone.rtcpxr.collector.port 0-65535 5060 Collector port
phone.location Up to 64 chars N/A Specifies the value added to the LocalGroup
SessionlInfo tag

These parameters can also be changed on the phone via the local configuration user interface.

REPORTING OF RTCP-XR VOIP METRICS

During each media session RTCP-XR will periodically send VolP Metrics for the session. Aggregated VolP
metrics for each media session will be reported to the configured COLLECTOR address via SIP PUBLISH
method. The VolP metrics will be reported at the end of each media session or whenever each session is
modified e.g. in the case of call hold, resume, transfer, conference etc.

Note: In case of active call, the metrics are aggregated based on RTCP-XR packets (with VoIP Metrics)
embedded along with RTCP Sender Reports. Hence metrics aggregation is started as soon as first
RTCP-XR packet (with VolP Metrics) is received with the Sender Reports. Since RTCP packet
generation interval is 5 seconds it may take up to 5 seconds before aggregation starts.

In case of remote hold, the metrics are aggregated based on RTCP-XR packets (with VolP Metrics)

embedded along with RTCP Receiver Reports. Hence metrics aggregation is started as soon as first
RTCP-XR packet (with VoIP Metrics) is received with the Receiver Reports. Since the RTCP Receiver

DT Series Administrator Guide - Core
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Report is generated after few RTCP Sender Reports have been sent out, it may take up to 10 seconds

before aggregation starts.

The sequence diagrams for relevant scenarios are shown below:

Figure 3.3 Reporting RTCP-XR statistics when media session ends
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VOIP METRICS SESSION REPORT TERMS

The following are abbreviations of various terms in VoIP Metrics Session Report sent as part of PUBLISH

PUBLISH [average VolP Metrics)

200 OK

request.
Table 3.14 VolIP Metrics Session Report terms
Term Definition
PT Payload Type
PPS Packets Per Second
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Term Definition
SSUP Silence Suppression
SSRC Synchronization Source
JBA Adaptive Jitter Buffer Algorithm
JBR Jitter Buffer Rate
JBN Nominal Jitter Buffer
JBM Maximum Jitter Buffer
JBX Absolute Maximum Jitter Buffer
FL Fraction Lost
FD Fraction Discarded
BDEN Burst Density
BDUR Burst Duration
GDEN Gap Density
GDUR Gap Duration
GMIN Minimum Gap threshold
RTD Round Trip Delay
ESD End System Delay
RERL Residual Echo Return Loss
SL Signal Level
NL Noise Level
RFAC R-Factor
ERFAC External R-Factor
MOS-LQ Mean Opinion Score - Listening Quality
MOS-CQ Mean Opinion Score - Conversational Quality

SECURITY RELATED PHONE SETTINGS AND FEATURES

To increase security for phones on your system and make phones less vulnerable to outside attacks, there are
some configuration file parameters and features that can be enabled or disabled for phones on your system.

Note: For more information on specific configuration parameters mentioned in this section, see Appendix ,
“XML Schema Parameters.”

3-30

DT Series Administrator Guide - Core



NETWORK PREPARATION
Security Related Phone Settings and Features

Table 3.15 XML Configuration file security parameters
XML Configuration File Value Details
Parameter

security.snmp.mode Disable (default) Closes the SNMP port, UDP port 161 and SNMP port,
UDP port 162.

security.ipphn.mgr.mode Disable (Enabled by default) Closes the IP Phone Manager port, UDP port 3530.
Disabling also disables pushing out firmware updates
via IP Phone Manager.

security.push.access Disable (Enabled by default) Closes the port specified by security.push.server.port,
defaults to TCP port 82.
Disabling also disables BCT.

security.telnet.mode Disable (default) Closes the Telnet and rlogin ports, TCP port 23 and TCP
port 513.
Disables Telnet and rlogin services on the phone.

security.push.server.address N/A This must be set to the IP address of the push server to
enable push server access.

Table 3.16 Security Related Phone Features

Feature Value
TLS Enable (Disabled by default)
SRTP Mandatory (Disabled by default)
Signed Firmware Updates Enable (default)
802.1X Enabled (Disabled by default)
HTTPS firmware downloads Enable (Disabled by default)

For more information on these features, see the specific sections on these features in this manual.

PORT USAGE OVERVIEW

Table 3.17 Ports Used by NEC SIP Phones

Destination Listening Port Function Details
Port Number Number
21" Ephemeral FTP Client Standard FTP port
N/A 23 Telnet Port Telnet service can be disabled with the
security.telnet.mode parameter.
N/A 68 DHCP Client Port The DHCP Mode can effectively disable this if
the user wishes to use static IP.
69 " Ephemeral TFTP Client Standard TFTP port
80" Ephemeral Web Server/HTTP Client Default HTTP Server port
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Destination
Port Number

Listening Port
Number

Function

Details

N/A

82

Push Server Port

Can be disabled with the security.push.access
parameter.

123"

Ephemeral

NTP Server Port

Network Time server port

161"

Ephemeral

SNMP Agent Port

Can be disabled with the security.snmp.mode
parameter.

162 "

Ephemeral

SNMP Manager Trap Port

Can be disabled with the security.snmp.mode
parameter.

443"

Ephemeral

HTTPS Server Port

Default HTTP Servers port

N/A

513

rlogin Port

Can be disabled with the security.telnet.mode
parameter.

*

514

Ephemeral

syslog

Default Log server port. Can be modified with
network.syslog.port parameter

N/A

3530

IP Phone Manager Client
Receive Port

Can be disabled with security.ipphn.mgr.mode
parameter.

5060

Incoming: 5060
Outgoing: Ephemeral

SIP UDP/TCP port

Default Ports used to send and receive SIP
signaling.

The source (Incoming) port can be modified
using the terminal_sip_local_port parameter.
The destination port can be modified using the
terminal_I1_primary_reg_port parameter.

RTCP-XR Metrics Collector
Port

Defaulted to the same value as the standard SIP
port anyway. Note that RTCP-XR metrics
messages can be disabled with the
phone.rtcpxr.reports.enable parameter.

5061

Ephemeral

SIP over TLS

Default Port used to send SIP over TLS
signaling.

The destination port can be modified using the
terminal_|1_primary_reg_port parameter.

None

30000

RTP Base Port

Specifies the first Default UDP port used for RTP
(Real Time Protocol)

The port number can be modified with the
terminal_rtp_base_port parameter.

Note that the RTP ports can increase by 2’s
starting from the Base port and is limited by the
Maximum Number of Voice Calls.

None

31000

SRTP Base Port

Specifies the first Default UDP port used for
SRTP (Secure Real Time Protocol).

The port number can be modified with the
terminal_srtp_base_port parameter.

Note that the SRTP ports can increase by 2’s
starting from the Base port and is limited by the
Maximum Number of Voice Calls.

The line.1.srtp.mode parameter can effectively
disable this port.

*_ The phone does not listen on these ports. The phone only uses those ports if the user indicates it wants to use
that particular service, and further provides the valid endpoints with which it communicates.
If the goal is to close unused ports on the phone, then these ports should not be a concern. However, if the goal
is to close unused ports on their network, then you should be aware that if you close these ports, then users will
be unable to use the corresponding services.
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In this chapter, you will learn how to
» Apply configurable settings to the phone

PHONE CONFIGURATION FILES

BOOTSERVER XML CONFIGURATION FILES

The phone supports configuration using standard XML configuration files. The 3C administrator application or
MA4000 generates these XML configuration files, depending on your system

An XML schema defines and details the name and value properties for valid configuration parameters. The
phone downloads these configuration files from a boot server during the boot process, saves them to FLASH,
parses and reads the configuration files for parameter values. The phone ignores unknown parameter names
and discards the out of range values. If the phone receives invalid parameter values, the phone logs an error
message to an internal log file.

The phone parses the XML file for standard XML format. The valid XML files must be parsed for known XML tag
ids. Values corresponding to known XML tags are stored into FLASH. The phone ignores unknown XML tag ids
and corresponding values.

The phone supports either FTP or TFTP for download and uploading the configuration files. The phone uses a
username and a password to authenticate with the FTP server only. It parses the boot server URL which is
configured using DHCP or Static Configuration method from the phone’s front panel to retrieve the protocol,
username and password.

ARCHITECTURE

The phone’s features need configurable parameters to start their operations. These features provide services
through standard protocols such as IPv4, DHCP, DNS, SNTP, FTP, TFTP, SIP, RTP, RTCP, HTTP, HTTPS and
XML.

The Configuration system must provide well defined abstract interfaces to configure the parameters for all other
subsystems.

The XML based configuration files are generated by an external tool (3C system or SIP@Net). These files
contain data configurable through this tool. It is the responsibility of the system administrator to provide valid
files on the boot server for phones.

Note: For the SIP@Net, the tool is available in the MA4000.

CONFIGURATION OPERATION

This configuration method provides a mechanism to specify custom values for different settings. The
configuration module interacts with other modules on phone to provide the user an interface through the phone
front panel.
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The available configuration methods provide interface for the following settings:
» Basic Settings
* Advanced Settings
+ Call Control Settings (SIP Settings)
* Audio Settings
+ Security Settings
The XML file-based configuration method provides configuring call control settings using the following files:
* Master configuration file
» Specifies a hierarchal list of data configuration files
 Specifies information of directory, language, ringtone etc file download path
+ Specifies information of log file upload path
» Specifies the firmware version
* Provides path information for the root certificate and CRLS files.
» Data configuration files
» Configurable Parameter values

FILE TRANSFER

The phone supports FTP, TFTP, and HTTPS file transfer protocols. The phone parses the boot server URL to
retrieve the file transfer protocol. The boot server URL can be configured using DHCP server or static
configuration on the phone using phone front panel or embedded web server.

When the DHCP Mode is enabled, the boot server URL received from DHCP server is parsed for validity. If the
phone receives a valid boot server URL from DHCP server, the phone uses the protocol specified in this URL. If
boot server protocol is not specified in the URL received from DHCP server, the phone uses the statically
configured boot server protocol. In case the boot server protocol is not specified in statically configured boot
server URL also, the phone uses FTP as the default file transfer protocol.

If the DHCP Mode is disabled or boot server URL received from DHCP is invalid, the phone uses the statically
configured boot server protocol. If the boot server protocol is not specified in statically configured boot server
URL also, the phone uses FTP as the default file transfer protocol.

Table 4.1 FTP and TFPF - DHCP Mode and Behavior
Value Behavior
DHCP =On, The phone uses DHCP URL provided protocol, username and
Source Preference=DHCP and DHCP URL is valid: password. If any of parameter is missing, the phone uses default
value.
DHCP = On,
Source Preference=Static
DHCP = On, The phone uses statically configured URL. If any of parameter is
DHCP URL is invalid missing, the phone uses default value.
DHCP = Off:

BOOT SERVER AUTHENTICATION
The phone supports authentication with the boot server, when the file transfer protocol needs user
authentication (e.g. FTP protocol). The username and password are retrieved from the boot server URL. The
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system administrator may configure boot server URL, either using static configuration from the phone’s front
panel, or using DHCP boot server options (43 or 66).

When the DHCP Mode is enabled, if the phone receives valid boot server URL from DHCP server, the phone
uses the username specified in this URL. If the username is not specified in this URL, the phone uses the
statically configured boot server username. In cases, the boot server username is not specified in statically
configured boot server URL also, the phone uses a default username.

Similarly, when the DHCP Mode is enabled, if the phone receives valid boot server URL from DHCP server, the
phone uses the password specified in this URL. If password is not specified in this URL, the phone uses the
statically configured boot server password. In case the boot server password is not specified in statically
configured boot server URL also, the phone uses a default password.

If the DHCP Mode is disabled or boot server URL received from DHCP is invalid, the phone uses the statically
configured boot server username and/or password. If the boot server username and/or password is not
specified in statically configured boot server URL also, the phone uses the default username and/or password.

Table 4.2 Boot Server Authentication - DHCP Mode and Behavior
Value Behavior
DHCP = On The phone uses Boot Server URL provided protocol, username and
Boot Server = On password. If any of parameter is missing, the phone uses default

Source Preference=DHCP and Boot Server URL is valid: | value.

DHCP = On

Boot Server = On,
Source Preference=Static

DHCP = On The phone uses statically configured Boot Server URL. If any of
Boot Server = On, parameter is missing, the phone uses default value.
Boot Server URL is invalid

DHCP = Off
Boot Server = Off:

The default values are :
* Username: NECSDT700
» Password: NECSdt700

REQUESTED CONFIGURATION FILE
The phone must be able to download the following files from the boot server

* Master configuration file
+ Default master configuration file
» Per phone-based master configuration file
» Data configuration files specified in the master configuration file.
These files are expected to contain call control parameter, XML tags and corresponding values in valid format.
» Local override configuration file
This file contains the user modified data.
» User Specific Local override configuration file

This file contains the configuration parameters for a user who can log in and log out from the phone device (hot
desking).
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The other available configuration methods provide an interface to a user where he/she can view the current
value of the parameter. This interface also allows a user to manually modify the given parameter value. The
following interfaces are provided by the Configuration Module

BOOT SERVER XML CONFIGURATION FILES

There is no method available to see the contents of the XML configuration files on the phone. The configuration
files should not be modified manually, incorrect parameter values may cause invalid phone operation. If the
wrong parameter value (i.e. out of range) is defined in the XML configuration file, the phone discards the value.

The XML configuration files available on the boot server provide parameter values to the configuration module.
These files contain valid call control parameter settings. The configuration files are downloaded by the phone
automatically during the boot process. No manual process is required to retrieve values from configuration files.
When a user modifies any call control parameter, the configuration module will add modified value into the local
override configuration file and automatically upload this file to the boot server. Based on the type of parameter,
the phone will either start using the new value immediately or a reboot of the phone is required.

DHCP CONFIGURATION

The phone obtains the boot server URL from the DHCP server. The URL contains the file transfer protocol,
username, password and the boot server IP address/FQDN. The phone uses these parameters to initiate the
XML configuration file download process.

MANUAL CONFIGURATION
If DHCP is disabled, boot server parameters can be manually configured on the phone. The ITL-2E has no
display and does not support manual configuration. Configuration must be done using XML configuration files.

XML TAGS

XML tags are common for all phone models.
The following XML tags are supported:

Table 4.3 Common XML Tags
XML Tag Description Properties
DATA_FILES Tag to specify the list of files to Mandatory.
download. Files may be configuration files, contacts file,
and language file.
LOG_FILE_PATH Tag to specify the folder path the phone Optional.
uses to upload log files If not present, files are uploaded to the root
folder.
The log file path is a relative path from the
root folder.
FIRMWARE_VERSION Tag to specify the firmware version Optional.
The tag is used by the phone to compare the
existing firmware version against the
firmware version available on boot server.
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XML Tag Description Properties
OVERRIDE_FILE_PATH Tag to specify the folder path the phone Optional.
uses to upload the Local Override If not present, files are uploaded to the root
Configuration file. folder. The override file path is a relative
path from the root folder.
DIRECTORY_FILE_PATH Tag to specify the folder path from which | Optional.
the phone uses to download dt-<MAC>- | |f not present, dt-<MAC>-directory.cfg is
directory.cfg. downloaded from the root folder. The
directory file path is a relative path from the
root folder.
HISTORY_FILE_PATH Tag to specify the folder path the phone Optional.
uses to download and upload the dt- If not present, dt-<MAC>-history.cfg is
<MAC>-history.cfg file. downloaded or uploaded from the root

folder. The history file path is a relative path
from the root folder.

RINGTONE_FILE_PATH Tag to specify the folder path the phone Optional.

uses to download ring tone wave If not present, ring tone wave files are
downloaded from the root folder. The
directory file path is a relative path from the

root folder.
LANGUAGE_FILE_PATH Tag to specify the folder path for the Optional.
location of the MO files on the boot If path is empty or if not present, the phone
server. will download the corresponding file from
current directory.
ROOT_CERTIFICATES_PATH | Tag to specify the folder path for the Optional.
Root Certificate(s). If path is empty or if not present, the phone

will download the corresponding file from
current directory.

CRLS_PATH Tag to specify the folder path for the Optional.

Certificate Revocation List. If path is empty or if not present, the phone
will download the corresponding file from
current directory.

PHONE CONFIGURATION FILE TYPES

The phone supports downloading the following configuration files:
* Master Configuration File
» Phone Specific Master Configuration File
» Default Master Configuration File
+ Data Configuration Files
» Local Override Configuration File

MASTER CONFIGURATION FILE

The master configuration is a valid UTF-8 encoded XML based file which lists the ordered names of
configuration files. Each file name has a maximum length of 255 characters and the list of file names has a
maximum length of 2047 characters. The contents of this file are in English. The XML tags are case insensitive,
and XML tag value's case sensitivity is based on the attribute type of the XML schema.

The phone reads the DATA_FILES tag left to right. The phone downloads files in the same order. Since, the files
are processed from left to right; a parameter value appearing in the file on left overrides the values appearing in
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the files on the right. The DATA_FILES tag must be populated with configuration files according to the priority of
the files. The most generic configuration file, phone defaults, must be the right most file, and the most specific
configuration file with unique parameters (such as SIP registration AOR) must be the left most file in this list.

The 3C Administrator application generates and modifies these files.

Note: Settings in the master configuration files are only valid if the feature is also supported by the specific
phone model. If the phone model does not support a specific feature, the phone ignores the settings and
values for the feature in the master configuration file.

The phone supports following types of master configuration files:

Phone Specific Master Configuration File

The phone specific master configuration file lists the ordered names of the data configuration files for specific
phone. The phone always requests the phone specific master configuration file from boot server. If the phone
specific master configuration file is available on the boot server, the phone downloads this file.

Default Master Configuration File

The default master configuration file lists the ordered names of the data configuration files. If the phone specific
master configuration file is not available on the boot server, the phone requests the default master configuration
file from boot server. If the default master configuration file is available, the phone downloads this file. If the
default master configuration file is not available on the boot server, the phone skips the XML file configuration
process.

DATA CONFIGURATION FILES

The data configuration files are those files which are listed under the DATA_FILES tag in the master
configuration file.

These files are valid UTF-8 encoded XML based files. The contents of these files are in English. All the XML tag
are case insensitive. The XML tag value's case sensitivity is based on the attribute type of the XML schema.

The data configuration files are expected to contain XML tag and corresponding value for configurable
parameters. The data configuration files are also expected to contain the parameters to specify localization. The
localization is specified using the language Id and country Id.

LOCAL OVERRIDE CONFIGURATION FILE

The local override configuration file is the XML file uploaded by the phone to the boot server. This file is a valid
UTF-8 encoded XML based file. The contents of this file are in English. All the XML tags are case insensitive.
The XML tag value's case sensitivity is based on the attribute type of the XML schema.

When a user configures a parameter using the phone’s front panel, the parameter is saved in the local override
configuration file and uploaded to the boot server. The local override file is useful to keep the backup of user
modified values on the boot server. If a wrong or invalid value had been configured using the front panel, the
system administrator can manually update the parameter value in the local override file on boot server itself. As
the phone reads the local override file during the next boot cycle, the valid values are downloaded to the phone.

The local override file is downloaded from/ uploaded to the folder specified by the OVERRIDE_FILE_PATH tag.

During the boot process, the local override configuration file is the last configuration file in the file downloaded
process. The parameter values in this file overrides all other corresponding parameter values specified in
configuration files listed under DATA_ FILES tag. The local override configuration file is not listed under
DATA_FILES tag.

If the user restores the phone to the factory defaults (parameter values) using either the front panel, all
parameter values from local override configuration file will be removed and the file will be uploaded to the boot
server.

4-38 DT Series Administrator Guide - Core



CONFIGURATION FILES -

To reset locally configured parameters, the system administrator can create an empty local override
configuration file. When the phone receives an empty local override file, any locally configured parameter
values are deleted. The values from the other configuration methods such as the XML configuration files and
DHCP become effective.

USER SPECIFIC LOCAL OVERRIDE CONFIGURATION FILE

The user specific local override configuration file is the XML file uploaded by the phone to the boot server when
the logged on user modifies any of the user settings configuration parameters. This file is a valid UTF-8
encoded XML based file. The contents of this file are in English. All the XML tags are case insensitive. The XML
tag value’s case sensitivity is based on the attribute type of the XML schema.

This file stores the configuration parameters for single a user who logs into a phone device. The file contains the
User Settings configuration parameters only. This file does not contain any Admin Settings parameters. Each
user has only one local override file, having filename dt-<User Name>-local.cfg file, where USER is the number
of the logged on user.

The local override file is downloaded from/uploaded to the folder specified by the OVERRIDE_FILE_PATH tag.
When a user logs into the phone, the phone downloads the user specific local override file from the configured
boot server. When a user logs out of the phone device, the phone uploads the user specific local override file to
the configured boot server.

When a user with a user specific local override configuration file logs into the phone and changes any User
Settings parameter(s) from the front panel, the value is applicable to the logged in User Profile and not to the
Phone Profile. The modified value is added to/modified in the User Specific local override configuration file, and
the updated file is uploaded on the boot server. Thus, the user specific local override file is useful to keep the
backup of user modified values on boot server. If the user logs out of the current phone device and logs into
other phone device, the modified value is applied on the new phone device.

When a user logs into a phone device and the user specific local override file is missing on the boot server, a
user specific local override file is created based on the existing user setting of the phone device that the user is
logged on to. In this case, the phone uploads this file on the boot server immediately after logging in.

When a user clears User Settings parameters by using the phone front panel menu, the User Settings
parameters are restored to the value which is configured in the MAC specific configuration files. The user
specific local override file is modified with these values and is uploaded immediately to the boot server.

Note: The user specific local override file does not contain the version tag.

DEFINED CONFIGURATION FILE NAMES

The phone must know the name of the master configuration file to download. The phone attempts to download
the following master configuration files from the boot server.

* Phone based master configuration filename: dt-<MAC>.cfg
In this file, MAC is the Ethernet address of the phone. The file name must be in lower case or upper case.
The file name must not be in mixed case.

+ Default master configuration filename: dt-000000000000.cfg
The file name must be in lower case or upper case. The file name must not be in mixed case.

* Local override configuration filename: dt-<MAC>-local.cfg
In this file, MAC is the Ethernet address of the phone. The file name must be in lower case.

» User specific local override configuration filename: dt-<User Name>-local.cfg
Here User Name is the number of the user who logs in and logs out of the phone device. The filename
must be in lower case.
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* Phone Specific Data Configuration File: dt-<MAC>-phone.cfg
In this file, MAC is the Ethernet address of the phone. The file name must be in lower case or upper case.
The file name must not be in mixed case This file is phone specific data configuration file generated by the
phone administrator.

ACCESS LEVEL ON BOOT SERVER

During the boot process, the phone requires read permission to download the configuration files. It requires
write permission to upload the local override configuration file. Therefore, the FTP username credentials must
provide read, write and delete access on the boot server. If the credentials provide only read permissions, the
phone will not upload the local override configuration file. This does not affect the phone functionality as values
are available in FLASH on the phone.

If the phone cannot contact with the boot server or download/upload process fails, the phone displays error
messages on the screen.

DOWNLOAD/UPLOAD FILE NAME REQUEST

DOWNLOAD PROCESS
During the download process, the phone requests one configuration file at a time to the boot server.

The phone requests to download a configuration file with lower case file name (maximum 2 attempts). If the first
download request fails for lower case file name, the phone requests it again. If this download fails, the phone
must request to download the same configuration file using upper case file name (maximum 2 attempts). If first
download request fails for upper case file name, the phone requests it again.

If both lower case and upper case file name request attempts fail, the file considers it as a download failure. The
phone proceeds to download the next configuration file.

The phone attempts the lower case and upper case file name download request for master configuration (phone
specific and default) and data configuration files. The phone requests the local override configuration file with
lower case file name only.

UPLOAD PROCESS
The phone uploads the local override configuration file on the boot server (maximum 2 attempts). The phone
uploads this file using lower case file name only.

PARAMETER DATA TYPES

Each parameter value has a defined data type. This data type identifies how the value is stored in FLASH on
the phone. The following describes the supported data types:

» Unsigned Integer (32 bit)
* IPv4 address in the format of ddd.ddd.ddd.ddd or in FQDN (Text) format
» Text for everything else

In the XML configuration files, the parameter value is stored as String data type. The parameter values are
retrieved as Strings and converted into an appropriate data type.
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CONFIGURATION METHOD PRIORITY

There are multiple configuration methods available on the phone; therefore it is necessary to define a
precedence level among these methods. During the boot process, the configuration methods are executed in
the following order:

1 Provisioning from FLASH. FLASH provisioning retrieves network parameters (DHCP mode, Phone IP address, etc.)
from memory.

2 DHCP configuration if DHCP is enabled
3 Boot Server XML Configuration files
4 Local Override Configuration file. (phone’s front panel).

FLASH provisioning is a mechanism where parameters are retrieved from FLASH and saved into Provisioning
Module Data Structure (PMDS). DHCP configuration parameters are updated in the PMDS. The PMDS is used
by Broadcom Call Control for SIP operation. The XML configuration file parameters are updated in the PMDS.

Note: The XML configuration files override the earlier values of the same parameters.

The parameter values configured using DHCP take precedence over corresponding FLASH parameter values.
The parameter values configured using XML configuration files take precedence over corresponding DHCP
parameter values.

The local override configuration file parameters have the highest priority; these parameter values take
precedence over all corresponding parameter values.

DOWNLOADING CONFIGURATION FILES PROCESS

The download process is carried out if a valid boot server URL is available on the phone. If a valid URL is
available, the phone proceeds to download the configuration files from the boot server at the boot time.

Downloading XML Configuration Files
The following steps describe the download and upload process:

1 The phone boots and obtains an IP address, subnet mask and default gateway from DHCP or from static
configuration.

2 The phone obtains a boot server URL from DHCP or from static configuration.
3 The phone extracts the protocol, username and password from the boot server URL.
4 The phone ends the configuration file download process, if the boot server URL is not available.
5 File transfer protocol:
The following portion of this process has multiple operations:

a. If the valid boot server URL is received from DHCP and file transfer protocol is not specified in the URL, the
phone uses the protocol specified in statically configured boot server URL. If file transfer protocol is not
available in statically configured boot server URL, the phone uses the default file transfer protocol.

b. If the boot server URL is received from static configuration and file transfer protocol is not available in this
URL, the phone uses the default file transfer protocol.

6 Username:
The following portion of this process has multiple operations:

a. If the valid boot server URL is received from DHCP and the username is not specified in this URL, the
phone uses the username specified in statically configured boot server URL. If the username is also not
available from the statically configured boot server URL, the phone uses the default username.

b. If the boot server URL is received from static configuration and the username is not available in this URL,
the phone uses the default username.
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7 Password:

The following portion of this process has multiple operations:

a.

b.

If the boot server URL is received from DHCP and the password is not specified in this URL, the phone uses
the password specified in the statically configured boot server URL. If the password is also not available
from the statically configured boot server URL, the phone uses the default password.

If the boot server URL is received from static configuration and the password is not available in this URL,
the phone uses the default password.

8 The phone attempts to download the configuration files from the boot server. If the download fails, the phone will
retry one more time (for each filename query).

9 The phone displays the status messages Downloading configuration files on the screen.

10 Master Configuration file:

The following portion of this process has multiple operations:

a.

The phone attempts to download the phone specific master configuration file with name dt-<mac>.cfg.
(Filename in lower case).

. If the second download attempt also fails, the phone looks the same file in the Flash. If the file exists in the

Flash, the download is considered as successful and phone proceeds with step 12.

. If the previous attempt fails, the phone attempts to download the phone specific master configuration file

with name DT-<MAC>.CFG. (Filename in upper case).

. If the second download attempt also fails, the phone looks the same file in the Flash. If the file exists in the

Flash, the download is considered as successful and phone proceeds with step 12.

11 If previous steps fail:

a.

The phone attempts to download the default master configuration file with name dt-000000000000.cfg
(Filename in lower case).

. If the second download attempt also fails, the phone looks the same file in the Flash. If the file exists in the

Flash, the download is considered as successful and phone proceeds with step 12.

. If the previous attempt fails, phone attempts to download the default master configuration file with name

“DT-000000000000.CFG” (Filename in upper case).

. If the second download attempt also fails, the phone looks the same file in the Flash. If the file exists in the

Flash, the download is considered as successful and phone proceeds with step 12.

The phone proceeds to step 13 if none of the master configuration files are available.

12 If master configuration file was downloaded successfully:

a.
b.
. The phone parses the file to extract the path under the LOG_FILE_PATH tag.

. The phone parses the file to extract the path under the OVERRIDE_FILE_PATH tag.

. The phone parses the file to extract the path under the DIRECTORY_FILE_PATH tag.

™™ o o o

g.
h. The phone parses the file to extract the path under the ROOT_CERTIFICATES_PATH tag.

The phone parses the file to extract the version specified under FIRMWARE_VERSION tag.
The phone parses the file to extract the list of filenames under the DATA_FILES tag.

The phone parses the file to extract the path under the RINGTONE_FILE_PATH tag.
The phone parses the file to extract the path under the LANGUAGE_FILE_PATH tag.

The phone parses the file to extract the path under the CRLS_PATH tag.

13 The phone downloads the files specified under DATA_FILES tag.

a.

4-42

The phone converts the filename into lower case and attempts to download the file using lower case
filename. If this download fails, phone converts the filename into upper case and attempts to download the
same file with upper case filename.
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b. If all the attempt fails, the phone checks whether the master configuration file being used was result of the
previous steps.

c. If the phone is reusing the Flash stored master configuration file and not the boot server downloaded file,
the phone also reuses the Flash stored data file, if available.

d. If the phone is using boot server downloaded master configuration file, it will not parse this data
configuration file and hence will not use parameter settings. If this file is available in the Flash, it is deleted.
(If master configuration file is available on the boot server, but mentioned data file is not available on boot
server, it is considered that user does not want the phone to use that file even if it is available in the flash.
So the phone deletes it.)

This step is repeated for all the mentioned data configuration files.

14 The phone attempts to download the local override configuration file with name dt-<MAC>-local.cfg from the folder
specified by the OVERRIDE_FILE_PATH tag

15 The phone parses the data configuration files and local override configuration file.

16 The phone retrieves the parameter values from these files, displays the status messages Saving configuration data
on the screen and stores the values into compressed database files available in the FLASH.

17 The phone compares the firmware version number mentioned in the file with its own firmware version. If version
number is different, phone sends a message to PDL module to download the firmware.

18 The phone sends a Configuration Complete message to all modules.

Note: The compressed files available in the FLASH database store all the configuration parameters.

UPLOADING LOCAL OVERRIDE CONFIGURATION FILE

The upload process is carried out only if the boot server URL is known to the phone. The phone uploads the
local configuration override file named dt-<MAC>-local.cfg to the boot server when a user modifies a
configuration parameter from front panel that is also configurable through the configuration file.

The phone uploads the user local override file 1 minute after the parameter has been changed. If multiple
parameters have been modified, the file is uploaded 1 minute after the last parameter change event. It the
upload is pending and the phone reboots due to any activity, the phone uploads the local override file and
reboots immediately.

Local Override Configuration File process
The following steps are carried out during this process:
1 The configuration module receives a message indicating an event for modified parameters.

2 The phone starts the 1 minute timer and waits for the timeout. When the timer times out the phone starts the upload
process.

3 The phone retrieves the boot server URL.
4 The phone ends the file upload process if a Boot Server URL is not available.
5 The phone extracts the protocol, username and password from boot server URL.
6 File transfer protocol:
The following portion of this process has multiple operations:

a. If the valid boot server URL is received from DHCP and the file transfer protocol is not specified in this URL,
the phone uses the protocol specified in the statically configured boot server URL. If the file transfer
protocol is also not available in statically configured boot server URL, the phone uses the default file
transfer protocol.

b. If the boot server URL is received from static configuration and the file transfer protocol is not available in
this URL, the phone uses the default file transfer protocol.

7 Username:
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The following portion of this process has multiple operations:

a. If the valid boot server URL is received from DHCP and the username is not specified in this URL, the
phone uses the username specified in the statically configured boot server URL. If the username is also not
available in statically configured boot server URL, the phone uses the default username.

b. If the boot server URL is received from static configuration and the username is not available in this URL,
the phone uses the default username.

8 Password:
The following portion of this process has multiple operations:

a. If the valid boot server URL is received from DHCP and the password is not specified in this URL, phone
uses the password specified in statically configured boot server URL. If the password is also not available
in the statically configured boot server URL, the phone uses the default password.

b. If the boot server URL is received from static configuration and the password is not available in this URL,
the phone uses the default password.

9 The phone retrieves the corresponding XML tags for each modified parameter.

10 The phone opens the XML file with name dt-<MAC>-local.cfg.

11 The phone ends the file upload process and notifies all other modules if an error occurs while modifying this file.
12 The phone writes the XML header in the file.

13 The phone writes the parameter tags and corresponding values to the XML file.

14 The phone closes the XML file.

15 The phone attempts to connect and upload the dt-<MAC>-local.cfg file to the Boot Server in the folder specified by
OVERRIDE_FILE_PATH. If the connection or the upload process fails, the phone retries one more time. The phone
ends the file upload process after these retries.

16 The phone reboots based on the modified parameters.

Note: The size of the local override file may increase based on the number of overridden parameters. There is
no restriction on the number of overridden parameters.

DOWNLOADING/UPLOADING USER BASED CONFIGURATION FILES ON
LOGIN PROCESS

When a user logs into a phone device, the phone downloads all user specific configuration files from the boot
server if a valid boot server is configured. The phone downloads the files using the configured boot server
address, protocol, username and password.

Downloading/Uploading User based Configuration Files on Login
The following steps describe the downloading and uploading process carried out when the user logs in.
1 The user logs into the phone device using valid credentials. Each user has a user name and user number.

2 If the MAC specific directory and/or history file need to be uploaded, the phone uploads these files to the directory
and history file path respectively.

3 Based on the user number, the phone decides the local override, directory and history filename to be downloaded
from the boot server.

4 The phone downloads the user specific local override file dt-<USER>-local.cfg file from the configured local override
file path. If the download fails, the phone tries to download the file using lowercase and uppercase filenames. After
all the tries, if the download fails due to file not found error, the phone creates the user specific local override file
based on the existing user settings which are being used on the phone device and uploads this file to the boot server.

5 The phone downloads the user specific directory file dt-<USER>-directory.cfg file from the configured directory file
path. If the download fails, the phone tries to download the file using lowercase and uppercase filenames. After all
the tries, if the download fails due to file not found error, the phone creates the user specific directory file based on
the existing directory entries which are being used on the phone device and uploads this file to the boot server.
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The phone downloads the user specific history file dt-<USER>-history.cfg file from the configured history file path. If
the download fails, the phone tries to download the file using lowercase and uppercase filenames.

Phone parses all the user specific configuration files.
Phone applies the values configured in the file to the user settings stored into the flash.

Every module that depends on the user settings configuration parameters uses the new configured values for their
functionalities.

10 The phone reads the user based directory and history file and initializes the directory and history data.

DOWNLOADING/UPLOADING USER BASED CONFIGURATION FILES ON LOG
OUT PROCESS

When a user logs out of the phone device, the phone uploads the user specific configuration files to the boot
server if a valid boot server is configured. The phone uploads the files using the configured boot server address,
protocol, username and password.

Downloading/Uploading User based Configuration Files on Log Out
The following steps describe the downloading and uploading process carried out when the user logs out:

1
2

The phone uploads the user specific override file to the configured override file path.

If the user specific directory and/or history file need to be uploaded, the phone uploads these files to the directory
and history file path respectively.

Since the phone downloaded the MAC specific data configuration, directory and history file during boot up into the
flash, it does not download these files again.

The configuration parameter values are read again from the MAC based configuration files.

The phone applies the values configured in the file to the user settings configuration parameters stored into the
flash.

Every module that depends on the user settings configuration parameters uses the new configured values for their
functionalities.

The phone reads the MAC based directory and history file and initializes the directory and history data.

UPLOADING LOCAL OVERRIDE CONFIGURATION FILES PROCESS

Uploading Local Override Configuration Files

1

2

When a logged on user changes a user setting configuration parameter from the front panel, the overridden value is
updated in the user specific local override file and the file is uploaded to the configured boot server. The phone uses
the new configured value for the corresponding functionality.

When a logged on user changes an admin setting configuration parameter from the front panel, the overridden value
is updated in the MAC specific local override file and the file is uploaded to the configured boot server. The
configuration parameter is configured with the modified value and the phone is rebooted immediately.

When a logged on user selects the clear user setting option from the user settings menu screen, the user setting
parameters are restored to the value which is configured in the MAC specific configuration files. The user specific
local override file is modified with these values and is uploaded immediately on the configured boot server. The
phone is not rebooted. The phone uses the new configured values for the corresponding functionalities.

When a logged on user selects the clear personal data option from the admin settings screen, the overridden user
settings are erased from the MAC specific local override file and the updated file is uploaded on the configured boot
server. The user setting configuration parameters are configured with their default values and the phone is rebooted
immediately.

5 When a logged on user selects the clear terminal data option from the admin settings screen, the overridden terminal

data are erased from the MAC specific local override file and the updated file is uploaded on the configured boot
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server. The terminal configuration parameters are configured with their default values and the phone is rebooted
immediately.

6 When a logged on user selects the factory defaults option from the admin settings screen, all the overridden terminal
data are erased from the MAC specific local override file and the updated file is uploaded on the configured boot
server. All the configuration parameters are configured with their default values and the phone is rebooted
immediately.

SAMPLE MASTER CONFIGURATION FILE

<?xml version="1.0" encoding="utf-8" standalone="yes"?>
<!-- Template for Default Master SIP Configuration File-->
< DT APPLICATION

FIRMWARE VERSION=" 6.0.0.1"

DATA FILES="filel.cfg, file2.cfg, file3.cfg"

LOG FILE PATH="/LogFiles/"

OVERRIDE FILE PATH=" /Overrides/">

</ DT APPLICATION>

SAMPLE DATA CONFIGURATION FILE

<?xml version="1.0" encoding="utf-8"?>

<!--This is template for the Data Configuration File for NECS DT700 Terminals-->
<DT_PHONE CONFIG DATA>

<DT_LINE DATA line.l.extension="" line.l.suffix.extn.with.mac="0"
line.l.displayname="" line.l.primary.address="" line.l.primary.port="0"
line.l.secondary.address="0.0.0.0" line.l.secondary.port="0"
line.l.outboundproxy.address="0.0.0.0" line.l.outboundproxy.port="0"
line.l.authentication.username="" line.l.authentication.password=""
line.l.digitmap="[1-8]1xxx|9, [2-9]xx[2-9] xxxxxx]|9,011x+T|*xx+T[911]9,911"
line.l.digitmap.impossiblematch="1" line.l.maxcalls="4" line.l.srtp.mode="0"
line.l.srtp.authentication="1" line.l.pin.code.hiding="0" />

<DT_SIP DATA sip.reg.expiry="300" sip.transport="1" sip.mwi.mode="0"
sip.prack.mode="2" sip.hold.reinvite="0" sip.looserouting="1" sip.local.port="5060"
sip.sessiontimer.mode="0" sip.sessiontimer.refresh.interval="1800"
sip.sessiontimer.minse="90" />

<DT_PHONE NETWORK DATA network.sntp.address="" network.sntp.address2=""
network.sntp.address3="" network.gmt.offset="" network.syslog.address=""
network.syslog.address2="" network.syslog.address3="" network.syslog.port="514"

network.syslog.level="3" network.lanport.l2.vlan.priority="6"
network.lanport.l3.callcontrol.priority="48" network.lanport.l3.voice.priority="46"
network.pcport.mode="0" network.pcport.speed="1" network.pcport.vlan.mode="1"
network.pcport.vlan.id="1" network.pcport.vlan.priority="5" network.lldp.mode="1"
network.lldp.power.priority="0" network.rtp.base.port="30000"
network.srtp.base.port="31000" network.http.user.agent.name="" />

<DT_PHONE DST DATA dst.start.month="3" dst.end.month="11" dst.start.dayofmonth="0"
dst.end.dayofmonth="0" dst.start.weekday="1" dst.end.weekday="1"
dst.start.occurence="2" dst.end.occurence="1" dst.start.last="0" dst.end.last="0"
dst.start.change.time="120" dst.end.change.time="120" dst.time.adjustment="60" />
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<DT_PHONE SECURITY DATA security.admin.password="6633222"

secur
secur
secur
secur
secur
secur
secur

/>

ity.dev.password="6633222444" security.telnet.mode="0" security.snmp.mode="0"
ity.ipphn.mgr.mode="1" security.push.access="1" security.push.server.address=""
ity.push.server.port="82" security.8021lx.enable="0" security.8021x.username=""
ity.8021x.password="" security.8021lx.max.start="3"

ity.8021x.auth.period="30" security.8021lx.held.period="60"
ity.8021x.start.period="30" security.ssl.root.certs="" security.ssl.crls=""
ity.ssl.ciphersuite="TLS RSA WITH AES 128 CBC_SHA" security.signed.fw.updates="1"

<DT_PHONE MAINTENANCE DATA mntn.dcl.option="1" mntn.audio.handset.sidetone.vol="-16"

mntn.
mntn.
mntn.
mntn.
mntn.
mntn.

<DT

phone.
phone.
phone.
phone.

phone

phone.
phone.
phone.
phone.
phone.
phone.
phone.
phone.
phone.
phone.

phone

phone.
phone.
phone.
phone.

<DT
featu

<DT
log.1l
log.1l
log.1l
log.1

<DT
user.
user
user.
user
user.
user
user.
user.

audio.handset.send.gain="0" mntn.audio.handset.receive.gain="0"
audio.handset.volume.persist="0" mntn.audio.headset.sidetone.vol="-16"
audio.headset.send.gain="0" mntn.audio.headset.receive.gain="0"
audio.headset.volume.persist="0" mntn.audio.handsfree.send.gain="0"
audio.handsfree.receive.gain="0" mntn.audio.handsfree.volume.persist="1"
audio.handsfree.ringer.gain="0" mntn.audio.us.section.508="0" />

' PHONE DATA phone.country="US" phone.voicemail.extension=""

idle.display.text="" phone.show.registration.name="1"
dial.firstdigit.timeout="60" phone.dial.interdigit.timeout="4"
dial.openended.timeout="4" phone.dial.waitonhook.timeout="4"
dial.hotline.timeout="0" phone.hotline.extension=""
.audio.rfc2833.payload="101" phone.audio.rfc2833.dtmf.relay="0"
audio.onhook.dtmf.mode="1" phone.audio.offhook.dtmf.mode="1"
audio.pcmu.pref="4" phone.audio.pcma.pref="5" phone.audio.g722.pref="3"
audio.g729.pref="6" phone.audio.g7221.24kbps.pref="1"
audio.g7221.32kbps.pref="2" phone.audio.g729.vad="1" phone.audio.pcmu.ptime="80"
audio.pcma.ptime="80" phone.audio.g722.ptime="80" phone.audio.g729.ptime="80"
audio.g7221.24kbps.ptime="80" phone.audio.g7221.32kbps.ptime="80"
hold.reminder.enabled="1" phone.hold.reminder.delay="60"
itu.call.progress.tones="1" phone.home.url="" phone.corp.directory.url=""
http.useragent.id="0" phone.sphericall.hotdesk.enabled="0"
sphericall.hotdesk.poll.interval="300" phone.userportability.enabled="0"
.userportability.progress.timeout="15" phone.userportability.event.timeout="15"
callhistory.logoff.persist="1" phone.epk.singlecall="0"

epk.transfer.type="0" phone.conference.reminder.enabled="0"
rtcpxr.reports.enable="0" phone.rtcpxr.collector.address=""
rtcpxr.collector.port="5060" />

PHONE FEATURE DATA feature.pickup.support="1" feature.voicemail.support="1"

;e.ipdial.support="0" feature.hotline.support="0"/>
~ PHONE LOG DATA log.level.cc="1" log.level.ept="1" log.level.app="1"

evel.pm="1" log.level.sntp="1" log.level.pdir="1" log.level.ch="1"
evel.cfg="1" log.level.net="1" log.level.rtpt="1" log.level.lldp="1"
evel.prof="1" log.level.dotlx="1" log.level.crypto="1" log.level.opt="1"
evel.kmgr="1" log.level.wsmgr="1" log.level.csta="1" />

 USER DATA user.headset.mode="0" user.headsetring.mode="0"
call.waiting.volume="19" user.hold.reminder.volume="19" user.ring.volume="9"

.speaker.volume="14" user.handset.volume="12" user.headset.volume="12"

soft.ring.volume="6" user.date.format="1" user.time.format="1"

.lang.value="en US" user.lang.menu.label.l="Nederlands (Dutch)"

lang.menu.value.l="nl NL" user.lang.menu.label.2="English (Australia)"

.lang.menu.value.2="en UK" user.lang.menu.label.3="English (UK)"

lang.menu.value.3="en UK" user.lang.menu.label.4="English (US)"
lang.menu.value.4="en US" user.lang.menu.label.5="Portuguese (Brazil)"
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user.lang.menu.value.5="pt BR" user.lang.menu.label.6="Deutch (German)"
user.lang.menu.value.6="de DE" user.lang.menu.label.7="Italiano (Italian)"
user.lang.menu.value.7="it IT" user.lang.menu.label.8="Espanol (Spanish)"
user.lang.menu.value.8="es ES" user.edit.before.dial.menu.support="0"
user.edit.before.dial="0" user.lcdbacklighttimeout.value="10"
user.lcdinvertedtitlebar.value="0" user.lcdcontrast.value="4"
user.wav.menu.label.l="Ringtone 1" user.wav.menu.value.l="RingerInternall.wav"
user.wav.menu.type.l="internal-ring" user.wav.menu.label.2="Ringtone 2"
user.wav.menu.value.2="RingerInternal?2.wav" user.wav.menu.type.2="internal-ring"
user.wav.menu.label.3="Ringtone 3" user.wav.menu.value.3="RingerInternal3.wav"
user.wav.menu.type.3="internal-ring" user.wav.menu.label.4="Ringtone 4"
user.wav.menu.value.4="RingerInternald.wav" user.wav.menu.type.4="internal-ring"
user.wav.menu.label.5="Ringtone 5" user.wav.menu.value.5="RingerInternal5.wav"
user.wav.menu.type.5="internal-ring" user.wav.menu.label.6="Ringtone 6"
user.wav.menu.value.6="RingerInternal6.wav" user.wav.menu.type.6="internal-ring"
user.wav.menu.label.7="Ringtone 7" user.wav.menu.value.7="RingerInternal7.wav"
user.wav.menu.type.7="internal-ring" user.wav.menu.label.8="Ringtone 8"
user.wav.menu.value.8="RingerInternal8.wav" user.wav.menu.type.8="internal-ring"
user.wav.menu.label.9="Ringtone 1" user.wav.menu.value.9="RingerExternall.wav"
user.wav.menu.type.9="external-ring" user.wav.menu.label.l0="Ringtone 2"
user.wav.menu.value.l0="RingerExternal2.wav" user.wav.menu.type.l0="external-ring"
user.wav.menu.label.ll="Ringtone 3" user.wav.menu.value.ll="RingerExternal3.wav"
user.wav.menu.type.ll="external-ring" user.wav.menu.label.1l2="Ringtone 4"
user.wav.menu.value.l2="RingerExternald4.wav" user.wav.menu.type.l2="external-ring"
user.wav.menu.label.l13="Ringtone 5" user.wav.menu.value.l3="RingerExternal5.wav"
user.wav.menu.type.l3="external-ring" user.wav.menu.label.l4="Ringtone 6"
user.wav.menu.value.l4="RingerExternal6.wav" user.wav.menu.type.l4d="external-ring"
user.wav.menu.label.15="Ringtone 7" user.wav.menu.value.l5="RingerExternal7.wav"
user.wav.menu.type.l5="external-ring" user.wav.menu.label.l6="Ringtone 8"
user.wav.menu.value.l6="RingerExternal8.wav" user.wav.menu.type.l6="external-ring" />

<DT_ RINGTONE>

<DEFAULT ringtone.type="default" ringtone.file="" />

<ARB_RING ringtone.type="arb-ring" ringtone.file="" />

<EMERGENCY RING ringtone.type="emergency-ring" ringtone.file="" />
<EXTERNAL RING ringtone.type="external-ring" ringtone.file="" />
<INTERCOM RING ringtone.type="intercom-ring" ringtone.file="" />
<INTERNAL RING ringtone.type="internal-ring" ringtone.file="" />
<SOFT_RING ringtone.type="soft-ring" ringtone.file="" />

</DT_RINGTONE>
</DT_PHONE_CONFIG_DATA>

SAMPLE LOCAL OVERRIDE CONFIGURATION FILE

<?xml version="1.0" encoding="utf-8" standalone="yes"?>

<!--This is template of the Local Override Configuration File for NECS DT700 Terminals-
->

<!--This file is created by NECS DT700 terminals when there is a configuration data
modification—-->

<!--This file will contain set of user modified configuration data -->

<!-- Created on 31-July-2009 , Last modified on 04-August-2009-->
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< DT _SIP DATA>

< DT OVERRIDE

line.l.label="NECS SIP Phone 1"
line.l.primary.transport="TCP" line.l.toTagMatching="1" />
</ DT_SIP DATA>

SAMPLE USER SPECIFIC LOCAL OVERRIDE CONFIGURATION FILE

<?xml version="1.0" encoding="utf-8" standalone="yes"?>

<!--This is template of the User Specific Local Override Configuration File for NECS
DT700 Terminal User-->

<!--This file is created by NECS DT700 terminals when there is a configuration data
modification-->

<!--This file will contain set of user modified configuration data -->
<DT_PHONE CONFIG DATA>

<DT_USER DATA

user.headset.mode="0"

user.headsetring.mode="0"

user.date.format="5"

user.time.format="1"

user.lcdcontrast.value="1" />

<INTERNAL-RING ringtone.type="internal-ring" ringtone.file="default" />
<EXTERNAL-RING ringtone.type="external-ring" ringtone.file="default" />
</DT_PHONE_CONFIG DATA>

DAYLIGHT SAVINGS TIME SETTINGS

Daylight Savings Time (DST) is the practice of advancing clocks so that afternoons have more daylight and
mornings have less. Typically, clocks are adjusted forward one hour near the start of spring and are adjusted
backward in autumn. The phone’s Daylight Savings Time feature allows a user to apply DST time in a specific
period in the current year. The DST feature needs the configuration of different parameters from xmi
configuration files. These parameters cannot be configured from the phone’s front panel.

Configuration of Daylight Savings Time is required to accomplish the following:
+ Enable and disable daylight savings time
+ Specify the daylight savings starting and ending date
» Specify the dates as absolute dates (example: March 9)
» Specify the dates as “dependent” dates (example: the second Sunday in March)

» Specify the daylight savings change time as an absolute time to the nearest hour (examples: 2 AM, 4 PM).
Absolute time in minutes is required

» Specify the adjustment as a number of minutes (examples: 60 minutes, 30 minutes, 90 minutes)
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Table 4.4 DST Configuration Parameters
Parameter XML Tag Default Range Description

Starting Month dst.start.month 3 1-12 If 0, DST is disabled. Otherwise the value
specifies the month when DST starts.

Ending Month dst.end.month " 1-12 Month of year to end day light saving.

Starting day of dst.start.dayofmonth 0 0, 1-31 Non zero value specifies the date of month

month when DST starts.

If value is 0, phone starts DST on configured
weekday.

Ending day of dst.end.dayofmonth 0 0, 1-31 Non zero value specifies the date of month

month when DST ends.

If value is 0, phone ends DST on configured
weekday.

Starting weekday dst.start.weekday 1 1-7 The weekday on which DST starts. This
parameter is used only if
dst.start.dayofmonth is 0.

Use 1 for Sunday, 7 for Saturday etc.

Ending weekday dst.end.weekday 1 1-7 The weekday on which DST ends. This
parameter is used only if
dst.end.dayofmonth is 0.

Use 1 for Sunday, 7 for Saturday etc.

Occurrence of dst.start.occurence 2 1-5 The Nth occurrence of starting weekday in a

starting weekday month. For example 2 indicates 2nd
configured weekday (e.g. Sunday) in month
(e.g. March).

Occurrence of dst.end.occurence 1 1-5 The Nth occurrence of ending weekday in a

ending weekday month. For example 1 indicates 1st
configured weekday (e.g. Sunday) in month
(e.g. November).

Last occurrence of | dst.start.last 0 0-1 Indicates that phone starts DST on last

starting weekday configured weekday of the month(e.g. last
Sunday of March)

Last occurrence of | dst.end.last 0 0-1 Indicates that phone ends DST on last

ending weekday configured weekday of the month(e.g. last
Sunday of November)

Start Time of day dst.start.change.time 120 0-1439 Indicates the time of the day when DST
starts. Time is specified in minutes, starting
from 12.00 AM.

End Time of day dst.end.change.time 120 0-1439 Indicates the time of the day when DST
ends. Time is specified in minutes, starting
from 12.00 AM.

Time Adjustment dst.time.adjustment 60 -120 to 120 Specifies the number of minutes to adjust

the clock by.

To configure DST

1 To disable the DST feature, set the configuration parameter for DST start month as 0.

2 To enable the DST feature, set the configuration parameter for DST start month between 1 to 12 and configure all the

DST parameters with appropriate values.

3 DST start and End date must not be same. If start and end date is same, phone will not apply DST.
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4 The configuration parameters allows user to configure DST start/end day in terms of absolute day (as date of
month), relative day (as Nth weekday of a month or last weekday of a month, where weekday can be between Sunday
to Saturday).

To calculate DST Start/End day

1 If “dst.start.month” is not zero, go to step 2. Otherwise, set current time = SNTP Server Time + GMT offset. Store this
time into phone’s system clock.

2 DST start month = dst.start.month. If “dst.start.dayofmonth” is not zero, go to step a.), otherwise, go to step b.).
a. Set DST start day = dst.start.dayofmonth.
b. If “dst.start.last” is 1, DST start day is the last “dst.start.weekday” (Sunday to Saturday) of given month.
Otherwise, DST start day is Nth occurrence (dst.start.occurence) of “dst.start.weekday” in given month.

To calculate DST End date
1 DST end month = dst.end.month. If “dst.end.dayofmonth” is not zero, go to step a.), otherwise, go to step b.).
a. Set DST end day = dst.end.dayofmonth.
b. If “dst.end.last” is 1, DST end day is the last “dst.end.weekday” (Sunday to Saturday) of given month.
Otherwise, DST end day is Nth occurrence (dst.end.occurence) of “dst.end.weekday” in given month.

To calculate current time on phone system clock

1 When the phone starts up after reboot, it retrieves the current time and date from the SNTP server. This is repeated
every 24 hours.

2 The time is then adjusted by GMT offset value, configured through DHCP or xml configuration file. Current time =
SNTP server time + GMT offset.

3 If the DST feature is enabled, the phone compares the current date with the configured start date.
a. If the phone reboots and starts up, it calculates the current time as SNTP server time + GMT offset.

b. If the current day is same as DST start day, the phone compares the current time with DST change time. If
the current time has already passed, the “DST Start Change Time,” the phone immediately modifies the
time by adding “dst.time.adjustment” minutes into current time. Go to step d.).

c. If the phone is approaching the DST Start Change Time within the next 24 hours, the phone calculates the
time difference. When the calculated the time passes, the phone modifies the time by adding
“dst.time.adjustment” minutes into current time.

d. The modified time is then stored into the system clock of the phone and displayed on the phone’s display.
It will be further used by the phone to log call history time as well as log messages time.

4 Similarly, If the DST feature is enabled, the phone compares the current day with configured end day. Phone applied
DST end process as per following steps.

a. If phone rebooted and came up, it calculates the current time as SNTP server time + GMT offset.

b. If the current day is the same as DST end day, and current time exceeds “DST End Change Time”, the
phone applies current time directly to the phone system clock. Since DST has been ended before the phone
started up, there is no need to apply DST on current time. Go to step d.).

c. If current date is same/one less compared to DST end day, and DST End Change Time is within 24 hours,
the phone shows DST applied time (SNTP server time + GMT offset + Time Adjustment) on screen and
calculates the time remaining to remove DST. When this calculated time passes, the phone modifies the
time to current time (SNTP server time + GMT offset) and stores this time into the system clock.

d. The current time stored in the system clock of the phone is shown on the phone’s display. It will be further
used by the phone to log call history time as well as log messages time.

5 The above check for DST is performed whenever the phone queries the time to the SNTP server. As SNTP server
time is retrieved after every 24 hours, DST checking is also performed every 24 hours.

DT Series Administrator Guide - Core 4-51



DST START/END DAY EXAMPLES
The following examples demonstrate different ways to configure DST start/end day:

Table 4.5 DST Examples
Desired Date Settings
Second Sunday in March dst.start.month = 3, dst.start.dayofmonth = 0, dst.start.weekday = 1,

dst.start. occurrence = 2, dst.start.last=0

Last Sunday in October dst.end.month = 10, dst.end.dayofmonth = 0, dst.end.weekday = 1,
dst.end. occurrence (don’t care), dst.end.last = 1

March 14 dst.start.month = 3, dst.start.dayofmonth = 14, dst.start.weekday(don’t
care), dst.start.occurence (don't care),
dst.start.last (don’t care)

The following examples demonstrate the phone behavior on DST start/end day:

Example for DST Start
Example 1:

DST start date is 1st of March, 2 AM, and time adjusted by 60 minutes. Phone rebooted at 1st March, 5 PM
(SNTP server + GMT Offset time).

Phone behavior: Phone immediately applies the DST. If SNTP Server + GMT offset gives time 5 PM, the phone
sets the system clock with date and time as 1st of March, 6 PM. The phone displays calculated date and time
on the screen.

Example 2:

DST start date is 1st of March, 2 AM, and time adjusted by 60 minutes. Phone rebooted on 1st of March, 1 AM
(SNTP server + GMT Offset time).

Phone behavior: Phone calculates SNTP Server + GMT offset time as 1 AM. Phone displays on screen date
and time as 1st of March, 1 AM. Phone starts a timer for

(2 AM — 1 AM) minutes i.e. 60 minutes. After 60 minutes, when actual time is 2 AM, phone sets the system clock
with date and time as 1st March 3 AM (2 AM + 60 minutes). Phone displays calculated date and time on the
screen.

The next check will be performed after 24 hours.
Example for DST End
Example 1:

DST end date is 3rd of October, 2 AM, and time adjusted by 60 minutes. Phone rebooted at 3rd of October at 5
PM (SNTP server + GMT Offset time).

Phone behavior: The phone shows time calculated as SNTP server time + GMT Offset.
The next check will be performed after 24 hours.
Example 2:

DST end date is 3rd October, 2 AM, and time adjusted by 60 minutes. Current Phone rebooted at 3rd October at
12.30 AM (SNTP server + GMT Offset time).

Phone behavior: Phone applied DST first. If actual time of SNTP server + GMT offset is 12.30 AM, phone adds
DST adjustment and set system clock time as 1.30 AM. Phone displays date and time as 3rd October, 1.30 AM
on the screen.

Phone starts a timer for 30 minutes. After 30 minutes (at 2 AM), time adjusted will be (2 AM- 60 minutes) i.e. 1
AM. Phone displays date and time as 3rd October, 1 AM on the screen.
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The next check will be performed after 24 hours.
Example 3:

DST end date is 3rd October, 2 AM, and time adjusted by 60 minutes. Current phone rebooted on 2nd of
October at 5 PM (SNTP server + GMT Offset time).

Phone behavior: Phone applied DST first. If actual time of the SNTP server + GMT offset is 5 PM, phone adds
DST adjustment and set system clock time as 6 PM. Phone displays date and time as 2nd October, 6 PM on the
screen.

Phone starts a timer for 8 hours. After 8 hours (at 2 AM), time adjusted will be (2 AM- 60 minutes) i.e. 1 AM.
Phone displays date and time as 3rd of October, 1 AM on the screen.

The next check will be performed after 24 hours.

COUNTRY SPECIFIC CONFIGURATION FILES

The phone firmware ships with a set of country specific configuration files. The country specific filename follows
the format “dt-<country>.cfg” where <country> is the country name. The configuration file contains the country
specific default settings for the Daylight Savings Time, the date and time format, and the digit map. These
configuration files are used by the 3C system but are ignored by SIP@Net. When a phone’s localization setting
is changed in the 3C Administrator application, the application adds the corresponding country specific
configuration filename into the phone’s master configuration file (dt-<mac>.cfg).

XML CONFIGURATION FILE REBOOT

Two reboots are required when certain parameters that configure low level network parameters (LLDP, for
example) are changed in the XML Configuration files. On the first reboot, the phone initializes itself with the
configuration in Flash and downloads the new configuration files. However, it's too late to use the new
parameters since the phone has already been initialized with the old values in Flash. On the second reboot, the
phone sees the new parameters and initializes with them.

The following XML Configuration file parameters require two reboots:
* network.syslog.address
* network.syslog.port
* network.syslog.level
* network.lanport.12.vlan.priority
» network.pcport.mode
* network.pcport.speed
* network.pcport.vlan.priority
* network.pcport.vlan.mode
* network.pcport.vlian.id
* network.lldp.mode
* network.lldp.power.priority
+ security.admin.password
+ security.telnet. mode
* log.level.cc
* log.level.ept
* log.level.prof
* log.level.pm

DT Series Administrator Guide - Core 4-53



* log.level.app
* log.level.xml
* mntn.dcl.option

HOTLINE MODE

The phone can be programmed as a delayed or direct hotline phone that dials an extension when the phone
goes off hook. The phone sends an INVITE request to the SIP server to initiate a delayed or direct call.

For a direct hotline, the hotline number is dialed immediately. For a delayed hotline, you have the time before
the timeout expires to start dialing a number. If the timeout is reached, the hotline number is dialed.

The following configuration file parameters are used to configure the hotline feature in the dt-<MAC>-

customer.cfg file:

Table 4.6 Hotline parameters
Default inti
XML Tag Value Range Description
feature.hotline.support 0 — disabled Enables / disables hotline feature.
1 — enabled

phone.dial.hotline.timeout

0 seconds - 60 seconds

0 - indicates a direct hotline

>0 - indicates the timeout value for a
delayed hotline

This parameter specifies the hotline timeout
value.

If you start to dial a number before the timeout,
that number is dialed instead of the hotline
number (if the phone is enabled for placing
calls).

phone.hotline.extension

0 - 31 characters

3C System

This parameter is used to specify the
extension to dial when the phone is registered
with the 3C system.

SIP@Net

When registered with SIP@Net, this
parameter can be left empty since SIP@Net
may be configured to route the call to a
predetermined destination.
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LOCAL CONFIGURATION
Configuration entered through the local keypad and display is referred to as local configuration.
Note: This topic specifies user interfaces for entering local configuration through the front panel only.
There are two methods for configuring the phone:

* Front Panel

Parameters configured using the local keypad and displayed on the phone. Configuration entered through the
front panel is saved in the phone and reused after each reboot.

» Configuration Files

Parameters configured through an external administration tool such as the 3C Administrator application. The
values of these parameters are saved to configuration files stored on a server. The phone downloads the
configuration files through FTP or TFTP at boot time.

MENU SCREEN OVERVIEW

Whenever a menu screen is displayed, the user can move between menu items using the up and down softkeys
or 4-way Scroll UP and DOWN keys. The user can select a menu item by pressing the digit key that
corresponds to the menu item, by moving to the menu item and pressing the OK softkey, or by moving to the
menu item and pressing the Enter key in the center of the cursor key.

Figure 5.1 DT Phone Cursor Pad

(1) (4)

(2) (3)

Z20)

(1)

(1) Up/Down Keys
(2) Redial Key

(3) Directory Key
(4) Enter Key

When moving between configuration screens, the following key mappings will be used:
* The right arrow (Directory) key will allow for “FORWARD” Operation.
* The left arrow (Redial) key will allow for “BACK” Operation.

When on a data entry configuration screen, the following key mappings will be used:
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» The right arrow (Directory) key will allow for cursor right.
* The left arrow (Redial) key will allow for cursor left.
When on a menu-based configuration screen, the following key mappings will be used:
* The up arrow (Volume up) key will allow for “UP” operation.
* The down arrow (Volume down) key will allow for “DOWN” operation.

When on data entry configuration screens, the keypad may be in numeric, upper case, or lower case entry
modes. An icon shows the current entry mode.

MULTI-TAP AND CAMELBACK

The Multi-tap feature eases the labor of entering text on the phone. During text entry on the phone’s front panel,
the phone automatically move the cursor to the right if the user pauses for one second, and automatically
changes to lower case after the first letter. For example, in the name “Moon” the user presses 6 to enter M,
waits one second, presses 6-6-6 to enter o, waits one second, presses 6-6-6 to

enter o, waits one second, and presses 6-6 to enter n.

The Camelback feature ensures that the keypad generates the first letter in a word in uppercase characters,
and the rest of the letters in a word in lowercase characters when entering data.

MAIN MENU SETTINGS

The DT930 (ITK-8TCGX) and the DT930S (ITK-32TCGS), use a different option for User Settings than all of the
other models documented in this manual that use Option 13! for User Settings.

The ITK-8TCGX and ITK-32TCGS phone models use 1] User Settings.

To access User Settings on the ITK-8TCGX and ITK-32TCGS
1 Press the Menu key.

2 Select the Multi settings icon.

Figure 5.2 Multi settings icon

3 Press the Settings icon.

Figure 5.3 Settings icon

0

4 Select | 1] User Settings.

To access the Main menu on the phone
1 Press the Menu key on the local keypad to invoke the main menu.
The Main Menu manages the following events:
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Table 5.1 Main Menu softkeys
Softkey Feature Description
(A] Move to previous menu item (does not show if the first menu item is
selected)
(v] Move to next menu item (does not show if the last menu item is
selected)
Exit Display appropriate call status screen
Select Select the highlighted menu item
Table 5.2 Main Menu Acceptable User Actions/Keys

Acceptable User Actions/Keys

Description

The following section describes behavior on certain specific user actions/key events pertaining to this screen

Digit key

Select corresponding menu ltem

4-way scroll BACK key (Redial key)

Display appropriate call status screen

4-way scroll FORWARD key
(Directory key)

Select highlighted menu item

4-way scroll UP key
(Volume UP key)

Move to previous menu item

4-way scroll DOWN key (Volume
DOWN key)

Move to next menu item

ENTER key

Select the highlighted menu item

Table 5.3

Main Menu menu items

Menu Items

Description

Personal Directory

Invokes Personal Directory

Call History

Invokes Call History

User Settings

Invokes User Settings

Admin Settings

Invokes Admin Settings

Reboot Phone

Invokes Reboot Phone menu

Status

Invokes Status menu

Note: This option is only shown when “security.secure.status.enabled”
is set to 0.

USER SETTINGS

To access the User Settings menu on the phone
User settings are freely accessible to the phone user. Changes to user settings take effect immediately and do

not require a reboot of the phone.
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1 Press the Menu key.
2 Select |3/ User Settings.

The User Settings menu manages the following events:

Table 5.4 User Settings softkeys
Softkey Feature Description

(A] Move to previous menu item (does not show if the first menu item is
selected)

(v] Move to next menu item (does not show if the last menu item is
selected)

Exit Return to Main menu

Select Move to highlighted menu item

Table 5.5

User Settings acceptable user actions/keys

Acceptable User Actions/Keys

Description

The following section describes behavior o

n certain specific user actions/key events pertaining to this screen

Digit key

Select corresponding menu ltem

4-way scroll BACK key (Redial key)

Return to Main menu.

4-way scroll FORWARD key (Directory
key)

Select highlighted menu item

4-way scroll UP key
(Volume UP key)

Move to previous menu item

4-way scroll DOWN key (Volume DOWN
key)

Move to next menu item

ENTER key Select the highlighted menu item
Table 5.6 User Settings menu items
Menu Items Description
Ringtone Invokes Ringtone Settings
Headset Invokes Headset Settings

Tone Volumes

Invokes Tone Volumes Settings

Language

Invokes Language Settings

Date/Time

Invokes Date/Time Settings

LCD Settings

Invokes LCD Settings

Edit Before Dialing

Invokes Edit Before Dialing Settings

Note: You can enable or disable user access to this option in the XML
configuration file.

Clear Settings

Invokes Clear Settings options
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RINGTONE SETTINGS
The user interface for internal and external ringtone configuration is available through the User Settings menu
on the phone models with a display. For ITL-2E phones, configuration can only be done though the XML file.

The DT930 (ITK-8TCGX) and the DT930S (ITK-32TCGS), use a different option for User Settings than all of the
other models documented in this manual that use Option 3/ for User Settings.

The ITK-8TCGX and ITK-32TCGS phone models use 1] User Settings.

To access User Settings on the ITK-8TCGX and ITK-32TCGS

1 Press the Menu key.

2 Select the Multi settings icon.

Figure 5.4 Multi settings icon

3 Press the Settings icon.

Figure 5.5 Settings icon

0

4 Select | 1] User Settings.

To access the ringtone settings

Note: ITL-2E model phones do not have a display, so you cannot configure your default ringtone settings from

the phoneset. Contact your system administrator if you need to configure ringtone settings for your

phone.
1 Press the Menu key.
2 Select 3] User Settings.
3 Select 1] Ringtone.

This screen handles the following events:

Soft Key Features: Explanation
T Move to previous menu item (does not show if first menu item is selected)
J Move to next menu item (does not show if last menu item is selected)
Exit Return to parent “User Settings” screen
Select Move to highlighted menu item
Hard Key Features: Explanation
Digit key Select corresponding Menu ltem
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Hard Key Features: Explanation
4-way scroll BACK key Return to parent “User Settings” screen
(Redial key)
4-way scroll FORWARD key Select highlighted menu item
(Directory key)
4-way scroll UP key Move to previous menu item

(Volume UP Key)

4-way scroll DOWN key Move to next menu item
(Volume DOWN Key)

ENTER key Select highlighted menu item
Menu Items: Explanation

Internal Ringtone Opens Internal Ringtone selection screen.

External Ringtone Opens External Ringtone selection screen.

INTERNAL RINGTONE

To select an Internal Ringtone

The internal ringtone is used for all incoming internal calls.
1 Press the Menu key.
2 Select L3/ User Settings.
3 Select L1/ Ringtone.

Figure 5.6 Ringtone menu
[Ringtone] U A

Internal Ringtone

External Ringtone

[ T & T Exit | Select |

4 Select 1] Internal Ringtone.
By default, your current internal ringtone is selected.
Usethe T and { keys to scroll through the list of ringtones.

To listen to the ringtone, scroll to that selection. A single loop sample of the ringtone is played.

Note: The phone only plays the ringtone if it is in the idle state. If the phone receives an incoming call or event
related to a soft ring, when it is playing this ringtone, it stops playing the ringtone and plays the ringtone

currently configured for the received event.

To stop playing a ringtone and listen to another ringtone, use the T and ¢ keys to scroll to another ringtone.
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To select a new ringtone, scroll to the ringtone or press the number for that ringtone, then press the OK soft key
or the ENTER key Q. i you select a new ringtone, this ringtone will be applied to your next incoming call.

To exit the menu without making any changes to your current ringtone, press the Cancel soft key.

Note: If a ringtone label shows a “*” character at the end of the file name, the file is specified in your phone
configuration file, but the file itself could not be downloaded from the boot server. If you select this entry,
it will not be saved and your ringtone settings will not change.

This screen handles the following events:

Soft Key Features: Explanation

1* Move to previous menu item (does not show if first menu item is selected).
When you move to the previous menu item, that ringtone will play for one
cycle.

¢ Move to next menu item (does not show if last menu item is selected).
When you move to the next menu item, that ringtone will play for one cycle.

Cancel Discard changes and return to the Ringtone menu.

OK Keep changes and return to the Ringtone menu.

Hard Key Features: Explanation
Digit key Select corresponding Menu Item

4-way scroll BACK key
(Redial key)

Discard changes and return to the Ringtone menu.

4-way scroll FORWARD key

(Directory key)

No Operation

4-way scroll UP key
(Volume UP Key)

Move to previous menu item

4-way scroll DOWN key
(Volume DOWN Key)

Move to next menu item

ENTER key

Keep changes and return to the Ringtone menu.

Menu Items (Example)

Explanation

Ringtone 1 Selects ringtone file corresponding to the label “Ringtone 1”
Ringtone 2 Selects ringtone file corresponding to the label “Ringtone 2”
Ringtone 3 Selects ringtone file corresponding to the label “Ringtone 3”
Default Selects the ringtone built into the firmware
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EXTERNAL RINGTONE

To select an external ringtone
1 Press the Menu key.
2 Select 3] User Settings.
3 Select L1/ Ringtone.
m Ringtone
[Rincitone] 11 A ¥
Internal Fingtone
Externial Ringtone

T T Exit | Select |

4 Select [ <] External Ringtone.

Figure 5.8 External Ringtone
[E:xternal Ringtone] [1 M4
[ 1] Ringtone 1

[2 | Ringtone 2

3] Ringtone 3

[ 4 [FEEM

[t T 7 Cancel T 0K ]

By default, your current external ringtone is selected.

Usethe T and { keys to scroll through the list of ringtones, or use the phone keypad to select a specific
ringtone.

To listen to the ringtone, scroll to that selection. A single loop sample of the ringtone is played.

Note: The phone only plays the ringtone if it is in the idle state. If the phone receives an incoming call or event
related to a soft ring, when it is playing this ringtone, it stops playing the ringtone and plays the ringtone
currently configure for the received event.

To stop playing a ringtone and listen to another ringtone, use the Tand | keys to scroll to another ringtone, or
use the phone keypad to select a specific ringtone.

To select a new ringtone, scroll to the ringtone or press the number for that ringtone, then press the OK soft key
or the ENTER key Q. you select a new ringtone, this ringtone will be applied to your next incoming call.

To exit the menu without making any changes to your current ringtone, press the Cancel soft key.

Note: If a ringtone label shows a “*” character at the end of the file name, the file is specified in your phone
configuration file, but the file itself could not be downloaded from the boot server. If you select this entry,
it will not be saved and your ringtone settings will not change.

Figure 5.9 Ringtone select

[External Ringtong] [1 134
Hl|Fingtone 1«
2 | Ringtone 2
[ 3] Ringtone 3

4] Ringtone 4
T & 1 Cancel T 0K

aNsNeNOC)

—
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Soft Key Features: Explanation
T Move to previous menu item (does not show if first menu item is selected).
When you move to the previous menu item, that ringtone will play for one cycle.
¢ Move to next menu item (does not show if last menu item is selected).
When you move to the next menu item, that ringtone will play for one cycle.
Cancel Discard changes and return to the Ringtone menu.
OK Keep changes and return to the Ringtone menu.

Hard Key Features:

Explanation

Digit key

Select corresponding Menu ltem

4-way scroll BACK key
(Redial key)

Discard changes and return to the Ringtone menu.

4-way scroll FORWARD key
(Directory key)

No Operation

4-way scroll UP key
(Volume UP Key)

Move to previous menu item

4-way scroll DOWN key
(Volume DOWN Key)

Move to next menu item

ENTER key Keep changes and return to the Ringtone menu.
Menu ltems: Explanation

Ringer 1 Selects .WAV file corresponding to the label “Ringer 1”

Ringer 2 Selects .WAV file corresponding to the label “Ringer 2"

Ringer 3 Selects .WAV file corresponding to the label “Ringer 3”

Default Selects the ringtone built into the firmware

HEADSET SETTINGS

Note: The Headset setting is not displayed on the Economy phone models (DT710 ITL-2LD and 6-DE) since
these models do not support a headset connection.

To access the Headset Menu settings

1 Press the Menu key\User Settings.

2 Select Headset.

The Headset Settings menu manages the following events:
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Table 5.7 Headset Settings softkeys
Softkey Feature Description
(A] Move to previous menu item (does not show if the first menu item is
selected)
(v] Move to next menu item (does not show if the last menu item is
selected)
Exit Return to User Settings
Select Select highlighted menu item
Table 5.8 Headset Settings acceptable user actions/keys
Acceptable User Actions/Keys Description

The following section describes behavior on certain specific user actions/key events pertaining to this screen

Digit key Select corresponding menu Item
4-way scroll BACK key (Redial key) Return to User Settings.

4-way scroll FORWARD key (Directory Select highlighted menu item
key)

4-way scroll UP key Move to previous menu item

(Volume UP key)

4-way scroll DOWN key (Volume DOWN | Move to next menu item

key)
ENTER key Select the highlighted menu item
Table 5.9 Headset Settings menu items
Menu Items Description
Enable/Disable Invokes Enable/Disable Settings
Ringing Invokes Ringing Settings

HEADSET ENABLE SETTINGS

To access Headset Enable settings
1 Press the Menu key\User Settings\Headset.
2 Select L1] Enable/Disable.
The Headset Feature Menu manages the following events:
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Table 5.10 Headset Feature softkeys

Softkey Feature Description

(A] Move to previous menu item (does not show if the first menu item is
selected)

(v] Move to next menu item (does not show if the last menu item is
selected)

Cancel Discard changes and return Headset menu

OK Keep changes and return to Headset menu

Table 5.11 Headset Feature acceptable user actions/keys

Acceptable User Actions/Keys

Description

The following section describes behavior on certain specific user actions/key events pertaining to this screen

Digit key

Select corresponding menu item

4-way scroll BACK key (Redial key)

Discard changes and return Headset menu

4-way scroll FORWARD key
(Directory key)

No Operation

4-way scroll UP key
(Volume UP key)

Move to previous menu item

4-way scroll DOWN key (Volume
DOWN key)

Move to next menu item

ENTER key Keep changes and return to Headset menu
Table 5.12 Headset Feature menu items
Menu Items Description
Disable Send media to the speaker when subsequent incoming calls are
answered with the Answer key
Enable Send media to the headset when subsequent incoming calls are
answered with the Answer key

HEADSET RINGING

To access Headset Ringing settings
1 Press the Menu key\User Settings\Headset.

2 Select [ 4] Ringing.

The Headset Ringing menu manages the following events:
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Table 5.13 Headset Ringing softkeys

Softkey Feature Description

(A] Move to previous menu item (does not show if the first menu item is
selected)

(v] Move to next menu item (does not show if the last menu item is
selected)

Cancel Discard changes and return to the Headset menu

OK Keep changes and return to Headset menu

Table 5.14 Headset Ringing acceptable user actions/keys
Acceptable User Actions/Keys Description

The following section describes behavior on certain specific user actions/key events pertaining to this screen

Digit key Select corresponding menu ltem

4-way scroll BACK key (Redial key) Discard changes and return Headset menu
4-way scroll FORWARD key (Directory No Operation

key)

4-way scroll UP key Move to previous menu item

(Volume UP key)

4-way scroll DOWN key (Volume DOWN | Move to next menu item
key)

ENTER key Keep changes and return to Headset menu

Table 5.15 Headset Ringing menu items

Menu Items Description

Phone Play the ringtone on the phoneset ringing when subsequent incoming
calls are received.

Note: The ringtone is only heard on the ringer

Headset Play a ringtone on the headset when subsequent incoming calls are
received.
Note: The ringtone is only heard in the headset, the ringer is not
activated

Phone and Headset Play a ringtone on both the phoneset ringer and the headset when

subsequent incoming calls are received.
Note: The ringtone is heard on both the ringer and the headset.

LANGUAGE SETTINGS

To access Language settings
1 Press the Menu key\User Settings.
2 Select |4] Language.
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The Language menu manages the following events:

Table 5.16 Language Settings softkeys

Softkey Feature Description
(A] Move to previous menu item (does not show if the first menu item is
selected)
(v] Move to next menu item (does not show if the last menu item is selected)
Cancel Discard changes and return to Display menu
OK Keep changes and return to Display menu
Table 5.17 Language Settings acceptable user actions/keys
Acceptable User Actions/Keys Description

The following section describes behavior on certain specific user actions/key events pertaining to this screen

Digit key Select corresponding menu ltem

4-way scroll BACK key (Redial key) Discard changes and return to Display menu
4-way scroll FORWARD key (Directory No Operation

key)

4-way scroll UP key Move to previous menu item

(Volume UP key)

4-way scroll DOWN key (Volume DOWN Move to next menu item
key)

ENTER key Keep changes and return to User Settings menu

The list of available languages are specified in the XML configuration files. This screen is constructed
dynamically from that list.

The “English (Internal)” choice is automatically created by the phone firmware (no entry in the XML
configuration files is required). This choice represents the un-translated strings built into the firmware. This
choice is required in case no other languages are specified in the XML configuration file.

If a language is specified in the XML configuration files but its translation file is not available on the boot server
or the phone Flash, then the language is displayed with a “*” after it. This language can be selected on the
menu, but the choice cannot be saved. This will alert the system administrator to the missing translation file.

Note: Refer to the UNIVERGE 3C System Requirements document for a list of supported languages.

DATE/TIME SETTINGS

To access Date/Time settings
1 Press the Menu key\User Settings.
2 Select [5] Date/Time.
The Date/Time menu manages the following events:
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Table 5.18

Date/Time softkeys

Softkey Feature

Description

(A] Move to previous menu item (does not show if the first menu item is
selected)
(v] Move to next menu item (does not show if the last menu item is selected)
Exit Move to highlighted menu item
Select Return to User Settings menu
Table 5.19 Date/Time acceptable user actions/keys

Acceptable User Actions/Keys

Description

The following section describes behavior on certain specific user actions/key events pertaining to this screen

Digit key

Select corresponding menu ltem

4-way scroll BACK key (Redial key)

Return to User Settings menu

4-way scroll FORWARD key
(Directory key)

Select highlighted menu item

4-way scroll UP key
(Volume UP key)

Move to previous menu item

4-way scroll DOWN key (Volume
DOWN key)

Move to next menu item

ENTER key

Select highlighted menu item

Table 5.20

Date/Time menu items

Menu ltems

Description

Date Format

Invokes Date Format menu

Time Format

Invokes Time Format menu

Date Format Display

The Date Format manages the following events:

Table 5.21

Date Format softkeys

Softkey Feature

Description

(A] Move to previous menu item (does not show if the first menu item is
selected)
(v] Move to next menu item (does not show if the last menu item is selected)
Cancel Discard changes and return to Date/Time menu
OK Keep changes and return to Date/Time menu
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Acceptable User Actions/Keys

Description

The following section describes behavior on

certain specific user actions/key events pertaining to this screen

Digit key

Select corresponding menu ltem

4-way scroll BACK key (Redial key)

Discard changes and return to Date/Time menu

key)

4-way scroll FORWARD key (Directory

Keep changes and return to Date/Time menu

4-way scroll UP key
(Volume UP key)

Move to previous menu item

4-way scroll DOWN key (Volume DOWN

Move to next menu item

key)

ENTER key Keep changes and return to Date/Time menu
Table 5.23 Date Format menu items

Menu Items Description

Mon, Jan 1 Selects Mon, Jan 1 date format

Mon, 1 Jan Selects Mon, 1 Jan date format

Jan 1, Mon Selects Jan 1, Mon date format

1 Jan, Mon Selects 1 Jan, Mon date format

YYYY/MM/DD Selects YYYY/MM/DD date format

MM/DD/YYYY Selects MM/DD/YYYY date format

DD/MM/YYYY Selects DD/MM/YYYY date format

Time Format Display

The Time Format manages the following events:

Table 5.24

Time Format softkeys

Softkey Feature

Description

(A] Move to previous menu item (does not show if the first menu item is
selected)

(v] Move to next menu item (does not show if the last menu item is
selected)

Cancel Discard changes and return to Date/Time menu

OK Keep changes and return to Date/Time menu
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Table 5.25 Time Format acceptable user actions/keys

Acceptable User Actions/Keys Description

The following section describes behavior on certain specific user actions/key events pertaining to this screen

Digit key Select corresponding menu ltem

4-way scroll BACK key (Redial key) | Discard changes and return to Date/Time menu

4-way scroll FORWARD key No Operation

(Directory key)

4-way scroll UP key Move to previous menu item

(Volume UP key)

4-way scroll DOWN key (Volume Move to next menu item

DOWN key)

ENTER key Keep changes and return to Date/Time menu
Table 5.26 Time Format menu items

Menu Items Description
12 Hour Selects 12 hour time format
24 Hour Selects 24 hour time format

LCD SETTINGS
From the LCD Settings menu, you can adjust the LCD contrast and backlight timeout.

To access the LCD Settings
1 Press the Menu key\User Settings.
2 Select (6] LcD Settings.

To access LCD Contrast settings
1 Press the Menu key\User Settings.
2 Select [6] LCD Settings.
3 Select L1] LCD Contrast.
Pressing the “+“or “-” softkeys or the UP or DOWN hard keys scrolls through the range of values. The valid
range of values is 0 to 7 in integer increments.

The LCD Contrast menu manages the following events:

Table 5.27 LCD Contrast softkeys

Softkey Feature Description

- Decrease contrast

+ Increase contrast

Cancel Discard changes and return to User Settings menu
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Softkey Feature Description
OK Keep changes and return to User Settings menu
Table 5.28 LCD Contrast acceptable user actions/keys
Acceptable User Actions/Keys Description

The following section describes behavior on certain specific user actions/key events pertaining to
this screen

4-way scroll BACK key (Redial key) | Discard changes and return to User Settings menu

4-way scroll FORWARD key No Operation

(Directory key)

4-way scroll UP key Increase contrast

(Volume UP key)

4-way scroll DOWN key (Volume Decrease contrast

DOWN key)

ENTER key Keep changes and return to User Settings menu

To access LCD Backlight Timeout settings

Note: LCD Backlight Timeout settings are not available on Economy (DT710 ITL-2E and 6-DE) phones.
1 Press the Menu key\User Settings.
2 Select [6] LCD Settings
3 Select [2] LcD Backlight Timeout.

This setting allows the user to specify a timeout, in seconds, for the LCD backlight. The range is 0 (no timeout,
the LCD backlight is always on) to 255 seconds. The default is 10 seconds.

When you enter the LCD Backlight Timeout menu, the keypad is locked in numeric entry mode. The user cannot
change the mode.

The LCD Backlight Timeout menu manages the following events:

Table 5.29 LCD Backlight Timeout softkeys

Softkey Feature Description
Delete Delete previously entered digit
Cancel Discard changes and return to User Settings Menu
OK Keep changes and return to User Settings menu

Table 5.30 LCD Backlight acceptable user actions/keys

Acceptable User Actions/Keys Description

The following section describes behavior on certain specific user actions/key events pertaining to
this screen

Digit Key Enter digits (numeric digits only)
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Acceptable User Actions/Keys

Description

4-way scroll BACK key (Redial key)

Remain on existing screen move cursor to left.

4-way scroll FORWARD key
(Directory key)

Remain on existing screen move cursor to right.

4-way scroll UP key
(Volume UP key)

No Operation

4-way scroll DOWN key (Volume
DOWN key)

No Operation

ENTER key

Keep changes and return to User Settings menu

Note: There are no menu item screens associated with LCD Backlight Timeout settings.

EDIT BEFORE DIALING

Note: You can enable or disable user access to this option in the XML configuration file. This menu option is
displayed only if user.edit.before.dial.menu.support is set to 1 in the XML configuration file.

To access Edit Before Dialing settings
1 Press the Menu key\User Settings.
2 Select /] Edit Before Dialing.

Edit Before Dialing allows the user to edit a Call History, Speed Dial Key or Personal Directory number before it
is dialed. The user may wish to add a prefix to the number (such as an outside service or access code) before
dialing.

The Edit Before Dialing menu manages the following events:

Table 5.31 Edit Before Dialing softkeys
Softkey Feature Description
(A] Move to previous menu item (does not show if first menu
item is selected)
(v] Move to next menu item (does not show if last menu item
is selected)
Cancel Discard changes and return to User Settings Menu
OK Perform rebooting of the phone
Table 5.32 Edit Before Dialing acceptable user actions/keys

Acceptable User Actions/Keys Description

The following section describes behavior on certain specific user actions/key events pertaining to
this screen

Digit key

Select corresponding Menu ltem

4-way scroll BACK key (Redial key)

Discard changes and return to User Settings Menu
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Acceptable User Actions/Keys Description

4-way scroll FORWARD key No Operation

(Directory key)

4-way scroll UP key Move to previous menu item

(Volume UP key)

4-way scroll DOWN key (Volume Move to next menu item

DOWN key)

ENTER key Keep changes and return to User Settings Menu

Table 5.33 Edit Before Dialing menu items

Menu Items Description
Disable Disables edit before dialing
Enable Enables edit before dialing

CLEAR SETTINGS
The following menus are used to delete information from the Flash memory.

Selecting “Clear User Settings” restores all user settings to their default value.

Selecting “Clear Personal Directory” erases all Personal Directory entries and Speed Dial Key information on
the phone.

Selecting “Clear Call History” erases all of the Call History information on the phone. It does not delete your
system call history information or the call history information for any phone applications.

To Clear User Settings
1 Press the Menu key\User Settings.
2 Select L/] Clear Settings.
3 Select L1/ Clear User Settings.
The confirmation screen manage the following events:

Table 5.34 Clear Confirmation softkeys

Softkey Feature Description
Cancel Discard changes and return to Clear Settings
OK Restore all User settings to their default values.
Table 5.35 Data Clear Confirmation acceptable user actions/keys
Acceptable User Actions/Keys Description

The following section describes behavior on certain specific user actions/key events pertaining to
this screen

Digit key No Operation
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Acceptable User Actions/Keys Description

4-way scroll BACK key (Redial key) | Discard changes and return to Clear Settings

4-way scroll FORWARD key No Operation

(Directory key)

4-way scroll UP key No Operation

(Volume UP key)

4-way scroll DOWN key (Volume No Operation

DOWN key)

ENTER key Restore all User settings to their default values.

Note: There are no menu items associated with Confirm Menu settings.

To Clear Personal Directory
1 Press the Menu key\User Settings.
2 Select L/| Clear Settings or L8] Clear Data.

Note: The number of the menu item may differ based on the Edit Before Dialing settings on your phone.
3 Select L£] Clear Personal Contacts.

The confirmation screen manage the following events:

Table 5.36 Clear Confirmation softkeys
Softkey Feature Description
Cancel Discard changes and return to Clear Settings
OK Erase all Personal Directory entries and Speed Dial Key
information on the phone.

Table 5.37 Data Clear Confirmation acceptable user actions/keys

Acceptable User Actions/Keys Description

The following section describes behavior on certain specific user actions/key events pertaining to
this screen

Digit key No Operation

4-way scroll BACK key (Redial key) | Discard changes and return to Clear Settings

4-way scroll FORWARD key No Operation
(Directory key)
4-way scroll UP key No Operation

(Volume UP key)

4-way scroll DOWN key (Volume No Operation
DOWN key)

ENTER key Erase all Personal Directory entries and Speed Dial Key
information on the phone.

Note: There are no menu items associated with Confirm Menu settings.
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To Clear Call History

Note: This option only deletes the Call History information on your phone. It does not clear your system call
history or the call history from any other phone applications.

1 Press the Menu key\User Settings.
2 Select L{| Clear Settings or L8/ Clear Settings.

Note: The number of the menu item may differ based on the Edit Before Dialing settings on your phone.
3 Select L3/ Clear Call History.
The confirmation screen manage the following events:

Table 5.38 Clear Confirmation softkeys

Softkey Feature Description
Cancel Discard changes and return to Clear Settings
OK Clear all Call History information on the phone.
Table 5.39 Data Clear Confirmation acceptable user actions/keys
Acceptable User Actions/Keys Description

The following section describes behavior on certain specific user actions/key events pertaining to
this screen

Digit key No Operation

4-way scroll BACK key (Redial key) | Discard changes and return to Clear Settings

4-way scroll FORWARD key No Operation
(Directory key)
4-way scroll UP key No Operation

(Volume UP key)

4-way scroll DOWN key (Volume No Operation
DOWN key)

ENTER key Clear all Call History information on the phone.

Note: There are no menu items associated with Confirm Menu settings.

REBOOT PHONE SETTINGS

To access Reboot Phone settings

Note: Any devices connected to the phone’s PC port will momentarily disconnect from the network when the
phone is rebooted.

1 Press the Menu key.
2 Select [5] Reboot Phone.
The Reboot Phone menu manages the following events:
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Table 5.40 Reboot Phone softkeys

Softkey Feature Description
Cancel Return to the main menu
OK Perform rebooting of the phone
Table 5.41 Reboot Phone acceptable user actions/keys
Acceptable User Actions/Keys Description

The following section describes behavior on certain specific user actions/key events pertaining to
this screen

Digit key No Operation

4-way scroll BACK key (Redial key) | Return to Main menu

4-way scroll FORWARD key No Operation
(Directory key)
4-way scroll UP key No Operation

(Volume UP key)

4-way scroll DOWN key (Volume No Operation
DOWN key)

ENTER key Perform hard reset of the phone without saving any
changes; any active calls on the phone are lost.

Note: There are no menu item screens associated with Reboot Phone settings.

After you press the OK soft key, a screen displays while your phone starts to reboot.

STATUS

Note: The Status menu is shown from the main menu only when “security.secure.status.enabled” is setto 0
(default).

To access Status settings
1 Press the Menu key.
2 Select (6] status.
The Status menu manages the following events:

Table 5.42 Status softkeys

Softkey Feature Description

(A] Move to previous menu item (does not show if the first
menu item is selected)

(v] Move to next menu item (does not show if the last menu
item is selected)

Exit Return to Main menu
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Softkey Feature Description
Select Select highlighted menu item
Table 5.43 Status acceptable user actions/keys
Acceptable User Actions/Keys Description

The following section describes behavior on certain specific user actions/key events pertaining to
this screen

Digit key Select corresponding menu ltem

4-way scroll BACK key (Redial key) | Return to Main menu

4-way scroll FORWARD key Select highlighted menu item
(Directory key)
4-way scroll UP key Move to previous menu item
(Volume UP key)
4-way scroll DOWN key (Volume Move to next menu item
DOWN key)
ENTER key Select highlighted menu item
Table 5.44 Status menu items

Menu Items Description
Terminal Information Invokes Terminal Information menu
Network Information Invokes Network Information menu
SIP Information Invokes SIP Information menu

Terminal Information

The Terminal Information screen indicates various terminal related parameters. “Terminal File Version” field
under “Terminal Information” indicates the version of the configuration flash file running on the phone.

Network Information
Note: Some fields may not be displayed, based on the configuration of your phone.

Multiple address values can be configured for DNS, SNTP and Syslog server in the 2.x and later versions of
firmware. However, the status screen for DNS, SNTP and Syslog server show the actual address that is in use.
If VLAN Mode is Disabled, the VLAN ID and VLAN Priority screen shows status as “Disabled”. If VLAN Mode is
Enabled and VLAN ID and Priority is obtained through LLDP process, the phone shows screen label as “LLDP
VLAN ID (LAN)” and “LLDP VLAN Priority (LAN)”. If the VLAN ID is obtained through DHCP process, the VLAN
ID status screen shows label as “DHCP VLAN ID (VLAN)".

If Call Control QOS and Voice QOS is obtained through LLDP process, the phone shows screen label as “LLDP
Call Control QOS” and “LLDP Voice QOS”, respectively.

If the item is not configured, the screen shows status as “Not Available”. If the Home URL is configured and it
does not start with “http” or “https”, the phone shows status as “Not Valid”.

DT Series Administrator Guide - Core 5-77



_ PHONE LOCAL CONFIGURATION

If 802.1X Mode is disabled, the phone shows status as “Disabled”. If 802.1X mode is enabled, the phone shows
current 802.1X status.

SIP Information
The SIP Information menu manages the following events:

Table 5.45 SIP Information softkeys

Softkey Feature Description
(4] Move to previous menu item (does not show if the first
menu item is selected)
(v] Move to next menu item (does not show if the last menu
item is selected)
Exit Return to Status menu
Table 5.46 SIP Information acceptable user actions/keys
Acceptable User Actions/Keys Description

The following section describes behavior on certain specific user actions/key events pertaining to
this screen

Digit key No Operation

4-way scroll BACK key (Redial key) | Return to Main menu

4-way scroll FORWARD key No Operation

(Directory key)

4-way scroll UP key Move to previous menu item
(Volume UP key)

4-way scroll DOWN key (Volume Move to next menu item
DOWN key)

ENTER key Select highlighted menu item

ADMINISTRATIVE LOGIN

Administrative settings are password protected. The only supported user name is ADMIN. The default
password for ADMIN is “6633222” (“NEC”, if the digits are translated to letters on the telephone keypad). The
password may only contain numeric characters.

When the User Name field has focus, the keypad is in upper case character entry mode by default. The user
may toggle to lower case character entry and numeric entry modes by pressing the “*” key.

When the Password field has focus, the keypad is locked in numeric entry mode. The user cannot change the
mode. The characters entered by the user are hidden by “*” characters.

LOGIN SETTINGS

To login to the Admin Settings menu on the phone
1 Press the Menu key.
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2 Select |4/ Admin Settings.
3 Use the keypad and cursor key to enter the User Name and Password to access the Admin menu.

Figure 5.10 Login Display
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|**********

Delete |  Set | Cancel | OK

Delete |  Set | Cancel | OK

Note: The alpha-numeric icon represents the required keypad entry. For example, the Login User Name must

be entered alphabetically, the Login Password must be entered numerically.
The Login menu manages the following events:

Table 5.47 Login softkeys

Softkey Feature Description
Delete Delete previously entered character
Set If on User Name entry field, move to Password entry field

If on Password entry field, move to User Name entry field

Cancel Return to Main menu

OK Validates entered password; invokes Password Invalid
menu if password is invalid; invokes Settings menu if
password is valid. Based on the password entered, the
admin or dev modes is selected.

Table 5.48 Login acceptable user actions/keys

Acceptable User Actions/Keys Description

The following section describes behavior on certain specific user actions/key events pertaining to
this screen

Digit key Enter letters/digits

4-way scroll BACK key (Redial key) | Remain on existing screen and move cursor to left

4-way scroll FORWARD key Remain on existing screen and move cursor to right.
(Directory key)

4-way scroll UP key If on User Name entry field, move to Password entry field
(Volume UP key) If on Password entry field, move to User Name entry field
4-way scroll DOWN key (Volume If on User Name entry field, move to Password entry field
DOWN key) If on Password entry field, move to User Name entry field
ENTER key Validates user name and password; invokes Password

Invalid menu if either is invalid, invokes Admin Settings
menu if both are valid.
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Acceptable User Actions/Keys

Description

* key

Allows user to toggle between numeric, upper or lower
case entry options when entering the user name

Note: There are no relevant screens associated with Login settings.

INVALID PASSWORD

The Password Invalid menu manages the following events:

Table 5.49

Invalid Password softkeys

Softkey Feature

Description

OK

Move to Login settings

Table 5.50

Invalid Password acceptable user actions/keys

Acceptable User Actions/Keys

Description

this screen

The following section describes behavior on certain specific user actions/key events pertaining to

Digit key

No Operation

4-way scroll BACK key (Redial key)

No Operation

4-way scroll FORWARD key
(Directory key)

No Operation

4-way scroll UP key
(Volume UP key)

No Operation

4-way scroll DOWN key (Volume
DOWN key)

No Operation

ENTER key

Move to Login settings

Note: There are no relevant screens associated with Password Invalid settings.

ADMIN SETTINGS MENU

To access the Admin Settings Menu

1 Press the Menu key.
2 Select |4/ Admin Settings.

3 Using the keypad and cursor key, enter the appropriate User Name and Password.

The Admin Settings menu manages the following events:
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Admin Settings softkeys

PHONE LOCAL CONFIGURATION

Softkey Feature

Description

(A] Move to previous menu item (does not show if the first
menu item is selected)
(v] Move to next menu item (does not show if the last menu
item is selected)
Exit Invokes Confirm Save menu
Select Select highlighted menu item
Table 5.52 Admin Settings acceptable user actions/keys

Acceptable User Actions/Keys

Description

The following section describes behavior on certain specific user actions/key events pertaining to

this screen

Digit key

Select corresponding menu ltem

4-way scroll BACK key (Redial key)

Return to Main menu.

4-way scroll FORWARD key
(Directory key)

Select highlighted menu item

4-way scroll UP key
(Volume UP key)

Move to previous menu item

4-way scroll DOWN key (Volume
DOWN key)

Move to next menu item

ENTER key Select the highlighted menu item
Table 5.53 Admin Settings menu items
Menu Items Description
Network Settings Invokes Network Settings
SIP Settings Invokes SIP Settings

Maintenance Settings

Invokes Maintenance Settings

Security

Invokes Security Settings

Application Settings

Invokes Application Settings

Status

Invokes Status Settings

Note: This option is only shown when
“security.secure.status.enabled” is set to 1.

A reboot of the phone is required to put administrative setting changes into effect. The following screen asks the
user to confirm saving any changes and rebooting.
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CONFIRM SAVE MENU

Note: Any devices connected to the phone’s PC port will momentarily disconnect from the network when the
phone is rebooted.

The Confirm Save menu manages the following events:

Table 5.54 Confirm Save softkeys

Softkey Feature Description
No Return to Admin settings menu without saving the
changes.
Yes Save the changes to FLASH, upload the changes to the

boot server and reboot. If active calls are present on the
phone, save the configuration changes in the FLASH,
upload the changes to the boot server and wait for all the
active calls to complete before rebooting

Table 5.55 Confirm Save acceptable user actions/keys

Acceptable User Actions/Keys Description

The following section describes behavior on certain specific user actions/key events pertaining to
this screen

Digit key Select corresponding menu item

4-way scroll BACK key (Redial key) | Return to Admin Settings menu

4-way scroll FORWARD key Select highlighted menu item
(Directory key)

4-way scroll UP key Move to previous menu item
(Volume UP key)

4-way scroll DOWN key (Volume Move to next menu item
DOWN key)

ENTER key Select highlighted menu item

Note: There are no relevant screens associated with Confirm Save menu.

NETWORK SETTINGS

To access Network Settings
1 Press the Menu key.
2 Select |4/ Admin Settings.
3 Use the keypad and cursor key to enter the User Name and Password to access the Administration menu.
4 Press 1] Network Settings.
The Network Settings menu manages the following events:

5-82 DT Series Administrator Guide - Core



PHONE LOCAL CONFIGURATION

Table 5.56 Network Settings softkeys

Softkey Feature Description

(A] Move to previous menu item (does not show if the first
menu item is selected)

(v] Move to next menu item (does not show if the last menu
item is selected)

Exit Move to Admin Settings menu

Select Select highlighted menu item

Table 5.57 Network Settings acceptable user actions/keys

Acceptable User Actions/Keys

Description

The following section describes behavior on certain specific user actions/key events pertaining to

this screen

Digit key

Select corresponding menu ltem

4-way scroll BACK key (Redial key)

Return to Admin Settings menu.

4-way scroll FORWARD key
(Directory key)

Select highlighted menu item

4-way scroll UP key
(Volume UP key)

Move to previous menu item

4-way scroll DOWN key (Volume
DOWN key)

Move to next menu item

ENTER key Select the highlighted menu item
Table 5.58 Network Settings menu items
Menu Item Description
DHCP Mode Invokes DHCP mode
IP Address Invokes IP Address mode (This item is disabled if DHCP

mode is enabled)

Subnet Mask

Invokes Security Settings (This item is disabled if DHCP
mode is enabled)

Default Gateway

Invokes Default Gateway mode (This item is disabled if
DHCP mode is enabled)

Primary DNS Server

Invokes Status Settings (This item is disabled if DHCP
mode is enabled)

Secondary DNS Server

Invokes Status Settings (This item is disabled if DHCP
mode is enabled)

Boot Server

Invokes Application Settings (This item is disabled if
DHCP mode is enabled)

SNTP

Invokes SNTP Settings (This item is disabled if DHCP
mode is enabled)
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Menu Item

Description

Syslog

Invokes Syslog settings (This item is disabled if DHCP
mode is enabled)

Advanced Settings

Invokes Advanced Settings

DHCP MODE SETTINGS

To access DHCP Mode settings

1 Press Menu\Admin Settings\Network Settings.

2 Select [1] DHCP Mode.

The DHCP Mode menu manages the following events:

Table 5.59

DHCP Mode softkeys

Softkey Feature

Description

(A] Move to previous menu item (does not show if the first
menu item is selected)
(v] Move to next menu item (does not show if the last menu
item is selected)
Cancel Discard changes and return to Network Settings menu.
OK Keep changes and return to Network Settings menu.
Table 5.60 DHCP Mode acceptable user actions/keys

Acceptable User Actions/Keys

Description

The following section describes behavior on certain specific user actions/key events pertaining to

this screen

Digit key

Select corresponding menu item

4-way scroll BACK key (Redial key)

Discard changes and return to Network Settings menu.

4-way scroll FORWARD key
(Directory key)

Select highlighted menu item

4-way scroll UP key
(Volume UP key)

Move to previous menu item

4-way scroll DOWN key (Volume
DOWN key)

Move to next menu item

ENTER key Select highlighted menu item
Table 5.61 DHCP Mode menu items
Menu Items Description
Disable Disable DHCP
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Menu Items

Description

Enable

Enable DHCP

IP ADDRESS, SUBNET MASK, DEFAULT GATEWAY AND
PRIMARY AND SECONDARY DNS SERVER SETTINGS

To access IP Address, Subnet Mask, Default Gateway and
Primary and Secondary DNS Server settings

Note: To undo the locally configured value of these parameters, enter 0.0.0.0. For more information, refer to the
Troubleshooting chapter in this manual.

1 Press Menu\Admin Settings\Network Settings.

2 Select L2] IP Address, 3] Subnet Mask, |4] Default Gateway, [2! Primary DNS Server or (6] Secondary DNS Server.
When you enter these screens, the keypad is locked in numeric entry mode. The user cannot change the mode.
Pressing “*” or the BACK or FORWARD hard keys moves the input focus between the fields of the IP address.

IP Address, Subnet Mask, Default Gateway and DNS menu manages these events:

Table 5.62 IP Address, Subnet Mask, Default Gateway and DNS softkeys
Softkey Feature Description
Delete Deletes previously entered digit
Cancel Discard changes and return to Network Settings
OK Keep changes and return to Network Settings
Table 5.63 IP Address, Subnet Mask, Default Gateway and DNS acceptable user

actions/keys

Acceptable User Actions/Keys

Description

The following section describes behavior on certain specific user actions/key events pertaining to

this screen

Digit key

Enter digits (numeric digits only)

4-way scroll BACK key (Redial key)

Remain on existing screen move cursor key to left.

4-way scroll FORWARD key
(Directory key)

Remain on existing screen move cursor key to right.

4-way scroll UP key
(Volume UP key)

No Operation

4-way scroll DOWN key (Volume
DOWN key)

No Operation

ENTER key

Keep changes and return to Network Settings

* key

Move to next field
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BOOT SERVER

To access Boot Server settings

1 Press Menu\Admin Settings\Network Settings.

2 Select Boot Server.

The Boot Server menu manages the following events:

Table 5.64

Boot Server softkeys

Softkey Feature

Description

(A] Move to previous menu item (does not show if the first
menu item is selected)
(v] Move to next menu item (does not show if the last menu
item is selected)
Exit Return to Network Settings menu
Select Select highlighted menu item
Table 5.65 Boot Server acceptable actions/keys

Acceptable User Actions/Keys

Description

The following section describes behavior on certain specific user actions/key events pertaining to

this screen

Digit key

Select the corresponding menu item

4-way scroll BACK key (Redial key)

Return to Network Settings menu

4-way scroll FORWARD key
(Directory key)

Select highlighted menu item

4-way scroll UP key
(Volume UP key)

Move to previous menu item

4-way scroll DOWN key (Volume
DOWN key)

Move to next menu item

ENTER key Select highlighted menu item
Table 5.66 Boot Server menu items

Menu Items Description
Server Address Invokes Boot Server Address menu
Server Port Invokes Server Port
Protocol Invokes Boot Server Protocol
User Name Invokes Boot Server User Name
Password Invokes Boot Server Password

Source Preference

Invokes Boot Server Source Preferences
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Menu Items Description

File Transfer Timeout Invokes File Transfer Timeout Preferences

BOOT SERVER ADDRESS

Note: To undo the locally configured value of these parameters, enter 0.0.0.0 in IP Address mode. For more
information, refer to the Troubleshooting chapter in this manual.

To access Boot Server Address
1 Press Menu\Admin Settings\Network Settings\Boot Server.
2 Select Server Address.

Depending on the phone’s settings, you will either see a screen that either lets you enter an IP address or
domain name.

When you enter the Boot Server Address menu for IP mode, the keypad is locked in numeric entry mode. The
user cannot change the mode.

Pressing “*” or the BACK or FORWARD hard keys moves the input focus between the fields of the IP address.

When you enter the Boot Server Address menu for domain name mode, the keypad is in upper case character
entry mode by default. The user may toggle to lower case character entry and numeric entry modes by pressing
the “*” key.

The Boot Server Address menu manages the following events:

Table 5.67 Boot Server Address softkeys

Softkey Feature Description
Delete Deletes previously entered digit
IP/DN Toggle between IP Address and Domain Name entry
mode
Cancel Discard changes and return to Boot Sever menu
OK Keep changes and return to Boot Server menu
Table 5.68 Boot Server Address acceptable user actions/keys
Acceptable User Actions/Keys Description

The following section describes behavior on certain specific user actions/key events pertaining to
this screen

Digit key Enter digits

4-way scroll BACK key (Redial key)

Remain on existing screen move cursor key to left.

4-way scroll FORWARD key
(Directory key)

Remain on existing screen move cursor key to right.

4-way scroll UP key
(Volume UP key)

No Operation

4-way scroll DOWN key (Volume
DOWN key)

No Operation
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Acceptable User Actions/Keys

Description

ENTER key

Keep changes and return to Boot Server menu

* key Move to next field.

Note: There are no relevant screens associated with Boot Server Address settings.

BOOT SERVER PORT

To access Boot Server Port settings
1 Press Menu\Admin Settings\Network Settings\Boot Server.
2 Select L2] Server Port.

This setting specifies the boot server port number. The default is 0, but the administrator may change the
default to anything in the range 1024 to 65535.

Note: When the portis 0, the port associated with the protocol is used (port 21 for FTP, port 69 for TFTP or port

443 for HTTPS).

When you enter this screen, the keypad is locked in numeric entry mode. You cannot change the entry mode.

The Boot Server Port screen manages the following events:

Table 5.69 Boot Server Address softkeys
Softkey Feature Description
Delete Deletes previously entered digit
Cancel Discard changes and return to Boot Sever menu
OK Keep changes and return to Boot Server menu
Table 5.70 Boot Server Port acceptable user actions/keys

Acceptable User Actions/Keys

Description

this screen

The following section describes behavior on certain specific user actions/key events pertaining to

Digit key

Enter digits (numeric only)

4-way scroll BACK key (Redial key)

Remain on existing screen move cursor key to left.

4-way scroll FORWARD key
(Directory key)

Remain on existing screen move cursor key to right.

4-way scroll UP key
(Volume UP key)

No Operation

4-way scroll DOWN key (Volume
DOWN key)

No Operation

ENTER key

Keep changes and return to Boot Server menu

* key

Move to next field.
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BOOT SERVER PROTOCOL SETTINGS

Note: Perform a Data Clear of the Terminal Data (Menu\Admin Settings\Maintenance Settings\Data

Clear\Terminal Data) on the phone to restore the administrative settings on the phone. A Data Clear of the
Terminal data resets ALL administrative settings but does not delete any Personal Directory or Speed
Dial information that the user has entered on their phone.

To access Boot Server Protocol settings

1 Press Menu\Admin Settings\Network Settings\Boot Server.

2 Select Protocol.

The Boot Server Protocol menu manages the following events:

Table 5.71 Boot Server Protocol softkeys
Softkey Feature Description
(A] Move to previous menu item (does not show if the first
menu item is selected)
(v] Move to next menu item (does not show if the last menu
item is selected)
Cancel Discard changes and return to Boot Server menu.
OK Keep changes and return to Boot Server menu.
Table 5.72 Boot Server Protocol acceptable user actions/keys

Acceptable User Actions/Keys

Description

this screen

The following section describes behavior on certain specific user actions/key events pertaining to

Digit key

Select corresponding Menu ltem

4-way scroll BACK key (Redial key)

Discard changes and return to Boot Server menu.

4-way scroll FORWARD key
(Directory key)

No Operation

4-way scroll UP key
(Volume UP key)

Move to previous menu item

4-way scroll DOWN key (Volume
DOWN key)

Move to next menu item

ENTER key Keep changes and return to Boot Server menu
Table 5.73 Boot Server Protocol menu items
Menu Items Description
FTP Selects File Transfer Protocol as the boot server protocol
TFTP Selects Trivial File Transfer Protocol as the boot server
protocol
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Menu Items Description

HTTPS Selects Hypertext Transfer Protocol Secure as the boot
server protocol

BOOT SERVER USER NAME AND PASSWORD

Note: Perform a Data Clear of the Terminal Data (Menu\Admin Settings\Maintenance Settings\Data
Clear\Terminal Data) on the phone to restore the administrative settings on the phone. A Data Clear of the
Terminal data resets ALL administrative settings but does not delete any Personal Directory or Speed
Dial information that the user has entered on their phone.

To access Boot Server User Name and Password
1 Press Menu\Admin Settings\Network Settings\Boot Server.
2 Select User Name or [5] Password.

When you enter these menus, the keypad is in upper case character entry mode by default. The user may
toggle to lower case character entry and numeric entry modes by pressing the %] key.

The characters entered on the Boot Server Password menu are hidden by [*/ characters.

The user name and password are both case sensitive. The user name and password values are ignored for
TFTP since TFTP does not support the concept of a user. Even though the values do not apply to TFTP, the
screens are not disabled for TFTP.

The default user name is NECSDT700. The default password is NECSdt700.
The Boot Server Address menu manages the following events:

Table 5.74 Boot Server Address softkeys

Softkey Feature Description
Delete Deletes previously entered character
Cancel Discard changes and return to Boot Sever menu
OK Keep changes and return to Boot Server menu
Table 5.75 Boot Server Address acceptable user actions/keys
Acceptable User Actions/Keys Description

The following section describes behavior on certain specific user actions/key events pertaining to
this screen

4-way scroll BACK key (Redial key) | Return to the previous screen

4-way scroll FORWARD key No Operation
(Directory key)
4-way scroll UP key No Operation

(Volume UP key)

4-way scroll DOWN key (Volume No Operation
DOWN key)

ENTER key Keep changes and return to Boot Server settings menu
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Acceptable User Actions/Keys

Description

* key

Allows user to toggle between numeric, upper or lower

case entry options

BOOT SERVER SOURCE PREFERENCE

Note: Perform a Data Clear of the Terminal Data (Menu\Admin Settings\Maintenance Settings\Data
Clear\Terminal Data) on the phone to restore the administrative settings on the phone. A Data Clear of the
Terminal data resets ALL administrative settings but does not delete any Personal Directory or Speed
Dial information that the user has entered on their phone.

To access Boot Server Source Preference

1 Press Menu\Admin Settings\Network Settings\Boot Server.

2 Select [6] Source Preference.

The Boot Server Source Preference menu manages the following events:

Table 5.76

Boot Server Source Preference softkeys

Softkey Feature

Description

(A] Move to previous menu item (does not show if the first
menu item is selected)
(v] Move to next menu item (does not show if the last menu
item is selected)
Cancel Discard changes and return to Boot Server menu.
OK Keep changes and return to Boot Server menu.
Table 5.77 Boot Server Source Preference acceptable user actions/keys

Acceptable User Actions/Keys

Description

this screen

The following section describes behavior on certain specific user actions/key events pertaining to

Digit key

Select corresponding Menu ltem

4-way scroll BACK key (Redial key)

Discard changes and return to Boot Server menu.

4-way scroll FORWARD key
(Directory key)

No Operation

4-way scroll UP key
(Volume UP key)

Move to previous menu item

4-way scroll DOWN key (Volume
DOWN key)

Move to next menu item

ENTER key

Keep changes and return to Boot Server menu
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Table 5.78 Boot Server Source Preference menu items
Menu Items Description
DHCP Configuration Use DHCP configured Boot Server address as the

preferred address

Manual Configuration Use the manually configured Boot Server address as the
preferred address

BOOT SERVER FILE TRANSFER TIMEOUT

Note: Perform a Data Clear of the Terminal Data (Menu\Admin Settings\Maintenance Settings\Data
Clear\Terminal Data) on the phone to restore the administrative settings on the phone. A Data Clear of the
Terminal data resets ALL administrative settings but does not delete any Personal Directory or Speed
Dial information that the user has entered on their phone.

To access Boot Server File Transfer Timeout

1 Press Menu\Admin Settings\Network Settings\Boot Server.

2 Select L/] File Transfer Timeout.
When you enter this screen, the keypad is locked in numeric entry mode. You cannot change the mode.
The Boot Server File Transfer Timeout menu manages the following events:

Table 5.79 Boot Server File Transfer Timeout softkeys
Softkey Feature Description
Delete Deletes previously entered digit
Cancel Discard changes and return to the Boot Server Settings
menu
OK Keep changes and return to the Boot Server Settings
menu
Table 5.80 Register Expiry acceptable user actions/keys
Acceptable User Actions/Keys Description

The following section describes behavior on certain specific user actions/key events pertaining to
this screen

Digit key Enter digits (numeric only)

4-way scroll BACK key (Redial key) | Remain on existing screen move cursor to left

4-way scroll FORWARD key Remain on existing screen move cursor to right
(Directory key)

4-way scroll UP key No Operation

(Volume UP key)

4-way scroll DOWN key (Volume No Operation

DOWN key)

ENTER key Keep changes and return to Boot Server Settings menu
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To access SNTP settings

1 Press Menu\Admin Settings\Network Settings.

2 Select (8] SNTP.

The SNTP menu manages the following events:

Table 5.81 SNTP softkeys

PHONE LOCAL CONFIGURATION -

Softkey Feature

Description

(A] Move to previous menu item (does not show if the first
menu item is selected)
(v] Move to next menu item (does not show if the last menu
item is selected)
Exit Return to Network Settings menu
Select Select highlighted menu item
Table 5.82 SNTP acceptable user actions/keys

Acceptable User Actions/Keys

Description

this screen

The following section describes behavior on certain specific user actions/key events pertaining to

Digit key

Select corresponding menu item

4-way scroll BACK key (Redial key)

Return to Network Settings menu

4-way scroll FORWARD key
(Directory key)

Select highlighted menu item

4-way scroll UP key
(Volume UP key)

Move to previous menu item

4-way scroll DOWN key (Volume
DOWN key)

Move to next menu item

ENTER key Select highlighted menu item
Table 5.83 SNTP menu items
Menu Items Description
SNTP Server Address Invokes SNTP Server Address menu
GMT Offset Invokes GMT Offset menu
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SNTP SERVER ADDRESS SETTINGS

To access the SNTP Server Address

Note: To undo the locally configured value of these parameters, enter 0.0.0.0. For more information, refer to the

Troubleshooting chapter in this manual.

1 Press Menu\Admin Settings\Network Settings\SNTP.
2 Select L] SNTP Server Address.
When you enter the SNTP server address menu, the keypad is locked in numeric entry mode. The user cannot

change the mode.

Pressing 1*| or the BACK or FORWARD hard keys moves the input focus between the fields of the IP address.

The SNTP Server Address menu manages the following events:

Table 5.84

SNTP Server Address softkeys

Softkey Feature

Description

Delete Deletes previously entered digit

Cancel Discard changes and return to the SNTP menu

OK Keep changes and return to the SNTP menu
Table 5.85 SNTP Server Address acceptable user actions/keys

Acceptable User Actions/Keys

Description

The following section describes behavior on certain specific user actions/key events pertaining to

this screen

Digit key

Enter digits (numeric digits only)

4-way scroll BACK key (Redial key)

Remain on existing screen move cursor to left.

4-way scroll FORWARD key
(Directory key)

Remain on existing screen move cursor to right.

4-way scroll UP key
(Volume UP key)

No Operation

4-way scroll DOWN key (Volume
DOWN key)

No Operation

ENTER key

Keep changes and return to SNTP menu

*

Move to next field

GMT OFFSET SETTINGS

Note: Perform a Data Clear of the Terminal Data (Menu\Admin Settings\Maintenance Settings\Data
Clear\Terminal Data) on the phone to restore the administrative settings on the phone. A Data Clear of the
Terminal data resets ALL administrative settings but does not delete any Personal Directory or Speed

Dial information that the user has entered on their phone.
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To access GMT Offset settings
1 Press Menu\Admin Settings\Network Settings\SNTP.

2 Select GMT Offset.

Pressing the + or - softkeys or the UP or DOWN hard keys scrolls through the range of values. The valid range
of values is -12 hours to +13 hours, in half hour increments.

The GMT Offset menu manages the following events:

Table 5.86 GMT Offset softkeys

Softkey Feature

Description

Move to next value

+

Move to previous value

Cancel

Discard changes and return to SNTP menu

OK

Keep changes and return to SNTP menu

Table 5.87 GMT Offset acceptable user actions/keys

Acceptable User Actions/Keys

Description

this screen

The following section describes behavior on certain specific user actions/key events pertaining to

4-way scroll BACK key (Redial key)

Discard changes and return to SNTP menu

4-way scroll FORWARD key
(Directory key)

No Operation

4-way scroll UP key
(Volume UP key)

Move to next higher value

4-way scroll DOWN key (Volume
DOWN key)

Move to next lower value

ENTER key

Keep changes and return to SNTP menu

Note: There are no relevant screens associated with GMT Offset settings.

SYSLOG

Syslog Overview

+ Auseable free syslog server is http://www.solarwinds.com/products/freetools/kiwi_syslog_server/

» If you select another type of syslog server make sure that the server adds the IP addresses of the source
to the output of the syslog info as send by the phone.

» Syslog on the phone will not generate any output to the syslog server when the default settings are

applied.

*  When monitoring a high amount of extensions with a high trace level this may result in a high consumption
of disk space when syslog output is written to a file. Therefore don't apply syslog unless it is really needed

(on advice of NEC).
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To access Syslog settings

1 Press Menu\Admin Settings\Network Settings.

2 Select (9] Syslog.

The Syslog menu manages the following events:

Table 5.88 Syslog softkeys
Softkey Feature Description
(A] Move to previous menu item (does not show if the first
menu item is selected)
(v] Move to next menu item (does not show if the last menu
item is selected)
Exit Return to Network Settings menu
Select Select highlighted menu item
Table 5.89 Syslog acceptable user actions/keys

Acceptable User Actions/Keys

Description

this screen

The following section describes behavior on certain specific user actions/key events pertaining to

Digit key

Select corresponding menu item

4-way scroll BACK key (Redial key)

Return to Network Settings menu

4-way scroll FORWARD key
(Directory key)

Select highlighted menu

4-way scroll UP key
(Volume UP key)

Move to previous menu item

4-way scroll DOWN key (Volume
DOWN key)

Move to next menu item

ENTER key Select highlighted menu item
Table 5.90 Syslog menu items
Menu Items Description
Server Address Invokes Syslog Server Address menu

Server Port

Invokes Syslog Server Port menu

Trace Level

Invokes Syslog Trace Level menu

SYSLOG SERVER ADDRESS

To access Syslog Server Address settings

Note: To undo the locally configured value of these parameters, enter 0.0.0.0. For more information, refer to the
Troubleshooting chapter in this manual.
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1 Press Menu\Admin Settings\Network Settings\Syslog.
2 Select L1] Syslog Server Address.
When you enter the Syslog Server Address menu, the keypad is locked in numeric entry mode. The user cannot

change the mode.

Pressing ““”or the BACK or FORWARD hard keys moves the input focus between the fields of the IP address.
The Syslog Server Address menu manages the following events:

Table 5.91

Syslog Server Address softkeys

Softkey Feature

Description

Delete Deletes previously entered digit

Cancel Discard changes and return to the Syslog menu

OK Keep changes and return to the Syslog menu
Table 5.92 Syslog Server Address acceptable user actions/keys

Acceptable User Actions/Keys

Description

The following section describes behavior on certain specific user actions/key events pertaining to

this screen

Digit key

Enter digits (numeric only)

4-way scroll BACK key (Redial key)

Remain on existing screen move cursor to left

4-way scroll FORWARD key
(Directory key)

Remain on existing screen move cursor to right

4-way scroll UP key
(Volume UP key)

No Operation

4-way scroll DOWN key (Volume
DOWN key)

No Operation

ENTER key

Keep changes and return to the Syslog Server Address

menu

Move to next field

Note: There are no relevant screens associated with Syslog Server Address settings.

SYSLOG SERVER PORT

The Syslog Server Port menu specifies the port to which Syslog messages will be sent. The default is port 514,
but the administrator may change the port to anything in the range 1024 - 65535.

When you enter the menu, the keypad is locked in numeric entry mode. The user cannot change the mode.

Note: Perform a Data Clear of the Terminal Data (Menu\Admin Settings\Maintenance Settings\Data

Clear\Terminal Data) on the phone to restore the administrative settings on the phone. A Data Clear of the
Terminal data resets ALL administrative settings but does not delete any Personal Directory or Speed
Dial information that the user has entered on their phone.
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To access Syslog Server Port settings

1 Press Menu\Admin Settings\Network Settings\Syslog.
2 Select L2] Server Port.
The Syslog Port menu manages the following events:

Table 5.93 Syslog Port softkeys

Softkey Feature Description
Delete Deletes previously entered digit
Cancel Discard changes and return to the Syslog menu
OK Keep changes and return to the Syslog menu
Table 5.94 Syslog Port acceptable user actions/keys
Acceptable User Actions/Keys Description

The following section describes behavior on certain specific user actions/key events pertaining to
this screen

Digit key Enter digits (numeric only)

4-way scroll BACK key (Redial key) | Remain on existing screen, move cursor to left

4-way scroll FORWARD key Remain on existing screen, move cursor to right
(Directory key)

4-way scroll UP key No Operation

(Volume UP key)

4-way scroll DOWN key (Volume No Operation

DOWN key)

ENTER key Keep changes and return to Syslog menu

Note: There are no relevant screens associated with Syslog Server Port settings.

SYSLOG TRACE LEVEL

Note: Perform a Data Clear of the Terminal Data (Menu\Admin Settings\Maintenance Settings\Data
Clear\Terminal Data) on the phone to restore the administrative settings on the phone. A Data Clear of the
Terminal data resets ALL administrative settings but does not delete any Personal Directory or Speed
Dial information that the user has entered on their phone.

To access Trace Level settings
1 Press Menu\Admin Settings\Network Settings\Syslog.
2 Select [3] Trace Level.

Pressing the “+” or “-” softkeys or the UP or DOWN hard keys scrolls through the range of values. The valid
range of values is 0 to 7 in integer increments.

The Syslog Trace Level menu manages the following events:
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Table 5.95 Syslog Trace Level softkeys

Softkey Feature

Description

Decrease debug details

+

Increase debug details

Cancel Discard changes and return to the Syslog menu
OK Keep changes and return to the Syslog menu
Table 5.96 Syslog Trace Level acceptable user actions/keys

Acceptable User Actions/Keys

Description

this screen

The following section describes behavior on certain specific user actions/key events pertaining to

4-way scroll BACK key (Redial key)

Discard changes and return to Syslog menu

4-way scroll FORWARD key
(Directory key)

No Operation

4-way scroll UP key
(Volume UP key)

Increase debug details

4-way scroll DOWN key (Volume
DOWN key)

Decrease debug details

ENTER key

Keep changes and return to Syslog menu

Note: There are no relevant screens associated with Trace Level settings.

ADVANCED SETTINGS

To access Advanced settings

1 Press Menu\Admin Settings\Network Settings.

2 Select [10] Advanced Settings.

The Advanced Settings menu manages the following events:

Table 5.97 Advanced Settings softkeys

Softkey Feature

Description

(A] Move to previous menu item (does not show if the first
menu item is selected)

(v] Move to next menu item (does not show if the last menu
item is selected)

Exit Return to Network Settings menu

Select Select highlighted menu item
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Table 5.98

Advanced Settings acceptable user actions/keys

Acceptable User Actions/Keys

Description

this screen

The following section describes behavior on certain specific user actions/key events pertaining to

Digit key

Select the corresponding menu item

4-way scroll BACK key (Redial key)

Return to Network Settings menu

4-way scroll FORWARD key
(Directory key)

Select highlighted menu item

4-way scroll UP key
(Volume UP key)

Move to previous menu item

4-way scroll DOWN key (Volume
DOWN key)

Move to next menu item

ENTER key

Select highlighted menu item

Table 5.99

Advanced Settings menu items

Menu ltems

Description

LAN Port Settings

Invokes LAN Port Settings

PC Port Settings

Invokes PC Port Settings

LLDP Mode

Invokes LLDP Mode

802.1X Settings

Invokes 802.1X Settings

RTCP-XR Metrics

Invokes the RTCP-XR Metrics settings

LAN PORT SETTINGS

To access LAN Port Settings

1 Press Menu\Admin Settings\Network Settings\Advanced Settings.

2 Select |1/ LAN Port Settings.

The LAN Port Settings menu manages the following events:

Table 5.100

LAN Port softkeys

Softkey Feature

Description

(A] Move to previous menu item (does not show if the first
menu item is selected)
(v] Move to next menu item (does not show if the last menu
item is selected)
Exit Return to Advanced Settings menu
Select Select highlighted menu item
5-100

DT Series Administrator Guide - Core



Table 5.101

LAN Port acceptable user actions/keys

PHONE LOCAL CONFIGURATION

Acceptable User Actions/Keys

Description

The following section describes behavior on certain specific user actions/key events pertaining to

this screen

Digit key

Select the corresponding menu item

4-way scroll BACK key (Redial key)

Return to Advanced Settings menu

4-way scroll FORWARD key
(Directory key)

Select highlighted menu item

4-way scroll UP key
(Volume UP key)

Move to previous menu item

4-way scroll DOWN key (Volume
DOWN key)

Move to next menu item

ENTER key

Select highlighted menu item

Table 5.102

LAN Port menu items

Menu ltems

Description

Speed and Duplex

Invokes Speed and Duplex settings

VLAN Tagging

Invokes VLAN Tagging settings

VLAN ID

Invokes VLAN ID settings

Quality of Service

Invokes Quality of Service settings

VLAN Priority

Invokes VLAN Priority settings

SPEED AND DUPLEX SETTINGS

Note: Perform a Data Clear of the Terminal Data (Menu\Admin Settings\Maintenance Settings\Data
Clear\Terminal Data) on the phone to restore the administrative settings on the phone. A Data Clear of the
Terminal data resets ALL administrative settings but does not delete any Personal Directory or Speed
Dial information that the user has entered on their phone.

To access Speed and Duplex settings
1 Press Menu/Admin Settings /Network Settings/Advanced Settings/LAN Port Settings.

2 Select L1 Speed and Duplex.

The Speed and Duplex menu manages the following events:

Table 5.103

Speed and Duplex softkeys

Softkey Feature

Description

(A] Move to previous menu item (does not show if the first
menu item is selected)
(v] Move to next menu item (does not show if the last menu

item is selected)
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Softkey Feature

Description

Cancel Discard changes and return to LAN Port Settings
OK Keep changes and return to LAN Port Settings
Table 5.104 Speed and Duplex acceptable user actions/keys

Acceptable User Actions/Keys

Description

this screen

The following section describes behavior on certain specific user actions/key events pertaining to

Digit key

Select the corresponding menu item

4-way scroll BACK key (Redial key)

Discard changes and return to LAN Port Settings

4-way scroll FORWARD key
(Directory key)

No Operation

4-way scroll UP key
(Volume UP key)

Move to previous menu item

4-way scroll DOWN key (Volume

Move to next menu item

DOWN key)

ENTER key Keep changes and return to LAN Port Settings
Table 5.105 Speed and Duplex menu items
Menu Items Description
AutoNegotiate DT700 Phones: DT700 automatically negotiates link
speed and duplex on the LAN port.
DT730G Phones: Select this option to set the port for
1000 Mbps (1Giga) for the LAN port.
Gigabit Enabled DT820 Phones: Select this option to set
the port for 1000 Mbps (1Giga) for the LAN port.
100M Full The phone LAN port is set to 100 Mbps, full duplex
100M Half The phone LAN port is set to 100 Mbps, half duplex
10M Full The phone LAN port is set to 10 Mbps, full duplex
10M Half The phone LAN port is set to 10 Mbps, half duplex

The phone’s internal LAN and PC Ethernet ports support date rates of 10 Mbps and 100 Mbps. Support for a
gigabit Ethernet connection to the LAN exists in the form of an external peripheral, the GBA-L. The GBA-L is an
Ethernet switch that cradles the phone, and features a gigabit LAN Ethernet port, a gigabit PC Ethernet port,
and a 100 Mbps IP Phone port. The phone's LAN Ethernet port is connects to the GBA-L's IP Phone port.

When the GBA-L peripheral is connected, the phone’s LAN port must be set to auto negotiate. However, the
phone cannot enforce this since it has no method of detecting that the GBA-L is connected.

VLAN TAGGING

Note: Perform a Data Clear of the Terminal Data (Menu\Admin Settings\Maintenance Settings\Data
Clear\Terminal Data) on the phone to restore the administrative settings on the phone. A Data Clear of the
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Dial information that the user has entered on their phone.

To access VLAN tagging settings
1 Press Menu/Admin Settings/Network Settings/Advanced Settings/LAN Port Settings.

2 Select [ 4] VLAN Tagging.

The VLAN Tagging menu manages the following events:

Table 5.106 VLAN Tagging softkeys
Softkey Feature Description
(A] Move to previous menu item (does not show if the first
menu item is selected)
(v] Move to next menu item (does not show if the last menu
item is selected)
Cancel Discard changes and return to LAN Port Settings
OK Keep changes and return to LAN Port Settings
Table 5.107 VLAN Tagging acceptable user actions/keys

Acceptable User Actions/Keys

Description

this screen

The following section describes behavior on certain specific user actions/key events pertaining to

Digit key

Select the corresponding menu item

4-way scroll BACK key (Redial key)

Discard changes and return to LAN Port Settings

4-way scroll FORWARD key
(Directory key)

No Operation

4-way scroll UP key
(Volume UP key)

Move to previous menu item

4-way scroll DOWN key (Volume
DOWN key)

Move to next menu item

ENTER key Keep changes and return to LAN Port Settings
Table 5.108 VLAN Tagging menu items
Menu Items Description
Disable Disables VLAN tagging on the LAN port
Enable Enables VLAN tagging on the LAN port
VLAN ID

Note: Perform a Data Clear of the Terminal Data (Menu\Admin Settings\Maintenance Settings\Data
Clear\Terminal Data) on the phone to restore the administrative settings on the phone. A Data Clear of the
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Terminal data resets ALL administrative settings but does not delete any Personal Directory or Speed
Dial information that the user has entered on their phone.

To access VLAN ID settings
1 Press Menu/Admin Settings/Network Settings/Advanced Settings/LAN Port Settings.
2 Select [3] VLAN ID.

When you enter the VLAN ID menu, the keypad is locked in numeric entry mode. The user cannot change the
mode.

The VLAN ID menu manages the following events:

Table 5.109 VLAN ID softkeys

Softkey Feature Description
Delete Deletes previously entered digit
Cancel Discard changes and return to LAN Port Settings
OK Keep changes and return to LAN Port Settings

Table 5.110 VLAN ID acceptable user actions/keys

Acceptable User Actions/Keys Description

The following section describes behavior on certain specific user actions/key events pertaining to
this screen

Digit key Enter digits (numeric only)

4-way scroll BACK key (Redial key) | Remain on existing screen, move cursor to left.

4-way scroll FORWARD key Remain on existing screen, move cursor to right.
(Directory key)
4-way scroll UP key No Operation

(Volume UP key)

4-way scroll DOWN key (Volume No Operation
DOWN key)

ENTER key Keep changes and return to Lan Port Settings

Note: There are no relevant screens associated with VLAN ID settings.

VLAN ID Changes
A unique number called the VLAN ID identifies each VLAN on your organization's network. It is a 12-bit field in
the VLAN tag. You can have a maximum of 4095 discrete VLANs in your network.

When you change the VLAN ID ([4] Admin Settings/ (1] Network Settings/

(9] Advanced Settings/ 1/ LAN Port Settings), the potential exists for a mismatch between the phone and the
switch that is tagged with the new ID. If any other parameters that are written to the dt-MAC-local.cfg file are
changed, the changes are lost.

However, a specific sequence prevents this from occurring.
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To make changes to the VLAN ID
1 Change the VLAN ID on the phone’s display to the desired VLAN ID.

2 Save and Reboot the phone.

Note: Any devices connected to the phone’s PC port will momentarily disconnect from the network when the

phone is rebooted.

3 Update your organization’s network to reflect the change you made to the VLAN ID.

To remove VLAN Tagging

1 Press Menu/Admin Settings/Network Settings/Advanced Settings/LAN Port Settings.

2 Select [2] VLAN Tagging.

3 Select LL] Disable.

4 Press the OK soft key.

5 Save and Reboot the phone.

Note: Any devices connected to the phone’s PC port will momentarily disconnect from the network when the

phone is rebooted.

QUALITY OF SERVICE

To access Quality of Service settings
1 Press Menu\Admin Settings\Network Settings\Advanced Settings\LAN Port Settings.

2 Select |41 Quality Of Service.

The Quality of Service menu manages the following events:

Table 5.111 Quality of Service softkeys

Softkey Feature Description

(A] Move to previous menu item (does not show if the first
menu item is selected)

(v] Move to next menu item (does not show if the last menu
item is selected)

Exit Return to LAN Port Settings

Select Select highlighted menu item

Table 5.112 Quality of Service acceptable user actions/keys

Acceptable User Actions/Keys

Description

this screen

The following section describes behavior on certain specific user actions/key events pertaining to

Digit key

Select the corresponding menu item

4-way scroll BACK key (Redial key)

Return to LAN Port Settings

4-way scroll FORWARD key
(Directory key)

Select highlighted menu item
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Acceptable User Actions/Keys Description
4-way scroll UP key Move to previous menu item
(Volume UP key)
4-way scroll DOWN key (Volume Move to next menu item
DOWN key)

ENTER key Select highlighted menu item

Table 5.113 Quality of Service menu items

Menu Items Description

Call Control Invoke Call Control menu

Voice Invoke Voice menu

Note: Perform a Data Clear of the Terminal Data (Menu\Admin Settings\Maintenance Settings\Data
Clear\Terminal Data) on the phone to restore the administrative settings on the phone. A Data Clear of the
Terminal data resets ALL administrative settings but does not delete any Personal Directory or Speed
Dial information that the user has entered on their phone.

To access Call Control and Voice Quality of Service settings
1 Press Menu\Admin Settings\Network Settings\Advanced Settings\LAN Port Settings\Quality Of Service.
2 Select [1] call Control or [2] Voice.

When you enter the Call Control Priority and Voice Priority menus, the keypad is locked in numeric entry mode.
The user cannot change the mode.

Call Control Priority sets the DiffServ Code Point for SIP call control packets. Voice Priority sets the DiffServ
Code Point for RTP voice packets.

The Call Control Priority and Voice Priority menus manage the following events:

Table 5.114 Call Control Priority and Voice Priority softkeys

Softkey Feature Description
Delete Deletes previously entered digit
Cancel Discard changes and return to the Quality of Service
menu
OK Keep changes and return to the Quality of Service menu

Table 5.115 Call Control Priority and Voice Priority acceptable user actions/keys

Acceptable User Actions/Keys Description

The following section describes behavior on certain specific user actions/key events pertaining to
this screen

Digit key Enter digits (numeric only)

4-way scroll BACK key (Redial key) | Remain on existing screen, move cursor to left
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Acceptable User Actions/Keys

Description

4-way scroll FORWARD key
(Directory key)

Remain on existing screen, move cursor to right

4-way scroll UP key
(Volume UP key)

No Operation

4-way scroll DOWN key (Volume
DOWN key)

No Operation

ENTER key

Keep changes and return to the Quality of Service menu

Note: There are no relevant screens associated withheld Control Priority and Voice Priority settings.

VLAN PRIORITY

Note: Perform a Data Clear of the Terminal Data (Menu\Admin Settings\Maintenance Settings\Data

Clear\Terminal Data) on the phone to restore the administrative settings on the phone. A Data Clear of the
Terminal data resets ALL administrative settings but does not delete any Personal Directory or Speed
Dial information that the user has entered on their phone.

To access VLAN Priority settings
1 Press Menu\Admin Settings\Network Settings\Advanced Settings\LAN Port Settings.

2 Select |2/ VLAN Priority.

Upon entering VLAN Priority menu, the keypad is locked in numeric entry mode. You cannot change the mode.

The VLAN Priority menu sets the layer 2 QOS tag applied to all packets originated by the phone on the LAN port

VLAN

The VLAN Priority menus manages the following events:

Table 5.116 VLAN Priority softkeys

Softkey Feature

Description

Delete Deletes previously entered digit
Cancel Discard changes and return to the LAN Port Settings
OK Keep changes and return to the LAN Port Settings

Table 5.117 VLAN Priority acceptable user actions/keys

Acceptable User Actions/Keys

Description

this screen

The following section describes behavior on certain specific user actions/key events pertaining to

Digit key

Enter digits (numeric only)

4-way scroll BACK key (Redial key)

Remain on existing screen, move cursor to left

4-way scroll FORWARD key
(Directory key)

Remain on existing screen, move cursor to right

DT Series Administrator Guide - Core

5-107



_ PHONE LOCAL CONFIGURATION

Acceptable User Actions/Keys Description

4-way scroll UP key No Operation
(Volume UP key)

4-way scroll DOWN key (Volume No Operation
DOWN key)

ENTER key Keep changes and return to the LAN Port Settings

Note: There are no relevant screens associated with VLAN Periority settings.

To remove VLAN Priority settings
1 Press Menu/Admin Settings/Network Settings/Advanced Settings/LAN Port Settings.
2 Select [ 4] VLAN Tagging.
3 Select LL] Disable.
4 Press the OK soft key.
5 Save and Reboot the phone.

Note: Any devices connected to the phone’s PC port will momentarily disconnect from the network when the
phone is rebooted.

PC PORT SETTINGS
These settings apply to the PC port, that is, the phone Ethernet port that the user connects their PC.

Note: Any devices connected to the phone’s PC port will momentarily disconnect from the network when the
phone is rebooted or if there is a loss of power to the phone.

To access PC Port Settings
1 Press Menu\Admin Settings\Network Settings\Advanced Settings.
2 Select | 4] PC Port Settings.

The PC Port Settings menu manages the following events:

Table 5.118 PC Port softkeys

Softkey Feature Description
(A] Move to previous menu item (does not show if the first
menu item is selected)
(v] Move to next menu item (does not show if the last menu
item is selected)
Exit Return to Advanced Settings
Select Select highlighted menu item

Table 5.119 PC Port acceptable user actions/keys

Acceptable User Actions/Keys Description

The following section describes behavior on certain specific user actions/key events pertaining to
this screen
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Acceptable User Actions/Keys

Description

Digit key

Select the corresponding menu item

4-way scroll BACK key (Redial key)

Return to Advanced Settings

4-way scroll FORWARD key
(Directory key)

Select highlighted menu item

4-way scroll UP key
(Volume UP key)

Move to previous menu item

4-way scroll DOWN key (Volume
DOWN key)

Move to next menu item

ENTER key

Select highlighted menu item

Table 5.120

PC Port menu items

Menu Items

Description

Speed and Duplex

Invoke Speed and Duplex settings

VLAN Tagging

VLAN Tagging settings

VLAN ID

Invoke VLAN ID settings

Port Available

Invoke Port Available settings

PC PORT SPEED AND DUPLEX

Note: Perform a Data Clear of the Terminal Data (Menu\Admin Settings\Maintenance Settings\Data
Clear\Terminal Data) on the phone to restore the administrative settings on the phone. A Data Clear of the
Terminal data resets ALL administrative settings but does not delete any Personal Directory or Speed
Dial information that the user has entered on their phone.

To access PC Port Speed and Duplex
1 Press Menu\Admin Settings\Network Settings\Advanced Settings\PC Port Settings.

2 Select | 1] Speed and Duplex.

The PC Port Speed and Duplex menu manages the following events:

Table 5.121 PC Port Speed and Duplex softkeys
Softkey Feature Description

(A] Move to previous menu item (does not show if the first
menu item is selected)

(v] Move to next menu item (does not show if the last menu
item is selected)

Cancel Discard changes and return to PC Port Settings

OK Keep changes and return to PC Port Settings
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Table 5.122

PC Port Speed and Duplex acceptable user actions/keys

Acceptable User Actions/Keys

Description

this screen

The following section describes behavior on certain specific user actions/key events pertaining to

Digit key

Select the corresponding menu item

4-way scroll BACK key (Redial key)

Discard changes and return to PC Port Settings

4-way scroll FORWARD key
(Directory key)

No Operation

4-way scroll UP key
(Volume UP key)

Move to previous menu item

4-way scroll DOWN key (Volume
DOWN key)

Move to next menu item

ENTER key Keep changes and return to PC Port Settings
Table 5.123 PC Port Speed and Duplex menu items
Menu Items Description

AutoNegotiate DT700 Phones: DT700 automatically negotiates link
speed and duplex on the PC port.
DT730G Phones: Select this option to set the port for
1000 Mbps (1Giga) for the PC port.
Gigabit Enabled DT820 Phones: Select this option to set
the port for 1000 Mbps (1Giga) for the PC port.

100M Full The phone PC port is set to 100 Mbps, full duplex

100M Half The phone PC port is set to 100 Mbps, half duplex

10M Full The phone PC port is set to 10 Mbps, full duplex

10M Half The phone PC port is set to 10 Mbps, half duplex

The phone supports 10 Mbps and 100 Mbps Ethernet internally. Gigabit Ethernet is not supported on the PC
port on phones. It is supported on DT730G and Gigabit enabled (licensed) DT820 phones.

PC PORT VLAN TAGGING

Note: Perform a Data Clear of the Terminal Data (Menu\Admin Settings\Maintenance Settings\Data
Clear\Terminal Data) on the phone to restore the administrative settings on the phone. A Data Clear of the
Terminal data resets ALL administrative settings but does not delete any Personal Directory or Speed
Dial information that the user has entered on their phone.

To access PC Port VLAN Tagging
1 Press Menu\Admin Settings\Network Settings\Advanced Settings\PC Port Settings.
2 Select [2] VLAN Tagging.

The PC Port VLAN Tagging menu manages the following events:
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Table 5.124 PC Port VLAN Tagging softkeys

Softkey Feature

Description

(A] Move to previous menu item (does not show if the first
menu item is selected)

(v] Move to next menu item (does not show if the last menu
item is selected)

Cancel Discard changes and return to PC Port Settings

OK Keep changes and return to PC Port Settings

Table 5.125 PC Port VLAN Tagging acceptable user actions/keys

Acceptable User Actions/Keys

Description

The following section describes behavior on certain specific user actions/key events pertaining to

this screen

Digit key

Select the corresponding menu item

4-way scroll BACK key (Redial key)

Discard changes and return to PC Port Settings

4-way scroll FORWARD key
(Directory key)

No Operation

4-way scroll UP key
(Volume UP key)

Move to previous menu item

4-way scroll DOWN key (Volume
DOWN key)

Move to next menu item

ENTER key

Keep changes and return to PC Port Settings

Table 5.126 PC Port VLAN Tagging menu items

Menu Items Description
Disable Disables VLAN Tagging on the LAN port
Enable Enables VLAN Tagging on the LAN port

PC PORT VLAN ID

Note: Perform a Data Clear of the Terminal Data (Menu\Admin Settings\Maintenance Settings\Data
Clear\Terminal Data) on the phone to restore the administrative settings on the phone. A Data Clear of the
Terminal data resets ALL administrative settings but does not delete any Personal Directory or Speed
Dial information that the user has entered on their phone.

To access PC Port VLAN ID

1 Press Menu\Admin Settings\Network Settings\Advanced Settings\PC Port Settings.

2 Select [3] VLAN ID.

When you enter the PC Port VLAN ID settings menu, the keypad is locked in numeric entry mode. The user

cannot change the mode.
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The PC Port VLAN ID menu manages the following events:

Table 5.127

PC Port VLAN ID softkeys

Softkey Feature

Description

Delete Deletes previously entered digit

Cancel Discard changes and return to the PC Port Settings

OK Keep changes and return to the PC Port Settings
Table 5.128 PC Port VLAN ID acceptable user actions/keys

Acceptable User Actions/Keys

Description

this screen

The following section describes behavior on certain specific user actions/key events pertaining to

Digit key

Enter digits (numeric only)

4-way scroll BACK key (Redial key)

Remain on existing screen, move cursor to left

4-way scroll FORWARD key
(Directory key)

Remain on existing screen, move cursor to right

4-way scroll UP key
(Volume UP key)

No Operation

4-way scroll DOWN key (Volume
DOWN key)

No Operation

ENTER key

Keep changes and return to the PC Port Settings

Note: There are no relevant screens associated with PC Port VLAN ID settings.

PC PORT AVAILABLE

Note: Perform a Data Clear of the Terminal Data (Menu\Admin Settings\Maintenance Settings\Data
Clear\Terminal Data) on the phone to restore the administrative settings on the phone. A Data Clear of the
Terminal data resets ALL administrative settings but does not delete any Personal Directory or Speed

Dial information that the user has entered on their phone.

To access PC Port Available settings
1 Press Menu\Admin Settings\Network Settings\Advanced Settings\PC Port Settings.

2 Select Port Available.

The PC Port Available menu manages the following events:

Table 5.129

PC Port Available softkeys

Softkey Feature

Description

Move to previous menu item (does not show if the first
menu item is selected)
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Softkey Feature

Description

(v] Move to next menu item (does not show if the last menu
item is selected)

Cancel Discard changes and return to PC Port Settings

OK Keep changes and return to PC Port Settings

Table 5.130 PC Port Available acceptable user actions/keys

Acceptable User Actions/Keys

Description

this screen

The following section describes behavior on certain specific user actions/key events pertaining to

Digit key

Select the corresponding menu item

4-way scroll BACK key (Redial key)

Discard changes and return to PC Port Settings

4-way scroll FORWARD key
(Directory key)

No Operation

4-way scroll UP key
(Volume UP key)

Move to previous menu item

4-way scroll DOWN key (Volume
DOWN key)

Move to next menu item

ENTER key Keep changes and return to PC Port Settings
Table 5.131 PC Port Available menu items
Menu Items Description
Enable Enables PC Port
Disable Disables PC Port
LLDP MODE

Note: Perform a Data Clear of the Terminal Data (Menu\Admin Settings\Maintenance Settings\Data

Clear\Terminal Data) on the phone to restore the administrative settings on the phone. A Data Clear of the
Terminal data resets ALL administrative settings but does not delete any Personal Directory or Speed
Dial information that the user has entered on their phone.

To access LLDP Mode

1 Press Menu\Admin Settings\Network Settings\Advanced Settings.

2 Select [3] LLDP Mode.

The LLDP Mode menu manages the following events:
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Table 5.132 LLDP Mode softkeys

Softkey Feature Description
(A] Move to previous menu item (does not show if the first
menu item is selected)
(v] Move to next menu item (does not show if the last menu
item is selected)
Cancel Discard changes and return to Advanced Settings menu
OK Keep changes and return to Advanced Settings menu

Table 5.133 LLDP Mode acceptable user actions/keys

Acceptable User Actions/Keys Description

The following section describes behavior on certain specific user actions/key events pertaining to
this screen

Digit key Select the corresponding menu item

4-way scroll BACK key (Redial key) | Discard changes and return to Advanced Settings menu

4-way scroll FORWARD key No Operation

(Directory key)

4-way scroll UP key Move to previous menu item

(Volume UP key)

4-way scroll DOWN key (Volume Move to next menu item

DOWN key)

ENTER key Keep changes and return to Advanced Settings menu

Table 5.134 LLDAP menu items

Menu Items Description
Disable Disables LLDP on the LAN port
Enable Enables LLDP | on the LAN port

LLDP CONFIGURATION

The XML Configuration file setting allows the administrator to disable or enable LLDP for all phones from a
central location. For example, if a customer is not running LLDP on their network, they can disable it for all
phones by changing the XML Configuration file setting and rebooting the phones twice. If the XML Configuration
file setting is changed, the phone must reboot one time to get the new XML Configuration file, and a second
time to put the new setting into effect.

LLDP and XML Configuration file settings with the phone’s
front panel menu

1 If the user enables or disables LLDP with the front panel menu, this value is used.

2 If the user doesn't enable or disable LLDP with the front panel menu, the value from the XML Configuration file is
used.
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3 If there's no value in the XML Configuration file, LLDP is enabled.

This table summarizes the above rules:

Table 5.135 LLDP Configuration examples
Front Panel XML Configuration File
Value Value AL
"D" represents the default value of LLDP enabled
D 0 Disabled (XML Config File wins)
0 0 Disabled (Front Panel wins)
1 0 Enabled (Front Panel wins)
D 1 Enabled (XML Config File wins)
0 1 Disabled (Front Panel wins)
1 1 Enabled (Front Panel wins)

» This feature also allows the administrator to configure individual phones. For example, if some sites in
their network run LLDP and some do not.

» The phone automatically reboots if it sees a change in the LLDP setting.

» The other alternative is to delete the XML Config file setting. This, however, removes the ability to enable
or disable LLDP for all phones from a central location.

802.1X SETTINGS

To access 802.1X Authentication Settings
The 802.1X settings can be found within the Advanced Settings screen.

1 Press Menu\Admin Settings\Network Settings.

2 Select [10] Advanced Settings.

3 Select \4] 802.1X Settings.

4 To see if 802.1X is enable or disabled on the phone, select L1 802.1X Enable
The 802.1X Settings menu manages the following events:

Table 5.136 802.1X Settings Softkeys
Softkey Feature Description

(A] Move to previous menu item (does not show if the first
menu item is selected)

(v] Move to next menu item (does not show if the last menu
item is selected)

Exit Return to Network Settings menu

Select Move to highlighted menu item
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Table 5.137

802.1X Settings Acceptable User Actions/Keys

Acceptable User Actions/Keys

Description

this screen

The following section describes behavior on certain specific user actions/key events pertaining to

Digit key

Select corresponding menu ltem

4-way scroll BACK key (Redial key)

Return to Network Settings menu.

4-way scroll FORWARD key
(Directory key)

Select highlighted menu item

4-way scroll UP key
(Volume UP key)

Move to previous menu item

4-way scroll DOWN key (Volume
DOWN key)

Move to next menu item

ENTER key

Select the highlighted menu item

Table 5.138 802.1X Settings

menu items

Menu Items

Description

802.1X Enable

Access the settings to enable or disable 802.1X
authentication for the phone.

User Name View, enter or change the user name for 802.1X
authentication for the phone.
Password View, enter or change the password for 802.1X

authentication for the phone.

802.1X ENABLE

To enable or disable 802.1X Settings
1 Press Menu\Admin Settings\Network Settings.

2 Select [10] Advanced Settings.
3 Select L4 802.1X Settings.
4 Select Ll 802.1X Enable.

5 Select to (1 Disable or (2] Enable 802.1X authentication as needed, and press the OK Soft Key.

The 802.1X Settings Enable/Disable menu manages the following events:

Table 5.139 802.1X Settings Enable/Disable Softkeys
Softkey Feature Description
(A] Move to previous menu item (does not show if the first
menu item is selected)
(v] Move to next menu item (does not show if the last menu
item is selected)
Cancel Return to Network Settings menu
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Softkey Feature

Description

OK

Select the highlighted menu item

Table 5.140 802.1X Settings Enable/Disable Acceptable User Actions/Keys

Acceptable User Actions/Keys

Description

this screen

The following section describes behavior on certain specific user actions/key events pertaining to

Digit key

Select corresponding menu ltem

4-way scroll BACK key (Redial key)

Return to Network Settings menu.

4-way scroll FORWARD key
(Directory key)

Select highlighted menu item

4-way scroll UP key
(Volume UP key)

Move to previous menu item

4-way scroll DOWN key (Volume
DOWN key)

Move to next menu item

ENTER key

Select the highlighted menu item

Table 5.141 802.1X Settings Enable/Disable menu items

Menu Items Description
Disable Disable 802.1X authentication for the phone.
Enable Enable 802.1X authentication for the phone.

802.1X USER NAME

To enter the 802.1X User Name
1 Press Menu\Admin Settings\Network Settings.

2 Select [10] Advanced Settings.

3 Select 141 802.1X Settings.
4 Select (& User Name.

5 To verify or change the User Name, select L4l User Name. Verify or change the User Name as needed, and press the

OK Soft Key.

802.1X PASSWORD

To edit the 802.1X Password Setting
1 Press Menu\Admin Settings\Network Settings.

2 Select [10] Advanced Settings.
3 Select L4 802.1X Settings.
4 Select L3] Password.
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5 To change the 802.1X authentication password, select L3 Password. Change the password as needed, and press the
OK Soft Key.

The 802.1X User Name menu manages the following events:

Table 5.142 802.1X User Name Softkeys

Softkey Feature Description
Delete Deletes previously entered character
Cancel Discard changes and return to 802.1X Settings menu
OK Keep changes and return to 802.1X Settings menu

Table 5.143 802.1X User Name Acceptable User Actions/Keys

Acceptable User Actions/Keys Description

The following section describes behavior on certain specific user actions/key events pertaining to
this screen

Digit key Enter digits (alphanumeric values)

4-way scroll BACK key (Redial key) | Remain on existing screen move cursor key to left.

4-way scroll FORWARD key Remain on existing screen move cursor key to right.
(Directory key)
4-way scroll UP key No Operation

(Volume UP key)

4-way scroll DOWN key (Volume No Operation

DOWN key)

ENTER key Keep changes and return to 802.1X Settings settings
menu

* key Allows user to toggle between numeric, upper or lower

case entry options

The 802.1X Password menu manages the following events:

Table 5.144 802.1X Password Softkeys

Softkey Feature Description
Delete Deletes previously entered character
Cancel Discard changes and return to 802.1X Settings menu
OK Keep changes and return to 802.1X Settings menu

Table 5.145 802.1X Password Acceptable User Actions/Keys

Acceptable User Actions/Keys Description

The following section describes behavior on certain specific user actions/key events pertaining to
this screen
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Acceptable User Actions/Keys Description

Digit key Enter digits (alphanumeric values)

4-way scroll BACK key (Redial key) | Remain on existing screen move cursor key to left.

4-way scroll FORWARD key
(Directory key)

Remain on existing screen move cursor key to right.

4-way scroll UP key No Operation
(Volume UP key)

4-way scroll DOWN key (Volume No Operation

DOWN key)
ENTER key Keep changes and return to 802.1X Settings menu
* key Allows user to toggle between numeric, upper or lower

case entry options

RTCP-XR METRICS SETTINGS

To access RTCP-XR Metrics settings
1 Press Menu\Admin Settings\Network Settings.
2 Select [10] Advanced Settings.
3 Select (5] RTCP-XR Metrics.

Table 5.146 RTCP-XR Metrics softkeys

Softkey Feature Description
(4] Move to previous menu item (does not show if the first
menu item is selected)
(v] Move to next menu item (does not show if the last menu
item is selected)
Exit Return to Advanced Settings menu
Select Select highlighted menu item

Table 5.147 RTCP-XR Metrics acceptable user actions/keys

Acceptable User Actions/Keys Description

The following section describes behavior on certain specific user actions/key events pertaining to
this screen

Digit key

Select the corresponding menu item

4-way scroll BACK key (Redial key)

Return to Advanced Settings menu

4-way scroll FORWARD key
(Directory key)

Select highlighted menu item

4-way scroll UP key
(Volume UP key)

Move to previous menu item
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Acceptable User Actions/Keys Description
4-way scroll DOWN key (Volume Move to next menu item

DOWN key)

ENTER key Select highlighted menu item

Table 5.148 RTCP-XR Metrics menu items

Menu Items Description
Enable/Disable Enabled and disable RTCP-XR Metrics
Collector Address Specify a collector address (IP/FQDN)
Collector Port Specify the default collector port

METRICS REPORTING ENABLE/DISABLE

To access Metrics Reporting Enable/Disable settings
1 Press Menu\Admin Settings\Network Settings.
2 Select [19] Advanced Settings.
3 Select (5] RTCP-XR Metrics.
4 Select Ll Enable/Disable.

Table 5.149 Metrics Reporting Enable/Disable softkeys

Softkey Feature Description
(A] Move to previous menu item (does not show if the first
menu item is selected)
(v] Move to next menu item (does not show if the last menu
item is selected)
Cancel Return to RTCP-XR Metrics menu
OK Select highlighted menu item

Table 5.150 Metrics Reporting Enable/Disable acceptable user actions/keys

Acceptable User Actions/Keys Description

The following section describes behavior on certain specific user actions/key events pertaining to
this screen

Digit key Select the corresponding menu item

4-way scroll BACK key (Redial key) | Return to RTCP-XR Metrics menu

4-way scroll FORWARD key No operation.
(Directory key)
4-way scroll UP key Move to previous menu item

(Volume UP key)
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Acceptable User Actions/Keys

Description

4-way scroll DOWN key (Volume
DOWN key)

Move to next menu item

ENTER key

Select highlighted menu item

Table 5.151 Metrics Reporting Enable/Disable menu items

Menu Items Description
Enable Turn on RTCP-XR Metrics
Disable Turn off RTCP-XR Metrics

COLLECTOR ADDRESS IP ADDRESS FORMAT

To access Collector Address IP Address Format settings
1 Press Menu\Admin Settings\Network Settings.

2 Select [19] Advanced Settings.

3 Select [5] RTCP-XR Metrics.
4 Select Collector Address.

Note: If you do not see the above screen, your phone may be in FQDN mode for the Collector Address. Press
the IP/DN soft key to change to IP Address mode.

By default, the keypad is in numeric entry mode for this screen.

Table 5.152 Collector Address IP Address Format softkeys

Softkey Feature

Description

Delete Deletes previously entered character

IP/DN Toggle between IP Address and FQDN entry mode
Cancel Return to RTCP-XR Metrics menu

OK Select highlighted menu item

Table 5.153 Collector Address IP Address Format acceptable user actions/keys

Acceptable User Actions/Keys

Description

this screen

The following section describes behavior on certain specific user actions/key events pertaining to

Digit key

Enters the digit.

4-way scroll BACK key (Redial key)

Moves the input focus to the next field of the IP address.

4-way scroll FORWARD key
(Directory key)

Moves the input focus to the previous field of the IP
address.

ENTER key

Save the entry and return to the RTCP-XR Metrics menu
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COLLECTOR ADDRESS FQDN FORMAT

To access Collector Address FQDN Format settings
1 Press Menu\Admin Settings\Network Settings.
2 Select [10] Advanced Settings.
3 Select [5] RTCP-XR Metrics.
4 Select L2] Collector Address.

Note: If you do not see the above screen, your phone may be in IP Address mode for the Collector Address.
Press the IP/DN soft key to change to FQDN mode.

By default, the keypad is in uppercase character entry mode for this screen. Press * to toggle to other character
entry modes (lowercase and numeric).

Table 5.154 Collector Address FQDN Format softkeys

Softkey Feature Description
Delete Deletes previously entered character
IP/DN Toggle between IP Address and FQDN entry mode
Cancel Return to RTCP-XR Metrics menu
OK Select highlighted menu item

Table 5.155 Collector Address FQDN Format acceptable user actions/keys

Acceptable User Actions/Keys Description

The following section describes behavior on certain specific user actions/key events pertaining to
this screen

Digit key Enters the digit.

4-way scroll BACK key (Redial key) | Moves the cursor position to the left.

4-way scroll FORWARD key Moves the cursor position to the right.
(Directory key)
ENTER key Save the entry and return to the RTCP-XR Metrics menu

COLLECTOR PORT

To access Collector Port settings
1 Press Menu\Admin Settings\Network Settings.
2 Select [10] Advanced Settings.
3 Select (5] RTCP-XR Metrics.
4 Select 3] Collector Port.
The default port is 5060.
By default, the keypad is in numeric entry mode for this screen.
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Table 5.156 Collector Port softkeys

Softkey Feature

Description

Delete Deletes previously entered character
Cancel Return to RTCP-XR Metrics menu
OK Select highlighted menu item

Table 5.157 Collector Port acceptable user actions/keys

Acceptable User Actions/Keys

Description

this screen

The following section describes behavior on certain specific user actions/key events pertaining to

Digit key

Enters the digit.

4-way scroll BACK key (Redial key)

Moves the cursor position to the left.

4-way scroll FORWARD key
(Directory key)

Moves the cursor position to the right.

ENTER key

Save the entry and return to the RTCP-XR Metrics menu

SIP SETTINGS

CAUTION! LOCAL SETTINGS MADE THROUGH THE KEYPAD AND DISPLAY TAKE PRIORITY OVER

SETTINGS IN THE XML CONFIGURATION FILES ON THE BOOT SERVER. THIS MAY LEAD TO A
CONFLICT IF YOUR ORGANIZATION'S SYSTEM ADMINISTRATOR MAKES A CHANGE TO THE
XML CONFIGURATION ON THE BOOT SERVER AND THE SIP SETTINGS ON A PHONE HAVE
BEEN CHANGED LOCALLY.

To access SIP Settings
1 Press the Menu key.
2 Select |4/ Admin Settings.

3 Use the keypad and cursor key to enter the User Name and Password to access the Administration menu.

4 Press 2] SIP Settings.

The SIP Settings menu manages the following events:

Table 5.158 SIP Settings softkeys

Softkey Feature Description
(A] Move to previous menu item (does not show if the first
menu item is selected)
(v] Move to next menu item (does not show if the last menu
item is selected)
Exit Return to SIP Settings menu
Select Select highlighted menu item
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Table 5.159 SIP Settings acceptable user actions/keys

Acceptable User Actions/Keys

Description

this screen

The following section describes behavior on certain specific user actions/key events pertaining to

Digit key

Select the corresponding menu item

4-way scroll BACK key (Redial key)

Return to SIP Settings menu

4-way scroll FORWARD key
(Directory key)

Select highlighted menu item

4-way scroll UP key
(Volume UP key)

Move to previous menu item

4-way scroll DOWN key (Volume
DOWN key)

Move to next menu item

ENTER key

Select highlighted menu item

Table 5.160 SIP Settings menu items

Menu ltems

Description

Line 1

Invokes Line 1 menu

SIP Transport

Invokes SIP Transport menu

Register Expiry

Invokes Register Expiry menu

Message Waiting

Invokes Message Waiting menu

Subscription Expiry

Invokes Subscription Expiry menu

LINE 1 SETTINGS

Line 1 Settings configures the first “line”, or SIP registration, on the phone.

To access Line 1 settings

1 Press Menu\Admin Settings\SIP Settings.

2 Select Line 1.

The Line 1 menu manages the following events:

Table 5.161

Line 1 softkeys

Softkey Feature

Description

(A] Move to previous menu item (does not show if the first
menu item is selected)
(v] Move to next menu item (does not show if the last menu
item is selected)
Exit Return to SIP Settings menu
Select Select highlighted menu item
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Line 1 acceptable user actions/keys

Acceptable User Actions/Keys

Description

this screen

The following section describes behavior on certain specific user actions/key events pertaining to

Digit key

Select the corresponding menu item

4-way scroll BACK key (Redial key)

Return to SIP Settings menu

4-way scroll FORWARD key
(Directory key)

Select highlighted menu item

4-way scroll UP key
(Volume UP key)

Move to previous menu item

4-way scroll DOWN key (Volume
DOWN key)

Move to next menu item

ENTER key

Select highlighted menu item

Table 5.163 Line 1 menu items

Menu Items Description

Account Name Invokes Account Name menu

Display Name Invokes Display Name menu
Registrar Invokes SIP Registrar menu
Proxy Invokes Proxy menu

Authentication Invokes Authentication menu

ACCOUNT NAME

The account name specifies the phone’s SIP AOR. It must contain the user portion of the AOR. The account
name may contain the domain information. If the account name does not contain the domain name, then the
phone uses the SIP Registrar Address as the domain name.

Note: Perform a Data Clear of the Terminal Data (Menu\Admin Settings\Maintenance Settings\Data
Clear\Terminal Data) on the phone to restore the administrative settings on the phone. A Data Clear of the
Terminal data resets ALL administrative settings but does not delete any Personal Directory or Speed
Dial information that the user has entered on their phone.

To access Account Name settings
1 Press Menu\Admin Settings\SIP Settings\Line 1.
2 Select L] Account Name.

When you enter the Account Name menu, the keypad is in upper case character entry mode by default. The
user may toggle to lower case character entry and numeric entry modes by pressing the key.

The Account Name menu manages the following events:
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Table 5.164 Account Name softkeys
Softkey Feature Description
Delete Deletes previously entered character
Cancel Discard changes and return to the Line 1 menu
OK Keep changes and return to the Line 1 menu
Table 5.165 Account Name acceptable user actions/keys

Acceptable User Actions/Keys

Description

this screen

The following section describes behavior on certain specific user actions/key events pertaining to

Digit key

Enter digits (numeric only)

4-way scroll BACK key (Redial key)

Remain on existing screen, move cursor to left.

4-way scroll FORWARD key
(Directory key)

Remain on existing screen, move cursor to right.

4-way scroll UP key
(Volume UP key)

No Operation

4-way scroll DOWN key (Volume
DOWN key)

No Operation

ENTER key Keep changes and return to the Line 1 menu

* key Allows user to toggle between numeric, upper or lower
case entry options

# key Allows user to enter special characters such as “-”, “_”, “#",
@ etc.

Note: There are no relevant screens associated with Account Name settings.

DISPLAY NAME

The display name specifies the display name used in SIP signaling as well as the name displayed on the local
terminal.

Note: Perform a Data Clear of the Terminal Data (Menu\Admin Settings\Maintenance Settings\Data
Clear\Terminal Data) on the phone to restore the administrative settings on the phone. A Data Clear of the
Terminal data resets ALL administrative settings but does not delete any Personal Directory or Speed
Dial information that the user has entered on their phone.

To access Display Name settings
1 Press Menu\Admin Settings\SIP Settings\Line 1.
2 Select [2] Display Name.

When you enter the Display Name menu, the keypad is in upper case character entry mode by default. The
user may toggle to lower case character entry and numeric entry modes by pressing the “*” key.

The Display Name menu manages the following events:
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Table 5.166 Display Name softkeys

Softkey Feature

Description

Delete Deletes previously entered digit
Cancel Discard changes and return to the Line 1 menu
OK Keep changes and return to the Line 1 menu

Table 5.167 Display Name acceptable user actions/keys

Acceptable User Actions/Keys

Description

The following section describes behavior on certain specific user actions/key events pertaining to

this screen

Digit key

Enter digits (numeric only)

4-way scroll BACK key (Redial key)

Remain on existing screen, move cursor to left

4-way scroll FORWARD key
(Directory key)

Remain on existing screen, move cursor to right

4-way scroll UP key
(Volume UP key)

No Operation

4-way scroll DOWN key (Volume
DOWN key)

No Operation

ENTER key

Keep changes and return to the Line 1 menu

* key

Allows user to toggle between numeric, upper or lower
case entry options

Note: There are no relevant screens associated with Account Name settings.

REGISTRAR

To access the SIP Registrar settings
1 Press Menu\Admin Settings\SIP Settings\Line 1.

2 Select |3/ Registrar.

The SIP Registrar menu manages the following events:

Table 5.168 SIP Registrar softkeys

Softkey Feature

Description

(A] Move to previous menu item (does not show if the first
menu item is selected)

(v] Move to next menu item (does not show if the last menu
item is selected)

Exit Return to Line 1 Settings menu

Select Select highlighted menu item
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Table 5.169

SIP Registrar acceptable user actions/keys

Acceptable User Actions/Keys

Description

this screen

The following section describes behavior on certain specific user actions/key events pertaining to

Digit key

Select the corresponding menu item

4-way scroll BACK key (Redial key)

Return to Line 1 Settings menu

4-way scroll FORWARD key
(Directory key)

Select highlighted menu item

4-way scroll UP key
(Volume UP key)

Move to previous menu item

4-way scroll DOWN key (Volume
DOWN key)

Move to next menu item

ENTER key Select highlighted menu item
Table 5.170 SIP Registrar menu items
Menu Items Description
Server Address Invokes Server Address menu
Server Port Invokes Server Port menu

REGISTRAR ADDRESS

To access the Registrar Address settings
1 Press Menu\Admin Settings\SIP Settings\Line 1\Registrar.

2 Select Server Address.

When you enter the Server IP Address, the keypad is locked in numeric entry mode. The user cannot change
the mode. Pressing “*” or the BACK or FORWARD hard keys moves the input focus between the fields of the IP

address.

When you enter the Registrar FQDN Address menu, the keypad is in upper case character entry mode by

default. The user may toggle to lower case character entry and numeric entry modes by pressing the

The Registrar Address menus manage the following events:

Table 5.171

Registrar Address softkeys

E

key.

Softkey Feature

Description

Delete Deletes previously entered digit
IP/DN Toggle between the Registrar IP Address menu and the
Registrar IP/DN Address menu
Cancel Discard changes and return to the SIP Registrar menu
OK Keep changes and return to the SIP Registrar menu
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Acceptable User Actions/Keys

Description

The following section describes behavior on certain specific user actions/key events pertaining to

this screen

Digit key

Enter digits (numeric only)

If Registrar IP Address menu is selected, digits are
numeric only. If the Registrar FQDN Address menu

is selected, digits are alphanumeric.

4-way scroll BACK key (Redial key)

Remain on existing screen, move cursor to left.

4-way scroll FORWARD key
(Directory key)

Remain on existing screen, move cursor to right.

4-way scroll UP key
(Volume UP key)

No Operation

4-way scroll DOWN key (Volume
DOWN key)

No Operation

ENTER key Keep changes and return to the SIP Registrar menu

* key If the Registrar IP Address menu is selected, the * key
allows user to move to next field. If the Registrar FQDN
Address menu is selected, the * key allows user to toggle
between numeric, upper or lower case entry options

# key If the Registrar IP/DN Address menu is selected, this key

allows user to enter special characters such as “-”, “ 7, “#”,

“» @, efc.

Note: There are no relevant screens associated with Server Address settings.

SERVER PORT

The Server Port settings menu specifies where the port SIP messages will be sent. The default is 0, but the
administrator may change the default to anything in the range of 1024 to 65535.

Note: Perform a Data Clear of the Terminal Data (Menu\Admin Settings\Maintenance Settings\Data

Clear\Terminal Data) on the phone to restore the administrative settings on the phone. A Data Clear of the
Terminal data resets ALL administrative settings but does not delete any Personal Directory or Speed
Dial information that the user has entered on their phone.

To access Server settings

1 Press Menu\Admin Settings\IP Settings\Line 1\ Registrar.

2 Select Server Port.

When you enterg this screen, the keypad is locked in numeric entry mode. The user cannot change the mode.

The Server Port Settings menu manages the following events:

Table 5.173 Server Port softkeys

Softkey Feature

Description

Delete

Deletes previously entered digit

DT Series Administrator Guide - Core

5-129



_ PHONE LOCAL CONFIGURATION

Softkey Feature Description
Cancel Discard changes and return to SIP Registrar menu
OK Keep changes and return to SIP Registrar menu

Table 5.174 Server Port acceptable user actions/keys

Acceptable User Actions/Keys Description

The following section describes behavior on certain specific user actions/key events pertaining to
this screen

Digit key Enter digits (numeric only)

4-way scroll BACK key (Redial key) | Remain on existing screen. Move cursor to left

4-way scroll FORWARD key Remain on existing screen. Move cursor to right
(Directory key)
4-way scroll UP key No Operation

(Volume UP key)

4-way scroll DOWN key (Volume No Operation
DOWN key)

ENTER key Keep changes and return to SIP Registrar menu

Note: There are no relevant screens associated with SIP Registrar Port settings.

OUTBOUND PROXY MENU

The Outbound Proxy menus allow the user to configure an outbound proxy. The outbound proxy is an optional
SIP component that handles SIP signaling on behalf of the phone. If an outbound proxy is configured, the SIP
signaling is still addressed to the SIP server, but it is handled by the outbound proxy.

If no outbound proxy is configured, the phone sends SIP signaling directly to the SIP server.

Note: Perform a Data Clear of the Terminal Data (Menu\Admin Settings\Maintenance Settings\Data
Clear\Terminal Data) on the phone to restore the administrative settings on the phone. A Data Clear of the
Terminal data resets ALL administrative settings but does not delete any Personal Directory or Speed
Dial information that the user has entered on their phone.

To access the Outbound Proxy menu
1 Press Menu\Admin Settings\SIP Settings\Line 1.
2 Select |41 Outbound Proxy.
The Outbound Proxy menu manages the following events:

Table 5.175 Outbound Proxy softkeys

Softkey Feature Description
(A] Move to previous menu item
(v] Move to next menu item
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Softkey Feature

Description

Exit Return to Line 1 menu
Select Select highlighted menu item
Table 5.176 Outbound Proxy acceptable user actions/keys

Acceptable User Actions/Keys

Description

this screen

The following section describes behavior on certain specific user actions/key events pertaining to

Digit key

Select the corresponding menu item

4-way scroll BACK key (Redial key)

Return to Line 1 menu

4-way scroll FORWARD key
(Directory key)

Select highlighted menu item

4-way scroll UP key
(Volume UP key)

Move to previous menu item

4-way scroll DOWN key (Volume
DOWN key)

Move to next menu item

ENTER key Select highlighted menu item
Table 5.177 Outbound Proxy menu items
Menu Items Description
Server Address Invokes Server Address menu

Server Port

Invokes Server Port menu

OUTBOUND PROXY ADDRESS

To access the Outbound Proxy Address menu
1 Press Menu\Admin Settings\SIP Settings\Line 1\ Proxy.

2 Select Server Address.

When you enter the Outbound Proxy IP Address menu the keypad is locked in numeric entry mode. The user
cannot change the mode. Pressing “*” or the BACK or FORWARD hard keys moves the input focus between the

fields of the IP address.

When you enter the Proxy FQDN Address menu, the keypad is in upper case character entry mode by default.
The user may toggle to lower case character entry and numeric entry modes by pressing the “*” key.

Proxy IP Address and FQDN Address menus manage the following events:

Table 5.178

Outbound Proxy Address softkeys

Softkey Feature

Description

Delete

Deletes previously entered digit
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Softkey Feature Description
IP/DN Toggle between Proxy Server Address and Proxy IP/DN
Address menus
Cancel Discard changes and return to Outbound Proxy menu
OK Keep changes and return to Outbound Proxy menu

Table 5.179 Outbound Proxy Address acceptable user actions/keys

Acceptable User Actions/Keys Description

The following section describes behavior on certain specific user actions/key events pertaining to
this screen

Digit key Enter digits
If Proxy IP Address is selected, digits are numeric only. If
Proxy IP/DN Address is selected, digits are alphanumeric

4-way scroll BACK key (Redial key) | Remain on existing screen move cursor key to left

4-way scroll FORWARD key Remain on existing screen move cursor key to right
(Directory key)

4-way scroll UP key No Operation

(Volume UP key)

4-way scroll DOWN key (Volume No Operation

DOWN key)

ENTER key Keep changes and return to Outbound Proxy menu

* key If Proxy IP Address is selected, * key allows user to move

to next field. If Proxy IP/DN Address is selected * key
allows user to toggle between numeric, lower case and
upper case alphabets, or digit entry options

# key In Proxy IP/DN Address this key allows user to enter
special characters such as “-”, “ ", “#", “.”, “@”, etc.

Note: There are no relevant screens associated with Outbound Proxy IP Address and Outbound Proxy FQDN
Address menus.

PROXY SERVER PORT SETTINGS

The Server Port settings menu specifies where the port SIP messages will be sent when an Outbound Proxy is
configured. The default is 0, but the administrator may change the default to anything in the range 1024 to
65535.

When you enter this screen, the keypad is locked in numeric entry mode. The user cannot change the mode.

To access the Port settings
1 Press Menu\Admin Settings\SIP Settings\Line 1\Proxy.
2 Select L<] Server Port.
The Proxy Port Settings menu manages the following events:
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Table 5.180 Proxy Port Settings softkeys

Softkey Feature

Description

Delete Deletes previously entered digit

Cancel Discard changes and return to Outbound Proxy Settings
menu

OK Keep changes and return to Outbound Proxy Settings

menu

Table 5.181 Proxy Port Settings acceptable user actions/keys

Acceptable User Actions/Keys

Description

this screen

The following section describes behavior on certain specific user actions/key events pertaining to

Digit key

Enter digits (numeric only)

4-way scroll BACK key (Redial key)

Remain on existing screen. Move cursor key to left

4-way scroll FORWARD key
(Directory key)

Remain on existing screen. Move cursor key to right

4-way scroll UP key
(Volume UP key)

No Operation

4-way scroll DOWN key (Volume
DOWN key)

No Operation

ENTER key

Keep changes and return to Proxy Settings menu

Note: There are no relevant screens associated with Proxy Port settings.

AUTHENTICATION SETTINGS

To access Authentication settings
1 Press Menu\Admin Settings\SIP Settings\Line 1.

2 Select (5] Authentication.

The Authentication menu manages the following events:

Table 5.182 Authentication softkeys

Softkey Feature Description
(A] Move to previous menu item (does not show if the first
menu item is selected)
(v] Move to next menu item (does not show if the last menu
item is selected)
Exit Return to Line 1 menu
Select Select highlighted menu item
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Table 5.183 Authentication acceptable user actions/keys

Acceptable User Actions/Keys Description

The following section describes behavior on certain specific user actions/key events pertaining to
this screen

Digit key Select the corresponding menu item

4-way scroll BACK key (Redial key) | Return to Line 1 menu

4-way scroll FORWARD key Select highlighted menu item
(Directory key)

4-way scroll UP key Move to previous menu item
(Volume UP key)

4-way scroll DOWN key (Volume Move to next menu item
DOWN key)

ENTER key Select highlighted menu item

Table 5.184 Authentication menu items

Menu Items Description
User Name Invokes User Name menu
Password Invokes Password menu

USER NAME AND PASSWORD SETTINGS

Note: Perform a Data Clear of the Terminal Data (Menu\Admin Settings\Maintenance Settings\Data
Clear\Terminal Data) on the phone to restore the administrative settings on the phone. A Data Clear of the
Terminal data resets ALL administrative settings but does not delete any Personal Directory or Speed
Dial information that the user has entered on their phone.

To access User Name and Password settings
1 Press Menu\Admin Settings\SIP Settings\Line 1\Authentication.
2 Select [1] Username or [2] Password.

When you enter these screens, the keypad is in upper case character entry mode by default. The user may
toggle to lower case character entry and numeric entry modes by pressing the “*” key.

The characters entered on Password display menu are hidden by “*” characters. The user name and password
are both case sensitive.

User Name and Password menus manage the following events:

Table 5.185 User Name and Password softkeys

Softkey Feature Description
Delete Deletes previously entered character
Cancel Discard changes and return to the Authentication menu
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Softkey Feature

Description

OK

Keep changes and return to the Authentication menu

Table 5.186 User Name and

Password acceptable user actions/keys

Acceptable User Actions/Keys

Description

The following section describes behavior on certain specific user actions/key events pertaining to

this screen

Digit key

Save Digits/Characters

4-way scroll BACK key (Redial key)

Remain on existing screen. Move cursor key to left.

4-way scroll FORWARD key
(Directory key)

Remain on existing screen. Move cursor key to right.

4-way scroll UP key
(Volume UP key)

No Operation

4-way scroll DOWN key (Volume
DOWN key)

No Operation

ENTER key

Keep changes and return to Authentication menu

Note: There are no menu item screens associated with User Name and Password settings.

SIP TRANSPORT SETTINGS

Note: Perform a Data Clear of the Terminal Data (Menu\Admin Settings\Maintenance Settings\Data

Clear\Terminal Data) on the phone to restore the administrative settings on the phone. A Data Clear of the
Terminal data resets ALL administrative settings but does not delete any Personal Directory or Speed
Dial information that the user has entered on their phone.

To access SIP Transport settings
1 Press Menu\Admin Settings\SIP Settings.

2 Select [2] sIP Transport.

The SIP Transport menu manages the following events:

Table 5.187 SIP Transport softkeys

Softkey Feature

Description

(A] Move to previous menu item (does not show if the first
menu item is selected)

(v] Move to next menu item (does not show if the last menu
item is selected)

Cancel Discard changes and return to SIP Settings menu

OK Keep changes and return to SIP Settings menu
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Table 5.188 SIP Transport acceptable user actions/keys

Acceptable User Actions/Keys Description

The following section describes behavior on certain specific user actions/key events pertaining to
this screen

Digit key Select the corresponding menu item

4-way scroll BACK key (Redial key) | Discard changes and return to SIP Settings menu

4-way scroll FORWARD key No Operation

(Directory key)

4-way scroll UP key Move to previous menu item

(Volume UP key)

4-way scroll DOWN key (Volume Move to next menu item

DOWN key)

ENTER key Keep changes and return to SIP Settings menu

Table 5.189 SIP Transport menu items

Menu Items Description
UDP Select only UDP as the transport for SIP signaling
TCP Select only TCP as the transport for SIP signaling
DNS NAPTR Use e}.DNS NAPTR lookup to select the transport for SIP
signaling

Each NAPTR records map between sets of URNs, URLs
and plain domain names and suggest to clients what
protocol should be used to talk to the mapped resource.

TLS Select only TLS as the transport for SIP signaling

REGISTER EXPIRY SETTINGS
This sets the default SIP registration expiration time, in seconds, for incoming and outgoing registrations.

Note: Perform a Data Clear of the Terminal Data (Menu\Admin Settings\Maintenance Settings\Data
Clear\Terminal Data) on the phone to restore the administrative settings on the phone. A Data Clear of the
Terminal data resets ALL administrative settings but does not delete any Personal Directory or Speed
Dial information that the user has entered on their phone.

To access Register Expiry settings
1 Press Menu\Admin Settings\SIP Settings.
2 Select | 3] Register Expiry.

When you enter this screen, the keypad is locked in numeric entry mode. The user cannot change the mode.
The Register Expiry menu manages the following events:
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Table 5.190 Register Expiry softkeys

Softkey Feature

Description

Delete Deletes previously entered digit
Cancel Discard changes and return to the SIP Settings menu
OK Keep changes and return to the SIP Settings menu

Table 5.191 Register Expiry acceptable user actions/keys

Acceptable User Actions/Keys

Description

The following section describes behavior on certain specific user actions/key events pertaining to

this screen

Digit key

Enter digits (numeric only)

4-way scroll BACK key (Redial key)

Remain on existing screen move cursor to left

4-way scroll FORWARD key
(Directory key)

Remain on existing screen move cursor to right

4-way scroll UP key
(Volume UP key)

No Operation

4-way scroll DOWN key (Volume
DOWN key)

No Operation

ENTER key

Keep changes and return to SIP Settings menu

Note: There are no relevant screens associated with Register Expiry Settings.

MESSAGE WAITING SETTINGS

Note: Perform a Data Clear of the Terminal Data (Menu\Admin Settings\Maintenance Settings\Data

Clear\Terminal Data) on the phone to restore the administrative settings on the phone. A Data Clear of the
Terminal data resets ALL administrative settings but does not delete any Personal Directory or Speed
Dial information that the user has entered on their phone.

To access Message Waiting settings
1 Press Menu\Admin Settings\SIP Settings.

2 Select |4/ Message Waiting.

The Message Waiting menu manages the following events:

Table 5.192 Message Waiting softkeys

Softkey Feature

Description

(A] Move to previous menu item (does not show if the first
menu item is selected)
(v] Move to next menu item (does not show if the last menu

item is selected)
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Softkey Feature Description
Cancel Discard changes and return to SIP Settings menu
OK Keep changes and return to SIP Settings menu

Table 5.193 Message Waiting acceptable user actions/keys

Acceptable User Actions/Keys Description

The following section describes behavior on certain specific user actions/key events pertaining to
this screen

Digit key Select the corresponding menu item

4-way scroll BACK key (Redial key) | Discard changes and return to SIP Settings menu

4-way scroll FORWARD key No Operation

(Directory key)

4-way scroll UP key Move to previous menu item

(Volume UP key)

4-way scroll DOWN key (Volume Move to next menu item

DOWN key)

ENTER key Keep changes and return to SIP Settings menu

Table 5.194 Message Waiting menu items

Menu Items Description

Disable Disable Message Waiting support (phone does not
SUBSCRIBE for Message Waiting Indication)

Enable Enable Message Waiting support

SUBSCRIPTION EXPIRY SETTINGS

To access Subscription Expiry settings

1 Press Menu\Admin Settings\SIP Settings.

2 Select [2] Subscription Expiry.
When entering this screen, the keypad is locked in numeric entry mode. You cannot change the mode.
The Subscription Expiry menu manages the following events:

Table 5.195 Subscription Entry softkeys

Soft Key Features: Explanation
Delete Deletes previously entered digit
Cancel Discard changes and return to SIP Settings screen
OK Keep changes and return to SIP Settings screen
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Subscription Expiry Acceptable user action / Keys:

Table 5.196 Message Waiting acceptable user actions/keys

Acceptable User Actions/Keys

Description

this screen

The following section describes behavior on certain specific user actions/key events pertaining to

Digit key

Enter digits (numeric only)

4-way scroll BACK key (Redial key)

Remain on existing screen move cursor to left.

4-way scroll FORWARD key
(Directory key)

Remain on existing screen move cursor to right.

4-way scroll UP key
(Volume UP key)

No Operation

4-way scroll DOWN key (Volume
DOWN key)

No Operation

ENTER key

Keep changes and return to SIP Settings menu

MAINTENANCE SETTINGS

To access Maintenance settings

1 Press the Menu key.
2 Select |4/ Admin Settings.

3 Use the keypad and cursor key to enter the User Name and Password to access the Administration menu.
4 Select |3/ Maintenance Settings.

The Maintenance Settings menu manages the following events:

Table 5.197 Maintenance softkeys

Softkey Feature

Description

(A] Move to previous menu item (does not show if the first
menu item is selected)

(v] Move to next menu item (does not show if the last menu
item is selected)

Exit Return to Admin Settings menu

Select Select highlighted menu item

Table 5.198 Maintenance acceptable user actions/keys

Acceptable User Actions/Keys

Description

The following section describes behavior on certain specific user actions/key events pertaining to

this screen

Digit key

Select corresponding menu item
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Acceptable User Actions/Keys Description

4-way scroll BACK key (Redial key) | Return to Admin Settings menu

4-way scroll FORWARD key Select highlighted menu item
(Directory key)

4-way scroll UP key Move to previous menu item
(Volume UP key)

4-way scroll DOWN key (Volume Move to next menu item
DOWN key)

ENTER key Select highlighted menu item

Table 5.199 Maintenance menu items

Menu Items Description
Reboot Phone Invokes Reboot Phone menu
Data Clear Invokes Data Clear menu
Key Kit Invokes Key Kit menu (DT700 and DT730G series

phones only)

Side 2 Connector Mode Side 2 Connector Mode: Invokes Side 2 Connector Mode
OR menu for supported DT700 and DT730G series phones.
EHS Headset EHS Headset: Invokes the wired EHS headset menu for

DT820 series phones.

REBOOT PHONE SETTINGS

To access Reboot Phone settings

Note: Any devices connected to the phone’s PC port will momentarily disconnect from the network when the
phone is rebooted.

1 Press Menu\Admin Settings\Maintenance Settings.
2 Select L1/ Reboot Phone.
The Reboot Phone menu manages the following events:

Table 5.200 Reboot Phone softkeys

Softkey Feature Description
Cancel Return to Maintenance Settings menu
OK Perform rebooting of the phone

Table 5.201 Reboot Phone acceptable user actions/keys

Acceptable User Actions/Keys Description

The following section describes behavior on certain specific user actions/key events pertaining to
this screen
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Acceptable User Actions/Keys

Description

Digit key

No Operation

4-way scroll BACK key (Redial key)

Return to Maintenance Settings menu

4-way scroll FORWARD key
(Directory key)

No Operation

4-way scroll UP key
(Volume UP key)

No Operation

4-way scroll DOWN key (Volume
DOWN key)

No Operation

ENTER key

Perform hard reset of the phone without saving any
changes; any active calls on the phone are lost.

Note: There are no menu item screens associated with Reboot Phone settings.

After you press the OK soft key, a screen displays while your phone starts to reboot.

DATA CLEAR

The following menus are used to delete configuration information from the phone Flash memory.

Selecting “Personal Data” restores all user settings to their default value, and the Call History dt-<MAC>-
history.cfg and Personal Directory dt-<MAC>-directory.cfg file are cleared from Flash memory.

Selecting “Terminal Data” restores all administrative settings to their default values.

Selecting “Factory Defaults” restores all administrative and user settings to their default values and erases the

Call History dt-<MAC>-history.cfg and Personal Directory dt-<MAC>-directory.cfg file from Flash memory.

To access the Data Clear settings
1 Press Menu\Admin Settings\Maintenance Settings.

2 Select [2] Data Clear.

The Data Clear menu manages the following events:

Table 5.202 Data Clear softkeys

Softkey Feature Description
(A] Move to previous menu item (does not show if the first
menu item is selected)
(v] Move to next menu item (does not show if the last menu
item is selected)
Exit Return to Maintenance Settings menu
Select Select highlighted menu item
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Table 5.203 Data Clear acceptable user actions/keys

Acceptable User Actions/Keys Description

The following section describes behavior on certain specific user actions/key events pertaining to
this screen

Digit key Select the corresponding menu item

4-way scroll BACK key (Redial key) | Return to Maintenance Settings menu

4-way scroll FORWARD key Select highlighted menu item
(Directory key)

4-way scroll UP key Move to previous menu item
(Volume UP key)

4-way scroll DOWN key (Volume Move to next menu item
DOWN key)

ENTER key Select highlighted menu item

Table 5.204 Data Clear menu items

Menu Items Description
Factory Defaults Invokes Confirm Factory Defaults menu
Terminal Data Invokes Confirm Clear Terminal Data menu
Personal Data Invokes Confirm Clear Personal Data menu

CONFIRM DATA CLEAR MENUS

To access the Data Clear Confirm menus

1 Press Menu\Admin Settings\Maintenance Settings\Data Clear.

2 Select 1] Factory Defaults, £/ Terminal Data, or L3/ Personal Data.
After you press the OK soft key, a screen displays while your phone resets to factory defaults.
After you press the OK soft key, a screen displays while your phone clears all the terminal data.
After you press the OK soft key, a screen displays while your phone clears all personal data.
The Confirmation menus manage the following events:

Table 5.205 Data Clear Confirmation softkeys

Softkey Feature Description

Cancel Discard changes and return to Data Clear menu

5-142 DT Series Administrator Guide - Core



PHONE LOCAL CONFIGURATION -

Softkey Feature Description

OK » For Factory Defaults menu: Deletes all files in /tffs/Sys-
tem/Config/XMLConfig. This clears all local user and
administrative settings and deletes the personal direc-
tory and all configuration files downloaded from the boot
server, then the phone reboots.

¢ For Terminal Data menu: Clears all local administrative
settings, then the phone reboots.

¢ For Personal Data menu: Clears all local user settings,
deletes the Personal Directory, then the phone reboots.

Table 5.206 Data Clear Confirmation acceptable user actions/keys

Acceptable User Actions/Keys Description

The following section describes behavior on certain specific user actions/key events pertaining to
this screen

Digit key No Operation

4-way scroll BACK key (Redial key) | Discard changes and return to Data Clear menu

4-way scroll FORWARD key No Operation
(Directory key)
4-way scroll UP key No Operation

(Volume UP key)

4-way scroll DOWN key (Volume No Operation
DOWN key)

ENTER key ¢ For Factory Defaults menu: Deletes all files in /tffs/Sys-
tem/Config/XMLConfig. This clears all local user and
administrative settings and deletes the personal direc-
tory and all configuration files downloaded from the boot
server, then the phone reboots.

¢ For Terminal Data menu: Clears all local administrative
settings, then the phone reboots.

¢ For Personal Data menu: Clears all local user settings,
deletes the Personal Directory, then the phone reboots.

Note: There are no menu items associated with Confirm Menu settings.

Restore Factory Defaults on DT710 ITL-2E Phones

DT710 ITL-2E phones do not have any menus to perform a Personal Data restore or Terminal Data restore, but
you can restore to factory defaults manually from the phoneset device. This restores all administrative and user
settings to their default values and erases the Personal Directory dt-<MAC>-directory.cfg file from Flash
memory.

1 Power off the phone.
If your phone has a power supply to an outlet, unplug the phone from the outlet.
If your phone has a PoE connection, unplug the network cable.
2 Delete the dt-<MAC>-local.cfg file for the phone (if present) off the boot server.
3 Power on the phone.
If your phone has a power supply to an outlet, plug the power supply back into the outlet.
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If your phone has a PoE connection, plug the network cable back into the phone.
4 When the Feature key starts flashing, press the # key on the keypad.

The Feature key flashes for five seconds. If you do not press the # key in this timeframe and it stops flashing,
restart this procedure at Step 1.

5 When the factory reset begins, all LEDs (Speaker, Feature, Conf, Answer, Mic and the two line keys) will flash.
6 When the factory reset completes, the phone reboots.

Any devices connected to the PC port of the phone will momentarily disconnect from the network when the
phone is rebooted.

DT700 SERIES KEY MODULES AND KEY KITS

The phone may be equipped with several different modules containing keys: the Key Kit, the Internal Key
Module and the optional Programmable Key Module. The figure below illustrates these modules.

This module is specific to the DT700 Series phones only.

Figure 5.11 ITL-24D Phone with Key Kit
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. Internal Key Module
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The Key Kit refers to the numeric keypad and other hard keys.

The Internal Key Module refers to the internally connected module that contains the line key and programmable
keys. The Internal Key Type displays the number of Programmable Keys the Internal Key Module is equipped to
use. Additional programmable keys may be added by upgrading the Internal Key Module. The Internal Key

screens are also used to configure the number of programmable keys when the Internal Key Module is
upgraded.

The following table describes different phone models, their supported Key Kit types and Internal Key Module
configurations.
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Table 5.207 Supported Key Kit types
Supported Internal Key Modules
Model Name Commercial Name | Key Kit Type
Factory Installed Upgrade Part Options
DT710 ITL-2E IP Economy Kit 10 e Line 2 N/A
DT710 ITL-6DE IP Economy Kit 2 * Line 6 N/A
DT730 ITL-8LD IP Value Kit 2 e Line 8 N/A
DT730 ITL-12D IP Value Kit 2 * Line 12 Line 24
DT730 ITL-24D IP Value Kit 2 * Line 24 N/A
DT730 ITL-32D IP Value Kit 2 * Line 24 N/A
DT730G ITL-12CG IP Value Kit 2 * Line 12 Line 24
DT730G ITL-24CG IP Value Kit 2 e Line 24 N/A
DT730G ITL-12DG IP Value Kit 2 e Line 12 Line 24
DT730G ITL-24DG IP Value Kit 2 e Line 24 N/A

OPTIONAL PROGRAMMABLE KEY MODULE
Additional Programmable Keys may also be added by installing the optional Programmable Key Module on
DT700 series phones. 32 Line phones come with the key kit already attached.

The following table lists the Programmable Key Modules that are supported by the series of phones:

Product Name Model P&%%r:;: rgss:fo}:;y Module
DT710 ITL-2E No N/A
ITL-6DE No N/A
DT730 ITL-8LD No N/A
ITL-12D Yes 8LK modules ~
ITL-24D Yes 8LK modules
ITL-32D Factory Installed 8LK-L
DT730G ITL-12CG Yes 8LK modules ™
ITL-24CG Yes 8LK-L
ITL-12DG Yes 8LK modules "
ITL-24DG Yes 8LK-L

*.Supported 8LK modules for supported 12 and 24 line phones should be configured for the MaxLines
value of 32 Line, even for 12 line phones, since key line numbers for the modules use numbers 25 to 32.

Contact your NEC representative for more information on supported 8LK models for your region.
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8 Key Module Numbering

Key numbering for the 8 key module always uses key numbers 25 through 32, no matter how many keys are on
the original phone. If the 8 key module is installed on a 12 line phone, there is a gap in the numbering of the
Speed Dial keys (key numbers 2 to 12 on the phone, key numbers 25 to 32 on the 8 key module). This also

means the 12 line phone must be configured for a MaxLines value of 32 Line.

The phone is initially configured at the factory, but it may be upgraded in the field. For example, the 8LK-L can
be added to the ITL-24D model to upgrade it to be an ITL-32D.

KEY KIT SETTINGS

To access Key Kit Settings

1 Press Menu\Admin Settings\Maintenance Settings.

2 Select L3/ Key Kit.

The Key Kit menu manages the following events:

Table 5.208 Key Kit softkeys
Softkey Feature Description
(A] Move to previous menu item (does not show if the first
menu item is selected)
(v] Move to next menu item (does not show if the last menu
item is selected)
Exit Return to the Maintenance menu
MaxLines Select highlighted Menu item and move to the Internal
Key Type screen.
Table 5.209 Key Kit acceptable user actions/keys

Acceptable User Actions/Keys

Description

this screen

The following section describes behavior on certain specific user actions/key events pertaining to

Digit key

Select the corresponding menu item

4-way scroll BACK key (Redial key)

Return to Maintenance Top Menu Settings

4-way scroll FORWARD key
(Directory key)

No Operation

4-way scroll UP key
(Volume UP key)

Move to previous menu item

4-way scroll DOWN key (Volume
DOWN key)

Move to next menu item

ENTER key

Select highlighted menu item and move to the Internal Key
Type screen.
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Table 5.210 Key Kit menu items

Menu Items: Description
Economy (Kit 2) Opens the Economy Key Kit options (ITL-2LD, ITL-6DE).
Value (Kit 2) Opens the Value Key Kit options (ITL-8LD, ITL-12D, ITL-24D,
ITL-32D).

To access Internal Key Type

1 Press Menu\Admin Settings\Maintenance Settings.

2 Select L3/ Key Kit.

3 Select your Key Kit type and press the MaxLines soft key.

4 Select the appropriate Internal Key type and press the OK soft key.

The Internal Key Type screen manages the following events:

Table 5.211 Internal Key Type softkeys

Softkey Feature Description
[Z] Move to previous menu item
(v] Move to next menu item
Cancel Discard changes and return to Key Kit Type menu
OK Keep changes and return to the Maintenance menu
Table 5.212 Internal Key Type acceptable user actions/keys

Acceptable User Actions/Keys

Description

this screen

The following section describes behavior on certain specific user actions/key events pertaining to

Digit key

Select the corresponding menu item

4-way scroll BACK key (Redial key)

Discard changes and return to Key Kit Type menu

4-way scroll FORWARD key
(Directory key)

Keep changes and return to Key Kit Type menu

4-way scroll UP key
(Volume UP key)

Move to previous menu item

4-way scroll DOWN key (Volume
DOWN key)

Move to next menu item

ENTER key

Keep changes and return to Key Kit Type menu
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Table 5.213 Internal Key Type menu items
Menu Items: Description
Line 2 Selects the 2 button Internal Programmable Key Module
Line 6 Selects the 6 button Internal Programmable Key Module
Line 8 Selects the 8 button Internal Programmable Key Module
Line 12 Selects the 12 button Internal Programmable Key Module
Line 24 Selects the 24 button Internal Programmable Key Module
Line 32 Selects the 32 button Internal Programmable Key Module

Note: This option is also used if adding a 8 key module to
a 12 line or 24 line phone.

CONFIGURING THE ITL-32D PHONE (DT700)

A 32 line phone (the ITL-32D) is comprised of a 24 line phone (the ITL-24D), with an 8LK-L Expansion Key
Module attached to it. It may be assembled at the factory as a 32 line phone, or a customer can assemble the
phone with the Expansion Key Module.

When the phone is converted from the factory default setting to the most recent firmware, and added to the 3C
system it may continue to register as a 24 line phone. The phone appears in the 3C Administrator application
(<SIP Phone> Station Properties\Network tab) as a 24 line phone.

In order for the phone to register correctly, the phone must be locally enabled as a 32 line phone.

To configure a DT700 ITL-12F or ITL-24D phone to an ITL-32D phone - 3C system
1 Press Menu\Admin Settings\Maintenance Settings.
2 Select L3/ Key Kit.
3 Press Next.

4 Select 32 Line and press OK.

5 To verify that the phone is registered correctly,
go to the Station Properties\Network tab for the recently-added DT phone.

The phone now appears as a 32 line phone in the Network tab.
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Properties for Station DT730 Value 32 Key with Display >
General Metwork User Rights UCM  Settings

Hub Settings

Hub Name | NEC-VST_BULLS_1551730 |
Hub Description | |
Hub Mumber | 6 Device Address | MEC-VST_BULLS_1551730 |
Device Type | SIF Endpoint - NEC |
Last Restart Time | |
Last Check In Time | 6/17/2020 2:36:22 PM |

SIDE 2 CONNECTOR MODE

Not all phones have access to Side 2 Connector mode options. Also, different models of phones may have

different levels of support for the available options.

Table 5.214 Side 2 Connector Support by phone model

Phone Model DCL-60 Console Support Jabra Headset Support

DT710 ITL-2E-1 Not Available Not Available
ITL-6DE Not Available Not Available

DT730 ITL-12D Yes Yes
ITL-24D Yes Yes
ITL-32D Yes Yes
ITL-8LD Yes Yes

DT730G ITL-12CG Yes Yes
ITL-24CG Yes Yes
ITL-12DG Yes Yes
ITL-24DG Yes Yes

To access the Side 2 Connector Mode options
1 Press Menu\Admin Settings\Maintenance Settings.
2 Select [4] Side 2 Connector Mode.
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The Side 2 Connector Mode menu manages the following events:

Table 5.215 Side 2 Connector softkeys

Softkey Feature Description
(A] Move to previous menu item (does not show if the first
menu item is selected)
(v] Move to next menu item (does not show if the last menu
item is selected)
Cancel Return to the Maintenance menu
OK Select highlighted Menu item and move to next menu,

depending on the selection.

Table 5.216 Side 2 Connector acceptable user actions/keys

Acceptable User Actions/Keys Description

The following section describes behavior on certain specific user actions/key events pertaining to
this screen

Digit key Select the corresponding menu item

4-way scroll BACK key (Redial key) | Return to Maintenance Top Menu Settings

4-way scroll FORWARD key No Operation

(Directory key)

4-way scroll UP key Move to previous menu item

(Volume UP key)

4-way scroll DOWN key (Volume Move to next menu item

DOWN key)

ENTER key Select highlighted menu item and move to Line Key

menus, depending on the Kit selection

Table 5.217 Side 2 Connector menu items

Menu Items Description
Debug Console Not supported.
DCL-60 Default. Selects the DCL-60 Line Key Module mode for the Side 2
connector.
Jabra Headset Kit Selects the Jabra Headset Kit mode for the Side 2 connector

Enable a single phone for a DCL-60 console at the phoneset device
1 Select Maintenance.
2 Select [4] Side 2 Connector Mode.
3 Select [2] DCL-60
4 Press the OK softkey.
5 Press the Exit softkey.
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6 Press the Yes softkey to restart the phone.

Note: You must restart the phone to fully enable the Side 2 connector mode.

Enable all phones for a DCL-60 console using the XML configuration file

Note: If there are phones with Jabra headsets on your network, changing the configuration file will disable the
headsets for those phones. You will need to enable the connector for the Jabra headset kit at each
phoneset device with a Jabra headset if you change the setting in the master configuration file.

1 Open the default master configuration file: dt-000000000000.cfg
2 Edit the configuration file so the value for the mntn.dcl.option is “1” to support the DCL-60 console.

Table 5.218 Side 2 connector Operation Modes

XML Tag Range Description
mntn.dcl.option | 0 — Debug Console Not supported.
1-DCL-60 Default. Selects the DCL-60 Line Key Module mode for the Side

2 connector.

2 - Jabra Headset Kit Selects the Jabra Headset Kit mode for the Side 2 connector

3 Restart all phones on the network to fully activate the Side 2 connector for the DCL-60. The Side 2 connector on all
phones in your network will be enabled for the DCL-60.

Enable a single phone for a Jabra Bluetooth® headset
at the phoneset device

1 Select Maintenance.

2 Select [4] Side 2 Connector Mode.

3 Select |3/ Jabra Headset Kit.

4 Press the OK softkey.

5 Press the Exit softkey.

6 Press the Yes softkey to restart the phone.

Note: You must restart the phone to fully enable the Side 2 connector mode.

Enable all phones for a Jabra Bluetooth® headset using the XML configuration file

Note: If there are phones with DCL-60 Line Key Modules on your network, changing the configuration file will
disable the line key modules for those phones. You will need to enable the connector for the DCL-60 Line
Key Module at each phoneset device with a line key module if you change the setting in the master
configuration file.

1 Open the default master configuration file:
dt-000000000000.cfg

2 Edit the configuration file so the value for the mntn.dcl.option is “2” to support the Jabra Headset Kit.
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Table 5.219 Side 2 connector Operation Modes

XML Tag Range Description
mntn.dcl.option | 0 - Debug Not supported.
Console
1 - DCL-60 Default. Selects the DCL-

60 Line Key Module
mode for the Side 2

connector.
2 - Jabra Selects the Jabra
Headset Kit Headset Kit mode for the

Side 2 connector

3 Restart all phones on the network to fully activate the Side 2 connector for the Jabra Headset Kit. The Side 2
connector on all phones in your network will be enabled for the Jabra Headset Kit.

EHS HEADSET
Note: This option is only available on DT820 and the DT900/DT900S phone models.
This setting lets you enable the EHS through the wired headset jack. By default, this is enabled.

To access the EHS Headset options
1 Press Menu\Admin Settings\Maintenance Settings.
2 Select [4] EHS Headset

The menu manages the following events:

Table 5.220 EHS Headset softkeys

Softkey Feature Description
(A] Move to previous menu item (does not show if the first
menu item is selected)
(v] Move to next menu item (does not show if the last menu
item is selected)
Cancel Return to the Maintenance menu
OK Select highlighted Menu item and move to next menu,

depending on the selection.

Table 5.221 EHS Headset acceptable user actions/keys

Acceptable User Actions/Keys Description

The following section describes behavior on certain specific user actions/key events pertaining to
this screen

Digit key Select the corresponding menu item

4-way scroll BACK key (Redial key) | Return to Maintenance Top Menu Settings
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Acceptable User Actions/Keys

Description

4-way scroll FORWARD key
(Directory key)

No Operation

4-way scroll UP key
(Volume UP key)

Move to previous menu item

4-way scroll DOWN key (Volume
DOWN key)

Move to next menu item

ENTER key

Select highlighted menu item and move to Line Key
menus, depending on the Kit selection

Table 5.222 EHS Headset menu items

Menu Items Description
Enable Enables the EHS features via the wired headset jack on the phone.
Disable Disables the EHS features via the wired headset jack on the phone.

SECURITY SETTINGS

Note: Access to the Security settings applies to the DT700, DT820, and DT900 phone models. The menu may
vary, depending on the phone mode.

To access Security settings

1 Press the Menu key.
2 Select |4/ Admin Settings.

3 Use the keypad and cursor key to enter the User Name and Password to access the Administration menu.

4 Select |4/ Security.

The Security Settings menu manages the following events:

Table 5.223 Security Settings softkeys

Softkey Feature

Description

(A] Move to previous menu item (does not show if the first
menu item is selected)

(v] Move to next menu item (does not show if the last menu
item is selected)

Exit Return to Admin Settings menu

Select Select highlighted menu item
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Table 5.224

Security Settings acceptable user actions/keys

Acceptable User Actions/Keys

Description

this screen

The following section describes behavior on certain specific user actions/key events pertaining to

Digit key

Select the corresponding menu item

4-way scroll BACK key (Redial key)

Return to Admin Settings menu

4-way scroll FORWARD key
(Directory key)

Select highlighted menu item

4-way scroll UP key
(Volume UP key)

Move to previous menu item

4-way scroll DOWN key (Volume
DOWN key)

Move to next menu item

ENTER key Select highlighted menu item
Table 5.225 Security Settings menu items
Menu Items Description
Telnet Invokes Telnet menu

Admin Password Invokes Admin Password menu

uSB Invokes the USB menu (DT730G phones only)

TELNET
Note: This option is only available to the DT700 and DT820 phone models.

When telnet is enabled, the system administrator can connect to the phone with a telnet client to see debug
information.

Note: Perform a Data Clear of the Terminal Data (Menu\Admin Settings\Maintenance Settings\Data
Clear\Terminal Data) on the phone to restore the administrative settings on the phone. A Data Clear of the
Terminal data resets ALL administrative settings but does not delete any Personal Directory or Speed
Dial information that the user has entered on their phone.

To access Telnet settings on the DT700 and DT820 phone
1 Press Menu\Admin Settings\Security.
2 Select 1] Telnet.

Note: The DT900 does not have a Telnet setting.

The Telnet menu manages the following events:

Table 5.226 Telnet softkeys
Softkey Feature Description
(A] Move to previous menu item (does not show if the first
menu item is selected)
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Softkey Feature Description
(v] Move to next menu item (does not show if the last menu
item is selected)
Cancel Return to Security menu
OK Save data and return to Security menu

Table 5.227 Telnet acceptable user actions/keys

Acceptable User Actions/Keys Description

The following section describes behavior on certain specific user actions/key events pertaining to
this screen

Digit key Select corresponding menu ltem

4-way scroll BACK key (Redial key) | Return to Security menu

4-way scroll FORWARD key No Operation

(Directory key)

4-way scroll UP key Move to previous item

(Volume UP key)

4-way scroll DOWN key (Volume Move to next item

DOWN key)

ENTER key Save data and return to Security menu

Table 5.228 Telnet menu items

Menu Items Description
Disable Disables the Telnet server
Enable Enables the Telnet server

ADMIN PASSWORD SETTINGS
Note: This option is only available to the DT700 and DT820 phone models.

Note: Perform a Data Clear of the Terminal Data (Menu\Admin Settings\Maintenance Settings\Data
Clear\Terminal Data) on the phone to restore the administrative settings on the phone. A Data Clear of the
Terminal data resets ALL administrative settings but does not delete any Personal Directory or Speed
Dial information that the user has entered on their phone.

To access Admin Password settings

When you enter Admin Password menu, the keypad is locked in numeric entry mode. The user cannot change
the mode.

The characters that are entered are hidden by “*” characters.

The password is case sensitive. The password may be any combination of one to 32 numeric characters.
1 Press Menu\Admin Settings\Security.
2 Select [2] Admin Password.
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Note: The DT900 follows a different menu:
1) Press Menu\Admin Settngs\Security. 2) Select 2] Password, with multiple password options 1/ User
Admin.
3 Use the telephone keypad to enter the old password, then press Enter @ on the cursor pad or press the Next softkey.

4 Use the telephone keypad to enter the new password, then press Enter @ on the cursor pad or press the Next
softkey.

Figure 5.13 Admin Password Menu Display

[[4dmin Passward] [] K

Delete | |  Prev | Mext

5 Use the telephone keypad to re-enter the new password to confirm, then press Enter @ on the cursor pad or press
the OK softkey.

The Admin Password menu manages the following events:

Table 5.229 Admin Password softkeys

Softkey Feature Description

Delete Deletes previously entered digit

Cancel Return to Security menu

Next Validate password. If successful, move to Password
Changed menu. Otherwise, move to Password Invalid
menu.

OK If password entered in the Changed Password menu
matches current password, save new password to Flash
memory.

Note: There are no relevant screens associated with Admin Password settings.

PASSWORD CHANGED SETTINGS
The Password Changed menu manages the following events:

Table 5.230 Password Changed softkeys

Softkey Feature Description

OK Return to Security menu

Table 5.231 Password Changed acceptable user actions/keys

Acceptable User Actions/Keys Description

The following section describes behavior on certain specific user actions/key events pertaining to
this screen
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Acceptable User Actions/Keys

Description

Digit key

No Operation

4-way scroll BACK key (Redial key)

Return to Security menu

4-way scroll FORWARD key
(Directory key)

No Operation

4-way scroll UP key
(Volume UP key)

No Operation

4-way scroll DOWN key (Volume
DOWN key)

No Operation

ENTER key

Return to Security menu

Note: There are no relevant screens associated with Password Changed settings.

PASSWORD INVALID SETTINGS
The Password Invalid menu manages the following events:

Table 5.232 Password Invalid softkeys

Softkey Feature

Description

OK

Return to Security menu

Table 5.233 Password Invalid acceptable user actions/keys

Acceptable User Actions/Keys

Description

The following section describes behavior on certain specific user actions/key events pertaining to

this screen

Digit key

No Operation

4-way scroll BACK key (Redial key)

No Operation

4-way scroll FORWARD key
(Directory key)

No Operation

4-way scroll UP key
(Volume UP key)

No Operation

4-way scroll DOWN key (Volume
DOWN key)

No Operation

ENTER key

Return to Security menu

Note: There are no relevant screens associated with Password Invalid settings.

USB SETTINGS

Note: These settings are only applicable to DT730G phones.
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To access the USB Settings

1 Press Menu\Admin Settings\Security.

2 Select USB.

The USB menu manages the following events:

Table 5.234 USB softkeys
Softkey Feature Description
(A] Move to previous menu item (does not show if the first
menu item is selected)
(v] Move to next menu item (does not show if the last menu
item is selected)
Cancel Return to Security menu
OK Save data and return to Security menu
Table 5.235 USB acceptable user actions/keys

Acceptable User Actions/Keys

Description

this screen

The following section describes behavior on certain specific user actions/key events pertaining to

Digit key

Select corresponding menu ltem

4-way scroll BACK key (Redial key)

Return to Security menu

4-way scroll FORWARD key
(Directory key)

No Operation

4-way scroll UP key
(Volume UP key)

Move to previous item

4-way scroll DOWN key (Volume
DOWN key)

Move to next item

ENTER key Save data and return to Security menu
Table 5.236 USB menu items
Menu Items Description
Power Access the USB power settings

To access the USB Power Settings

Note: You must reboot your phone before the new USB power setting takes effect.

1 Press Menu\Admin Settings\Security.

2 Select [3] UsB.
3 Select Power.

The USB menu manages the following events:
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Table 5.237 USB Power softkeys
Softkey Feature Description
(A] Move to previous menu item (does not show if the first
menu item is selected)
(v] Move to next menu item (does not show if the last menu
item is selected)
Cancel Return to USB menu
OK Save data and return to USB menu
Table 5.238 USB Power acceptable user actions/keys

Acceptable User Actions/Keys

Description

this screen

The following section describes behavior on certain specific user actions/key events pertaining to

Digit key

Select corresponding menu ltem

4-way scroll BACK key (Redial key)

Return to USB menu

4-way scroll FORWARD key
(Directory key)

No Operation

4-way scroll UP key
(Volume UP key)

Move to previous item

4-way scroll DOWN key (Volume
DOWN key)

Move to next item

ENTER key Save data and return to USB menu
Table 5.239 USB Power menu items
Menu Items Description
Disable Disables power to the USB port
Enable Enables power to the USB port

APPLICATION SETTINGS

To access Application settings

1 Press the Menu key.
2 Select |4/ Admin Settings.

3 Use the keypad and cursor key to enter the User Name and Password to access the Administration menu.

4 Select 2] Application Settings.

The Application Settings menu manages the following events:
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Table 5.240

Application Settings softkeys

Softkey Feature

Description

(A] Move to previous menu item (does not show if the first
menu item is selected)
(v] Move to next menu item (does not show if the last menu
item is selected)
Exit Return to Admin Settings menu
Select Select highlighted menu item
Table 5.241 Application Settings acceptable user actions/keys

Acceptable User Actions/Keys

Description

this screen

The following section describes behavior on certain specific user actions/key events pertaining to

Digit key

Select the corresponding menu item

4-way scroll BACK key (Redial key)

Return to Admin Settings menu

4-way scroll FORWARD key
(Directory key)

Select highlighted menu item

4-way scroll UP key
(Volume UP key)

Move to previous menu item

4-way scroll DOWN key (Volume
DOWN key)

Move to next menu item

ENTER key Select highlighted menu item
Table 5.242 Application Settings menu items
Menu Items Description
Push Server Access the Push Server settings for the Microbrowser

PUSH SERVER SETTINGS

To access Push Server settings

1 Press Menu\Admin Settings\Application Settings.

2 Select Push Server.

The Push Server menu manages the following events:

Table 5.243

Push Server softkeys

Softkey Feature

Description

Move to previous menu item (does not show if the first
menu item is selected)
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Softkey Feature

Description

(v] Move to next menu item (does not show if the last menu
item is selected)

Exit Return to Security menu

Select Select the highlighted menu item

Table 5.244 Push Server ac

ceptable user actions/keys

Acceptable User Actions/Keys

Description

this screen

The following section describes behavior on certain specific user actions/key events pertaining to

Digit key

Select corresponding menu ltem

4-way scroll BACK key (Redial key)

Return to Security menu

4-way scroll FORWARD key
(Directory key)

Select the highlighted menu item

4-way scroll UP key
(Volume UP key)

Move to previous item

4-way scroll DOWN key (Volume
DOWN key)

Move to next item

ENTER key

Save data and return to Security menu

Table 5.245 Push Server menu items

Menu Items

Description

Push Server Access

Enable or disable Push Server

Server IP Address

Set the address that connects to the Push Server

To access Push Server Acce

ss settings

1 Press Menu\Admin Settings\Application Settings.

2 Select Push Server.
3 Select Push Server Access.

The Push Server Access menu manages the following events:

Table 5.246 Push Server Ac

cesssoftkeys

Softkey Feature

Description

(A] Move to previous menu item (does not show if the first
menu item is selected)

(v] Move to next menu item (does not show if the last menu
item is selected)

Cancel Return to Push Server Settings
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Softkey Feature Description

OK Save data and return to Push Server Settings

Table 5.247 Push Server Access acceptable user actions/keys

Acceptable User Actions/Keys Description

The following section describes behavior on certain specific user actions/key events pertaining to
this screen

Digit key Select corresponding menu ltem

4-way scroll BACK key (Redial key) | Return to Push Server Settings menu

4-way scroll FORWARD key Select the highlighted menu item
(Directory key)

4-way scroll UP key Move to previous item

(Volume UP key)

4-way scroll DOWN key (Volume Move to next item

DOWN key)

ENTER key Select highlighted menu item

Table 5.248 Push Server Access menu items

Menu Items Description
Disable Reject external connections to the Push Server
Enable Accept external connections to the Push Server

To access Push Server IP Address settings
You can set the IP address of the external web server that is allowed to connect to the phone push server.
Pressing “” or the BACK or FORWARD hard keys moves the input focus between the fields of the IP address.
1 Press Menu\Admin Settings\Application Settings\Microbrowser.
2 Select L1] Push Server.
3 Select [2] Server IP Address.
4 Use the telephone keypad to enter the Server IP Address:
The Server IP Address screen manages the following events:

Table 5.249 Server IP Address softkeys

Softkey Feature Description
Delete Delete the previously entered digit
Cancel Discard changes and return to Push Server Settings
OK Save changes and return to Push Server Settings
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Table 5.250 Server IP Address acceptable user actions/keys

Acceptable User Actions/Keys

Description

this screen

The following section describes behavior on certain specific user actions/key events pertaining to

Digit key

Enter digits (numeric digits only)

4-way scroll BACK key (Redial key)

Move the cursor on the screen to the left

4-way scroll FORWARD key
(Directory key)

Move the cursor on the screen to the right

4-way scroll UP key
(Volume UP key)

No Operation

4-way scroll DOWN key (Volume
DOWN key)

No Operation

ENTER key

Move to the next field

STATUS

Note: The Status menu is shown from the Admin Settings menu only when “security.secure.status.enabled” is

setto 1.

To access Status settings
1 Press the Menu key.
2 Select |4/ Admin Settings.

3 Use the keypad and cursor key to enter the User Name and Password to access the Administration menu.

4 Select [6] status.

The Status menu manages the following events:

Table 5.251 Status softkeys

Softkey Feature

Description

(A] Move to previous menu item (does not show if the first
menu item is selected)

(v] Move to next menu item (does not show if the last menu
item is selected)

Exit Return to Main menu

Select Select highlighted menu item

Table 5.252 Status acceptable user actions/keys

Acceptable User Actions/Keys

Description

The following section describes behavior on certain specific user actions/key events pertaining to

this screen
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Acceptable User Actions/Keys

Description

Digit key

Select corresponding menu ltem

4-way scroll BACK key (Redial key)

Return to Main menu

4-way scroll FORWARD key
(Directory key)

Select highlighted menu item

4-way scroll UP key
(Volume UP key)

Move to previous menu item

4-way scroll DOWN key (Volume
DOWN key)

Move to next menu item

ENTER key

Select highlighted menu item

Table 5.253

Status menu items

Menu Items

Description

Terminal Information

Invokes Terminal Information menu

Network Information

Invokes Network Information menu

SIP Information

Invokes SIP Information menu

Terminal Information
The Terminal Information screen indicates various terminal related parameters. “Terminal File Version” field
under “Terminal Information” indicates the version of the configuration flash file running on the phone.

Network Information

Note: Some fields may not be displayed, based on the configuration of your phone.

Multiple address values can be configured for DNS, SNTP and Syslog server in the 2.x and later versions of
firmware. However, the status screen for DNS, SNTP and Syslog server show the actual address that is in use.
If VLAN Mode is Disabled, the VLAN ID and VLAN Priority screen shows status as “Disabled”. If VLAN Mode is
Enabled and VLAN ID and Priority is obtained through LLDP process, the phone shows screen label as “LLDP
VLAN ID (LAN)” and “LLDP VLAN Priority (LAN)". If the VLAN ID is obtained through DHCP process, the VLAN
ID status screen shows label as “DHCP VLAN ID (VLAN)”.

If Call Control QOS and Voice QOS is obtained through LLDP process, the phone shows screen label as “LLDP
Call Control QOS” and “LLDP Voice QOS”, respectively.

If the item is not configured, the screen shows status as “Not Available”. If the Home URL is configured and it
does not start with “http” or “https”, the phone shows status as “Not Valid”.

If 802.1X Mode is disabled, the phone shows status as “Disabled”. If 802.1X mode is enabled, the phone shows
current 802.1X status.

SIP Information
The SIP Information menu manages the following events:
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Table 5.254 SIP Information softkeys

Softkey Feature Description

(A] Move to previous menu item (does not show if the first
menu item is selected)

(v] Move to next menu item (does not show if the last menu
item is selected)

Exit Return to Status menu

Table 5.255 SIP Information acceptable user actions/keys

Acceptable User Actions/Keys Description

The following section describes behavior on certain specific user actions/key events pertaining to
this screen

Digit key No Operation

4-way scroll BACK key (Redial key) | Return to Main menu

4-way scroll FORWARD key No Operation

(Directory key)

4-way scroll UP key Move to previous menu item
(Volume UP key)

4-way scroll DOWN key (Volume Move to next menu item
DOWN key)

ENTER key Select highlighted menu item

Table 5.256 DT820 SIP Information menu items

Menu Items Description
License: Gigabit Ethernet This will show the phone’s Gigabit license status.
License: 16 Line key ITY-8LDX Only. This shows the status of the license for 16 line key license configuration.

* Enabled: A 16 line key license is enabled on this phone.

» Disabled: There is no 16 line key license for this phone.

* Bundled: A 16 line key license was included on this phone when it was shipped from
the factory.

License: 32 Line key ITY-8LDX Only. This shows the status of the license for 32 line key license configuration.

e Enabled: A 32 line key license is enabled on this phone.

» Disabled: There is no 32 line key license for this phone.

¢ Bundled: A 32 line key license was included on this phone when it was shipped from
the factory.
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In this chapter, you will learn how to
» Convert the phone’s factory installed firmware to support Standard SIP

FIRMWARE CONVERSION OVERVIEW

The DT700, DT820, and DT900 phones ship from the factory with NEC-SIP firmware in Flash memory (the
DT900S ships from the factory with standard SIP firmware). The NEC-SIP firmware uses a proprietary call
signaling protocol called NSIP. The phone must be converted to run Standard SIP firmware (NEC Std SIP)
before it can be used with SIP@Net or the 3C system.

CAUTION! DO NOT INTERRUPT THE DOWNLOAD/SAVING PROCESS AS THIS MAY CORRUPT THE
PHONE’S FLASH MEMORY. IF THE FLASH MEMORY IS CORRUPTED, THE PHONE WILL NOT
START UP.

FIRMWARE ARCHITECTURE

The phone firmware consists of two major components: the Boot Loader Image and the Telephony Image. The
Boot Loader Image contains the software components that are required to download the Telephony Image. The
Telephony Image contains all the components that are required to support features on the phone.

Note: By default, DHCP is enabled in the Boot Loader Image. If DHCP is not supported by the network, the
Boot Loader Image on the phone will initialize, but the download of the Telephony Image will fail. You
must manually configure the terminal’s IP address, boot server address and boot server protocol. The
manual configuration can be done through the front panel Admin Settings on the phone.

Manual configuration is retained when the Boot Loader reboots and upgrades to the Telephony image (i.e. when
the Telephony image is executing). The complete list of parameters that are recommended for the user to
configure for Manual Configuration are:

+ DHCP Mode to Disabled

* Phone Terminal IP Address

» Subnet Mask of Network

* Default Gateway of Network

* Boot Server IP Address

» Boot Server Protocol, and appropriate credentials (if applicable)

+ Boot Server Source Preference to Manual Configuration

» Syslog Server IP Address (optional; will enable Boot Loader messages to be observed)

The Boot Loader Image uses the configured boot server address and the protocol to download the Telephony
Image.
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Note: Firmware conversions initiated by 3C/SIP@Net are preferred over using the IP Phone Manager for
firmware conversion.

Stage one of the firmware conversion process involves the installed N-SIP firmware downloading the
compressed Boot Loader Image, de-compressing the file, and saving it to the flash. When this is done, the
phone resets.

Stage two involves the phone restarting and initializing the Boot Loader Image. The initialized Boot Loader
Image then downloads the compressed Telephony Image, de-compresses it and saves it to the flash. When that
is complete, the Boot Loader Image resets the phone to complete the firmware conversion process. On restart,
the phone initializes the Telephony Image that contains all the supported functionality for the phone.

CONVERT FIRMWARE FROM NEC-SIP TO NEC STD SIP

The phone ships from the factory with NEC-SIP firmware installed. The phone sends a REGISTER request to
SIP@Net or the 3C MGC. SIP@Net or the 3C MGC sends a 200 OK response to the phone and instructs the
phone to download the NEC Std SIP firmware (Boot Loader Image and Telephony Image)

Required NEC-SIP Firmware Version for NEC Std SIP Conversion

Converting NEC-SIP firmware v3.0.0.0 and higher to Standard SIP is supported. Converting versions of NEC-
SIP firmware earlier than v3.0.0.0 to Standard SIP is unsupported. It is recommended that phones running
NEC-SIP firmware earlier than v3.0.0.0 be upgraded to v3.0.0.0 before converting to Standard SIP.

Detailed Description of NEC-SIP to NEC Std SIP Conversion

For 3C systems, a SIP User Agent parameter, Convert Firmware, enables the NEC-SIP to NEC Std SIP
firmware conversion. The default value for this parameter is “Not Applicable”, which signifies the parameter is
not applicable to this User Agent. For all phone phones running NEC-SIP firmware, the value is set to “From
NEC-SIP To NEC Std SIP”.

During the conversion from NEC-SIP to NEC Std SIP firmware, a module in the NEC-SIP firmware running on
the phone, PDL (Program Downloader), is responsible for downloading the new firmware image and saving it to
Flash.

» The firmware image is TGZ files — compressed archives of a number of files that includes the executable
image, icon files, bitmaps, wave files, etc.

+ PDL only saves file types that it understands to Flash. PDL understands the executable image, icon files,
bitmaps and wave files.

+ PDL does not save file types it does not understand to Flash, such as XML files.

NEC-SIP TO NEC STD SIP CONVERSION SEQUENCES

Conversion sequence for NEC-SIP to NEC Std SIP
firmware v2.2.x.x or later

This is the conversion sequence to update a phone from the NEC-SIP firmware to the phone firmware v2.2.x.x
or later.

1 NEC-SIP firmware is running.
2 The phone sends a REGISTER request to SIP@Net or the 3C MGC.

3 SIP@Net or the 3C MGC recognizes the phone is running NEC-SIP firmware and instructs the phone to download the
NEC Std SIP firmware (Boot Image Loader and Telephony Image).

4 The NEC-SIP PDL module downloads the NEC Std SIP Boot Loader Image and saves only known file types to Flash.
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5 The phone reboots.
6 The Boot Loader Image starts and downloads the Telephony Image.

7 The phone reboots and initializes.

Additional Notes

» The phone may be configured with the IP address of the SIP@Net server or 3C MGC via the front panel
keypad and display.

» The phone may also obtain the address of the 3C MGC from DHCP option 120. Note that DHCP option
120 must be used with the DT710 ITL-2E since it does not have a display.

» The phone may also obtain the address of the SIP@Net server from DHCP option 162.
» The second download is only required during conversions from NEC-SIP to NEC Std SIP firmware.
» The PDL saves known file types to predetermined folders in Flash.

Non-Default FTP User Name and/or Password

If a non-default user name and/or password is used for FTP, each phone requires that the parameters must be
manually entered on the phone, or you can set the FTP server user name and password via DHCP option 66.
The DHCP scope needs to be formatted in the format: ftp://username:password@ftpserver

See Book 4: Integrate UNIVERGE 3C Technologies for more information.

FIRMWARE UPDATES

3C SYSTEM FIRMWARE UPDATES
The 3C Administrator application checks for firmware updates when it is started. If new firmware is available,
the 3C Administrator application automatically updates the appropriate firmware version tag.

Any existing configuration stored in the phone by the NEC Std SIP firmware is preserved and used by the
updated NEC Std SIP firmware.

FIRMWARE UPDATES FOR SIP@NET

To update firmware on the SIP@Net
1 Place the new firmware on the TFTP server.
2 Specify the new firmware version in the dt-<MAC address>.cfg file. This file must be on the TFTP server.

3 Reboot the phone.

REBOOTING THE PHONE

The phone checks for firmware updates at every reboot. The phone may be rebooted by cycling the power, from
the local keypad and display, or via SIP. The 3C administrator supports triggering a reboot via SIP on 3C
systems.

The phone supports reboots via SIP. The phone reboots when it receives a SIP NOTIFY request with a check-
sync Event header. The phone waits for all calls in progress to complete before rebooting.
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STATUS AND DEBUGGING

Note: Boot Loader Image items in the log files are differentiated from Telephony image items by a [BL] identifier

tag.

The Boot Loader Image uploads its specific crash logs to the dt-<MAC>-boot.log file.

The phone displays the following status and error messages while the firmware download and writing to Flash
memory are in progress. The messages are displayed in the language currently configured on the phone.

Table 6.1 Status and Error Messages

Message

Comments

Downloading new firmware from <server>

<server> will be an IP address or FQDN,
depending on how the boot server is specified

Failed to connect to <server>

Applies only to FTP

Failed to logon to <server>

Applies only to FTP

No response from <server>

Applies only to TFTP

Unable to open <file> for download from
<server>

Applies to both FTP and TFTP

Connection to <server> lost

Applies only to FTP

Download timed out

Applies only to FTP

Saving...

Displayed during Flash memory update

Download Complete.

Download Failed.

Incompatible Version

See “Incompatible Version errors” on page 6-190
for more information.

Downloading...

Discarding Download...

Reboot Pending...

Searching DHCP...

DHCP Complete.

No Update Required.

Press Exit to Reset.

Saving Failed.

The phone displays the currently running version of firmware on the Terminal Information menu display. The

messages are displayed in the language currently configured on the phone.

Note: On the SIP@Net, the installed firmware version can be verified using OM command DISIED.

Note: On 3C systems, the installed firmware version can be verified on the IP Phones tab of the System

Properties dialog in the 3C Administrator application.
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ITL-2E STATUS AND DEBUGGING
The keypad LEDs on the ITL-2E displays the status as outlined below. This is the only status information on the
ITL-2E since it does not have a display.

Table 6.2 ITL-2E Status Display
State Left Line Key Right Line Key Cg:;,el';llll-g ::é?:::;i’r)
Downloading Blinking green Blinking green Blinking red
Programming Flash Alternating red/green Alternating red/green Blinking red
Failure Rapid blinking red Rapid blinking red Rapid blinking red
Success Steady green Steady green Blinking red

When the Flash has been successfully programmed, the LEDs remain in the Success state for several seconds
until the phone automatically reboots (or until the user presses the Exit softkey on models with a display).

When the Flash fails to program, the LEDs remain in the Failure state until the user reboots the phone.

SIGNED FIRMWARE UPDATES

Supported:

The following phone firmware versions support signed firmware updates:
+ v2.3 image for DT710 and DT730 phones
* v3.1 firmware for DT730G phones
» v4.3 firmware for DT820 phones
» v5.0 firmware for DT900/DT900S phones

Not Supported:

The following phone firmware versions do not support signed firmware updates:
» v2.2 or prior firmware images for DT710 and DT730 phones
* v3.0 firmware for DT730G phones

On supported firmware versions, the phone can verify that the packaged image file is generated by NEC Std
SIP and hasn’'t been modified since its creation date. If the downloaded firmware is not supported, if signed
firmware is disabled on the phone, if the signed firmware parameter is not in the configuration files, or the
downloaded firmware is NEC-SIP, validation is not performed on the packaged image file.

The signed firmware updates verifies the following:
» The packaged image file was generated by NEC Std SIP.
» The packaged image file was not modified since its creation date.
This strategy prevents fraudulent firmware from being installed on the phones.

Signed firmware updates are controlled by the security.signed.fw.updatessetting parameter in the configuration
files. Signed firmware updates are enabled by default, unless the security.signed.fw.updatessetting is set to “0”
or if the setting is not present in the configuration files.

After the phone downloads the packaged image file, it decompresses the file and adds the intermediate/root CA
certificate files to the list of trusted certificates. Then the phone validates the code signing certificate in the
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downloaded signature file. If a code signing certificate is received that cannot be validated by the list of trusted
certificates, the upgrade process terminates and the downloaded packaged image file is not installed.

INTERMEDIATE/ROOT CA CERTIFICATE FILES

The associated intermediate/root CA certificate files are present in the packaged image file for the phone
firmware.

The intermediate/root CA certificate files are not part of the NEC Std SIP boot loader image, since prior versions
of firmware do not know how to perform the validation. However, both the boot loader image and telephony
image support signed firmware updates.

The format of the intermediate/root CA certificate files is PEM, issued by VeriSign. As a result, VeriSign’s
associated intermediate/root CA certificate are also part of the packaged image files listed above.

SIGNATURE FILE DOWNLOAD

When the supported phone firmware determines a firmware update is necessary, it first determines whether the
firmware update supports the signed firmware update feature. If the firmware update is NEC-SIP firmware, the
firmware is not supported, or the security.signed.fw.updates configuration setting is “0” or not in the
configuration file, the signed firmware update feature is not supported. As a result, the upgrade sequence will
be the same as prior versions of NEC Std SIP firmware.

If the firmware update is a supported firmware version and the security.signed.fw.updates configuration setting
is not “0”, the download task downloads the appropriate signature file. If the upgrade image is for an DT710
phone, the download task downloads the itlissipte.sig signature file. If the upgrade is for a DT730 phone, the
download task downloads the itlissiptv.sig signature file. If the phone fails to download the signature file, it logs
an error message and skip the firmware update.

If the signature file is successfully downloaded, the phone will then download the packaged image file
(itlissipte.tgz for DT710 and itlissiptv.tgz for DT730). After the packaged image file is downloaded, the download
task will validate the digital signature in the signature file. If the validation is successful, the phone installs the
new firmware update in Flash. If the validation fails, the phone logs an appropriate error message and reboots.

The following drawing illustrates the signed firmware download logic:
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Figure 6.1 Signed firmware download logic
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SIGNATURE FILE VALIDATION

The digital signature validation is a two step process. The phone must first confirm if the downloaded code
signing certificate in the signature file is valid, and then confirm if the digital signature in the signature file is
valid.

When the phone downloads a packaged image file, it will decompress it, and add the intermediate/root CA
certificates files to the list of trusted certificates. The phone will also add all of the code signing CRLs in
[tffs/System/CRLs to the list of revoked certificates. After a CRL is saved in Flash of a phone, it will remain in
Flash until a “Factory Reset” is performed.

When the phone needs to validate the downloaded code signing certificate in the signature file, it will validate it
against the list of trusted certificates and the list of revoked certificates (Peer authentication is not required). If
the code signing certificate is valid, the phone will then validate the digital signature. If the code signing
certificate is invalid, for any reason other than expired, the download task will log an error message and reboot.
If the code signing certificate is invalid because it has expired, the image creation date in the signature file will
be analyzed to determine whether the code signing certificate should be considered valid. If the code signing
certificate was valid at the time the signature file was signed, it is considered valid. If the code signing certificate
was not valid at the time the signature file was signed, it is considered invalid.

The following table shows the possible cases:

Table 6.3

Valid and Invalid Code Signing Certificate Examples

Certificate
Begin Date

Certificate
End Date

Image Build
Date

Current
Date

Result

Jan. 1, 2012

Jan. 1, 2013

April 1, 2012

May 1, 2012

Certificate is valid

Jan. 1, 2012

Jan. 1, 2013

April 1, 2012

May 1, 2013

Certificate is considered valid,
but an expired warning
message is logged since the
current date is after the
certificate end date

Jan. 1, 2012

Jan. 1, 2013

April 1, 2012

Jan. 1, 1970

Certificate is considered valid,
but a warning message is
logged since the current date
is before the certificate begin
date

Jan. 1, 2012

Jan. 1, 2013

April 1, 2012

Unknown

Certificate is considered valid,
but a warning message is
logged since the current date
is not known

Jan. 1, 2012

Jan. 1, 2013

May 1, 2013

May 1, 2012

Certificate is considered
invalid, error message is
logged, and phone reboots
since the image is signed
after the certificate end date

Jan. 1, 2012

Jan. 1, 2013

Jan. 1, 1970

May 1, 2012

Certificate is considered
invalid, error message is
logged, and phone reboots
since the image is signed
before the certificate begin
date

If the phone fails to retrieve the current time from a TIME server or an NTP/SNTP server, the code signing
certificate is considered expired. In order to fix this problem, you should confirm DHCP option 4 specifies the
correct TIME server or DHCP option 42 specifies the correct NTP/SNTP server. However, as the table shows

6-180 DT Series Administrator Guide - Core



FIRMWARE SUPPORT -
Firmware Updates *

above, if the code signing certificate was valid at the time the signature file was signed, the code signing
certificate will be considered valid.

INSTALLATION AND UPGRADES

As part of the installation/upgrade process, both the signature files (itlissipte.sig and itlissiptv.sig) are added to
the NEC Std SIP phone’s update folder in the system. If the signed firmware updates feature is enabled, the
phone firmware will not be installed unless the code signing certificate is considered valid and the digital
signature is valid.

UNSIGNED FIRMWARE UPDATES

Unsigned firmware updates are enabled if the security.signed.fw.updatessetting parameter in the configuration
files is set to “0” or if the setting is not present in the configuration files.

FIRMWARE UPDATES AT BOOT TIME
SIP@Net and the 3C system support automatic firmware updates when the phone is rebooted. The phone uses
an XML configuration file mechanism to check for firmware updates.

When the phone boots, it attempts to download XML configuration files from the boot server. The XML
configuration files may contain a FIRMWARE_VERSION tag that specifies the firmware version available on the
boot server.

For the initial download of the Boot Loader Image and Telephony Image, if the firmware version available on the
boot server is different than the firmware version running on the phone, the phone downloads the Boot Loader
Image from the boot server, programs it into Flash memory, and reboots. Then it downloads the Telephony
Image and reboots again.

After the Boot Loader Image is installed on the phone, if the firmware version available on the boot server is
different than the firmware version running on the phone, the phone downloads the Telephony Image and
reboots again.

The FIRMWARE_VERSION tag must be of the form "x.y.z.t", where X, y, z and t are unsigned short integers. x
is the major firmware version, y is the minor firmware version, z is the major build number and t is the minor
build number.

IP PHONE MANAGER

The IP Phone Manager is a utility which communicates with the NEC-SIP phone using the IP Phone Manager
protocol. The utility can perform the following tasks:

» Discover all IP Phones on the subnet.
* Logon/Logout to an IP Phone.

» Send instructions to download new firmware, configuration, flash memory image, voice file, translation
data.

* Convert firmware from NEC Std SIP to NEC-SIP.

Note: For NEC-SIP to NEC Std SIP firmware conversions, it is recommended to use the 3C system or
SIP@Net to convert the firmware from NEC-SIP to NEC Std SIP.

When using the IP Phone Manager to convert phones, phones that are not recognized as registered may be in
the process of rebooting. Phones that are not registered will periodically reboot. NEC-SIP to NEC Std SIP
firmware conversion does not initiate when a phone is in the process of rebooting.

Note: The version of the IPPhoneManager must be 3.3.0 or higher
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Note: To convert from NEC Std SIP to NEC-SIP firmware, NEC-SIP firmware version 3.0.3.0 or higher must be
running on the phone.

Note: If the front panel display shows “Parameter Missing” after converting from NEC Std SIP to NEC-SIP
firmware, the user must manually restore the phone to NEC-SIP factory defaults using the front panel
menus.

NEC STD SIP TO NEC-SIP FIRMWARE CONVERSION USING IP PHONE
MANAGER

The IP Phone Manager can be used to convert the Telephony image or the Boot Loader back to NEC-SIP
software. The Boot Loader can stay running if a network error occurs in the middle of the two-stage download
process that prevents the download of the Telephony image. In such a scenario, the Boot Loader can be
converted back to NEC-SIP image.

HTTPS FIRMWARE DOWNLOAD

The phone firmware version performs a secure firmware upgrade or downgrade and secure upload or download
of configuration files when configured to use HTTPS as the boot server protocol.

The firmware includes two images: the Boot Loader Image and the Telephony Image. Only the Telephony image
supports HTTPS firmware download functionality.

When upgrading the phone firmware from version 2.1 (a version that does not support dual images) and lower
to firmware version 2.3 or higher, there is a two stage process where stage one involves the existing firmware
(version 2.1) downloading the Boot Loader Image and stage two involves the Boot Loader Image downloading
the Telephony Image.

Similarly, while performing firmware conversion from NEC-SIP to NEC Std SIP 2.1 or NEC Std SIP 2.2 and
higher versions, the phone will undergo the two stage firmware conversion process.

HTTPS XML CONFIGURATION FILES DOWNLOAD AND UPLOAD

When the phone is configured to use HTTPS as the boot server protocol, it provides secure configuration file
downloads and uploads from the HTTPS enabled boot server.

When the phone is configured to use HTTPS as the boot server protocol, it uses HTTPS for firmware
downloads and for uploads and downloads of configuration files such as the Personal directory files, Call
History files, language MO files, ringtone files, Root certificate files, Client Certificate file and the Certificate
Revocation List files from the boot server.

Note: Communication with an SNTP server is required for HTTPS to be able to perform uploads and
downloads.

HTTPS CLIENT

The phone implements a HTTPS client to initiate a HTTP “GET” request to download the files and a HTTP
“PUT” request to upload the files. HTTP request methods other than “GET” and “PUT” will not be supported.

The phone HTTPS client, as defined in RFC 2818, initiates a request to the configured port, or it uses the
default destination port 443.
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To layer a HTTP request over TLS, the HTTPS client in the phone will also act as a TLS client and it will initiate
a TLS ClientHello request to begin a TLS handshake sequence. When the TLS handshake sequence is
finished, the HTTP request is sent to the server through the established encrypted connection.

Figure 6.2 Messages exchanged between HTTPS client and HTTPS server

HTTPS Client HTTP Server

i
HTTP Request {GET) URL
CLIENT_HELLO

HTTP 200 OK {Encrypted)

I
I
|

: SSL/TLS version |
| Ciphers Supported |
| Data Compression Method I
| Sassionld =0 :
| Random Data SERVER_HELLOD |
r selected 55L/TLS version I
| selected Cipher |
| selectedData Compression Methdd
| Assigned Sessionld :
I Random Data |
| CERTIFICATE |
| Sarver Cartificata, :
I Optienal : Chain of lssuing CA i
: Certificatas beginning with the
| certificate of CA that signed tha |
| Server Certificata. |
I CERTIFICATE REQUEST jl
r'.-
I SERVER_HELLD DOME :
F
| CERTIFICATE :
| |
| CLIENT_KEY_EXCHAMGE I
: CHAMGE_CIPHER_SPEC I
| FINISHED |
: |
I CHAMGE_CIPHER_SPEC !
I !
| FIMISHED !
| |
| HTTP Reguest {GET) URL (Encrypted) |
| =4

I
: i
| |

You can configure a cipher suite through the configuration parameter “security.ssl.ciphersuite” in the data
configuration file. The configured cipher suite is included as the preferred cipher suite in the CLIENT_HELLO
message. If no cipher suite is configured, the default cipher suite “TLS_RSA_WITH_AES 128 CBC_SHA’ is
used.

Note: The cipher suite accepted and received in the SERVER_HELLO message is used for all the
cryptographic communication between the TLS Client and the TLS Server.
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The TLS client, on receiving a server certificate and an optional issuing CA certificate, verifies with the
configured CA certificates. See “Administration” on page 6-186 for more information on configuring the CA
certificates in the terminals.

On successfully validating the server certificate, a secure connection is created between the HTTPS Client and
the HTTPS server through which the encrypted HTTP request, and the HTTP response are exchanged.

The HTTPS Client, on receiving all the response data, sends a TLS closure alert message to the HTTPS server,
and then it closes the connection. The negotiated TLS session is cached for subsequent usage.

The HTTPS client supports a session resumption mechanism by reusing the previously cached TLS session
identified by the host name or the IP address in the request URI. The session resumption mechanism
eliminates the overhead involved in a TLS handshake sequence. However, if the previously negotiated session
is not cached in the HTTPS server, the server can initiate session renegotiation.

The following sequence diagram shows the messages exchanged between the HTTPS client and the HTTPS
server with the previously negotiated session (sessionld = 5).

Figure 6.3 Messages exchanged between HTTPS client/server*

HTTPS Client HTTP Server
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*Above diagram is: with a previously negotiated session.

The HTTPS client initiates a new TLS connection for every HTTP request either by requesting a new TLS
session or by reusing the cached TLS session.

The HTTPS client supports the HTTP Basic Authentication mechanism by sending the boot server user name
and password as an unencrypted base64 encoded text.
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Note: The text is unencrypted in the context of HTTP, but when used with HTTPS, the request on the whole will
be sent through the established encrypted connection.

If the boot server user name and password are configured then the default user name “NECSDT700” and the
default password “NECSdt700” that is used for FTP is also used for Basic Authentication.

CERTIFICATE VALIDATION

SERVER CERTIFICATE VALIDATION
The HTTPS client determines whether the server certificate is issued by a trusted CA by looking into the list of
trusted CAs. This is determined by matching the Distinguished Name (DN) of the issuer CA with the DN of a CA
in the trusted list. If the HTTPS client fails to find a match in the certificate chain, the validation is considered as
failed and an appropriate error message is logged.

Note: The Server (Certificate) Validation is controlled by a configurable parameter,
“security.ssl.server.validate”; and the default value is set to “enabled”.
When a factory phone (with NEC SIP firmware) is converted to Standard SIP phone (NEC Std SIP
firmware), the phone internally initializes the value of the parameter to “disabled”. This value causes the
client to skip the validation of the server certificate, resulting in a successful HTTPS connection, thereby
allowing the phone to download the configuration files. On witnessing a change in the value of the
“security.ssl.root.certs” parameter, the phone reboots and downloads the CA files listed therein. (Please
note that, in order to allow the phone to download the CA files, the server validation will still be
maintained as “disabled”). Finally, on downloading the CA files, the phone reboots again and applies the
actual configured value (enabled, by default) for server validation.
The configurable parameter thus overcomes the issue of the phone’s inability to download and use the
new/custom CA certificates that is essential to validate the incoming Server Certificate required for a
successful HTTPS connection.

The HTTPS client checks the server certificate validity period. If the current date and time is not within the
validity period, the validation is considered as failed.

The host name in the HTTPS request URI must match with the identity (domain name) specified in the Subject
(CN, OU) or Subject Alternative Name (DNS Name, IP Address) fields of the server certificate. If
subjectAltName extension of type dNSName is present, it is used as the identity. If more than one dNSName is
present, a match with any one is sufficient. If subjectAltName is not available, then the Common Name field in
the Subject field of the certificate is used. The match is performed based on the rule specified in RFC2459 and
does support wildcard character “*” to match any single domain hame component or component fragment as
defined in RFC2818.

+ Example 1: “*.a.com” matches “foo.a.com” and not “bar.foo.a.com”
+ Example 2: “f*.a.com matches “foo.a.com” and not “bar.a.com”

If an IP address is used to initiate a HTTPS request, then the IP address must match the subjectAltName
extension of type iPAddress. If the subjectAltName is not present, then Common Name field in the Subject field
of the certificate is used.

If there is no match, the validation is considered as failed.

The HTTPS client checks the Certificate Revocation List to verify whether the certificate has been revoked. If it
is revoked, the validation is considered as failed.

On successful validation of all the required parameters, the HTTPS client proceeds further in the TLS
handshake sequence to establish a TLS session and connection with the HTTPS server.

If the validation fails, the TCP connection created with the HTTPS server is closed and an appropriate failure
reason is logged to the syslog server.
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CLIENT CERTIFICATE VALIDATION
As specified in RFC 52486, if the HTTPS Server is authenticated, the server can request for a client certificate to
validate the client.

If the HTTPS server requests the client certificate, the phone (HTTPS client) will send its certificate. On
receiving the certificate, the HTTPS server validates the certificate; and if the validation is successful, a secure
connection is established. If the validation is unsuccessful, the Server sends a fatal alert message to the client
and consequently the connection gets closed. On failure, the phone will log an appropriate error message to the
syslog server.

ADMINISTRATION

If the HTTPS server requests a client certificate, the HTTPS client in the phone will send a certificate message
with no certificate. On receiving the message, the HTTPS server should continue negotiating the TLS session.
If the HTTPS server chooses to terminate by sending the fatal handshake alert message, the phone will
terminate the TCP connection and an appropriate failure reason will be logged to the syslog server.

DHCP

When DHCP mode is enabled in the terminal, HTTPS can be configured as the boot server protocol by
configuring the DHCP Option 66 and/or Option 43 with a boot server URL and the URL'’s protocol option set to
“https”.

Example URL is shown below.
+ https ://< username>:< password>@<hostname >:< port>

The protocol option “https” indicates that the boot server protocol is HTTPS. If the protocol option is not set in
the URL then HTTPS must be statically configured as the boot server protocol through the front panel Admin
Settings.

The host name in the URL can be a FQDN or an IP address. The FQDN or the IP address specified in the URL
must match with the domain name or the IP address specified in the server certificate. See “Certificate
Validation” on page 6-185 for more information on how the phone validates the HTTPS server.

The boot server user name and password can be specified in the URL. If they are not specified in the URL, the
statically configured boot server user name and password are used.

The boot server port in the URL is optional. If not specified, the default HTTPS port 443 is used.

PHONE FRONT PANEL CONFIGURATION
When DHCP mode is disabled in the terminal, HTTPS can be configured as the boot server protocol through
the Boot Server Protocol configuration screen available under Admin Settings.

The Boot Server IP address can be configured through the Boot Server Address Configuration page.

The Boot Server user name and password can be configured through the Boot Server User Name and the Boot
Server Password configuration pages.

CERTIFICATE MANAGEMENT

The HTTPS client in the phone only supports Privacy Enhanced Mail (PEM) formatted certificates. A certificate
with this format has .pem, .cer, .crt, or .key as the file extension.
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SERVER CERTIFICATE MANAGEMENT
The phone firmware is shipped with two root certificates issued by the NEC ECT Certificate Authority and the
NECU Certificate Authority, and these certificates are available in the Telephony Image.

You can specify multiple CA certificate file names through the configuration parameter “security.ssl.root.certs” in
the data configuration file. The number of certificates in security.ssl.root.certs is limited to 10. The client
certificate fields is limited to 1.

Note: Multiple filenames must be delimited by a comma, “,” and each filename (including the extension) is
restricted to 23 characters.

The phone on startup downloads the specified CA certificate files from the boot server root directory to the
“Itffs/System/Root Certificates” directory on the flash. If the boot server certificate path is specified through the
configuration parameter “ROOT_CERTIFICATES PATH” in the master configuration file, the phone downloads
the files from the specified path to the directory in the flash.

You can specify CRL file names through the configuration parameter “security.ssl.crls” in the data configuration
file.

Note: Multiple filenames must be delimited by a comma, “,” and each filename (including the extension) is
restricted to 23 characters.

The phone on startup downloads the specified CRL files from the boot server root directory to the
“/tffs/System/CRLs” directory in the flash. If the boot server CRL file path is specified through the configuration
parameter “CRLS _PATH” in the master configuration file, the phone downloads the files from the specified path
to the directory in the flash.

The phone has a common certificate management mechanism for SIP over TLS and HTTP over TLS. If the root
certificates are different for the SIP server and the HTTPS server, the administrator must ensure that the root
certificates have a different name and they must be available in the boot server root directory or in the path
(ROOT_CERTIFICATES_PATH) specified in the master configuration file.

Note: When the phone is downloaded with redundant CA certificates (with different filenames), the phone
(OpenSSL library) fails to build its trusted certificate store and thereby fails to initiate a TLS connection.
In such cases, the phone logs an error message, “OpenSSL Error Reason=cert already in hash table”.
The only way to recover from such failures is to restore the phone to the factory default. Therefore, in
order to avoid such situations, it is recommended that administrators do not load redundant root
certificates on to the phone.

CLIENT CERTIFICATE MANAGEMENT

To support Mutual TLS Authentication, the phone firmware is shipped with a client certificate issued by the NEC
ECT Certificate Authority. This client certificate is packaged with the phones’s telephony image and is used as a
default client certificate for all secure services i.e., HTTP over TLS connection and SIP over TLS connection.

During commissioning, you can specify a custom client certificate to be used by the phone for Mutual TLS
Authentication. In such cases, the client certificate must be first downloaded to the phone by non-secure means
(setting the boot server protocol to FTP or TFTP) or by using HTTPS and disabling the Mutual TLS
Authentication on the Server.

You can also specify the custom client certificates to be used by the phone for each of the services separately.
To configure the “https” client certificate, you must specify the file name in the “security.ssl.https.client.cert”
parameter and configure the “sip” client certificate (specify the file name in the “security.ssl.sip.client.cert”
parameter of the data configuration file).

If multiple file names are provided in any of these parameters, the phone will consider only the first file name
(preceding a comma) as the client certificate and the rest is ignored.

Note: The file name, including the extension, is limited to 23 characters.
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You can specify the client certificate path using the “CLIENT_CERTIFICATES_PATH" parameter in the master
configuration file. If this parameter is specified, the phone downloads the client certificate file from the specified
directory. If the parameter is not specified, the file is downloaded from the default root directory.

Note: The client certificate downloaded to the phone must contain an RSA private key along with its certificate.
Therefore, you must combine the RSA private key and the Certificate into one single file and provide the

filename in the “security.ssl.https.client.cert” configurable field.

If the RSA private key is not provided in the file, the phone discards the certificate as invalid.
Typically, the RSA private key is enclosed between the strings, “-----BEGIN RSA PRIVATE KEY-----" and

the ©

END RSA PRIVATE KEY----—-* and the certificate is enclosed between the strings, "---—-BEGIN

FIRMWARE DOWNLOAD, CONVERSIONS AND UPDATES WITH

HTTPS

The following sections describe the use of HTTPS as the boot server protocol to download the firmware image
to the phone to upgrade or to downgrade the phone firmware.

In the following sections, specified firmware version numbers must be interpreted as follows.

* Version 2.3.a.b — Any 2.3 version which will support Mutual TLS for HTTPS.

* Version 2.3.x.y — Any 2.3 version which will support HTTPS (Server Authentication only).

* Version 2.2.x.y — Any 2.2 version which supports Boot Loader Image and the Telephony Image.

* Version 2.1.x.y — Any 2.1 version which supports Boot Loader Image and the Telephony Image.

* Version 2.0.x.y — Any 2.0 version.

The following table provides valid Boot Server protocol configurations during firmware conversions.

Table 6.4 Boot Server Protocol Configuration Instructions
Old Firmware Version New Firmware Version .
. Is Valid
Is Valid for .
i Upgrade? Configured post Instruction
Version | Configured : Version Upgrade?
Protocol Protocol
NEC-SIP FTP/TFTP Valid >2.3.x.0r FTP/TFTP Valid None
later for
HTTPS Invalid DT710 and HTTPS Valid For upgrade, configure to use
DT730 FTP/TFTP protocol; after
phones upgrade, configure to use HTTPS.
2.0.x. FTP/TFTP Valid 2.3.x.0r FTP/TFTP Valid None
later for
HTTPS Invalid DT710 and HTTPS Valid For upgrade, configure to use
DT730 FTP/TFTP protocol; after
phones upgrade, configure to use HTTPS.
2.1.x. FTP/TFTP Valid 2.3.x.0r FTP/TFTP Valid None
later for
HTTPS Invalid DT710 and HTTPS Valid For upgrade, configure to use
DT730 FTP/TFTP protocol; after
phones upgrade, configure to use HTTPS.
2.3.x. FTP/TFTP Valid >2.3.x.0r FTP/TFTP Valid Not Applicable
later for
HTTPS Valid DT710 and HTTPS Valid Not Applicable
DT730
phones
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Old Firmware Version New Firmware Version .
. Is Valid
Is Valid for .
i Upgrade? Configured post Instruction
Version | Configured : Version Upgrade?
Protocol Protocol
2.3.x. FTP/TFTP Valid 2.0.x.y FTP/TFTP Valid Not Applicable
HTTPS Valid HTTPS Invalid For downgrade, configure to use
FTP/TFTP/HTTPS protocol; after
downgrade configure to use
FTP/TFTP only.
2.3.x. FTP/TFTP Valid 2.2.x.y FTP/TFTP Valid Not Applicable
HTTPS Valid HTTPS Invalid For downgrade, configure to use
FTP/TFTP/HTTPS protocol; after
downgrade configure to use
FTP/TFTP only.

NEC-SIP TO NEC STD SIP FIRMWARE CONVERSION
During NEC-SIP to NEC Std SIP firmware conversions, HTTPS is not supported for the Boot Loader image, but
it can be used for the Telephony image.

While performing the firmware conversion, the NEC-SIP firmware will download the Boot Loader Image using
FTP or TFTP, as specified by the SIP Server through the IP Phone Manager protocol. When the phone restarts
and initializes with the Boot Loader Image, it will download the Telephony Image using the first successful
protocol connection.

FIRMWARE UPGRADES
During firmware upgrades from firmware that does not support HTTPS to firmware that does support HTTPS,
HTTPS is not supported for the Boot Loader image or the Telephony image.

While performing the upgrade, the NEC Std SIP firmware will download the Boot Loader Image using FTP or
TFTP as the boot server protocol. When the phone restarts and initializes with the Boot Loader Image it will
have an option to use FTP or TFTP only as a boot server protocol to download the Telephony Image.

FIRMWARE DOWNGRADES

If a phone is configured for HTTPS upload and download, you must re-configure the phone for only FTP or
TFTP as the Boot Server protocol when downgrading to any firmware version that does not support HTTPS
from the firmware version that does support HTTPS. See “Firmware Download, Conversions and Updates with
HTTPS” on page 6-188 for more information on valid Boot Server protocol configurations across various
firmware upgrades/downgrades.

HTTPS AND PHONE CONFIGURATION FILES

When the phone is configured to use HTTPS as the boot server protocol, it will also use HTTPS for downloads
and uploads of the phone’s configuration files, such as the XML configuration files viz., Personal directory file,
Call History files, language files, ringtone files, Root certificates and Certificate Revocation List from the boot
server.
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INCOMPATIBLE VERSION ERRORS

To convert from NEC-SIP to NEC Std SIP firmware, the NEC Std SIP firmware must be downloaded twice. The
first download writes the application to the flash memory. The second download writes supporting files to the
phone flash memory. While converting, the phone must have access to the same NEC Std SIP firmware version
for both downloads. Do not update the NEC Std SIP firmware on the boot server while there are NEC-SIP to
NEC Std SIP firmware conversions in process or you will see an Incompatible Version error on the phone.

If you do see an Incompatible Version error on the phone, you must either restore the NEC Std SIP firmware
version that was used when you started the upgrade, or connect the phone to a network configured with that
version of the NEC Std SIP firmware.The phone will not be operational until it fully completes the conversion
process.

LANGUAGE SUPPORT

Table 6.5 DT900/900S Phone Supported Languages List

Supported Languages

¢ Croatian

* English Australia
¢ English USA

¢ English Great Britain
e Danish Denmark

¢ Dutch Netherlands
¢ German Germany
¢ French Canada

* French France

* ltalian Italy

* Polish Poland

* Portuguese Brazil
¢ Spanish Mexico

¢ Spanish Spain

¢ Swedish Sweden
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In this chapter, you will learn how to
* Program the Personal Directory
* Review Call History

PERSONAL DIRECTORY

The phone implements a mechanism for supporting a Personal Directory on each telephone. This allows the
phone administrator to seed each phone with a common starting directory.

Note: For a detailed explanation on Personal Directory configuration and operation, refer to the DT Series User
Guide.

PERSONAL DIRECTORY ARCHITECTURE
The Personal Directory is contained within an XML configuration file that is downloaded from the boot server
into Flash memory of the phone.

+ Each telephone can have a unique Personal Directory file called dt-<MAC>-directory.cfg, where <MAC> is
the MAC address of that particular phone.
» For systems with Hot Desking users, each user can have a unique Personal Directory file called dt-
<UserNumber>-directory.cfg, where USER is the logon user extension.
A sample is shown below.
<?xml version+"1.0" encoding="utf-8" standalone="yes"?>
<!--This is a sample dt-<MAC>-directory.cfg file-->
<DT DIRECTORY>
<!--This entry is a Personal Directory-->
<DT_ENTRY
Number="918477939600"
Name="NEC"
DirectoryEntry="1"
BuddyWatch="BLF" />

<!--This entry is a Read Only Personal Directory Entry with Speed Dial and Busy Lamp
Field-->

<DT_ ENTRY
Number="6789"
Name="Ben"
DirectoryEntry="1"
ReadOnly="1"
Key="2"
BuddyWatch="BLF" />
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</DT_DIRECTORY>

SUPPORTED MODELS
The Personal Directory is supported on all DT Series models, except the ITL-2E (which has no display).

DOWNLOADING THE PERSONAL DIRECTORY

PERSONAL DIRECTORY FILE

When the phone is powered on or rebooted, the phone will attempt to download the a Personal Directory
configuration file from the boot server to RAM. If the phone is powered on for the first time, the phone attempts
to download the system Personal Directory Configuration file. If the phone is already in-use and configured, the
phone attempts to download a phone-specific configuration file or a user-specific configuration file (for systems
with Desk Sharing).

System Personal Directory Configuration file (dt-000000000000-directory.cfg)
dt-000000000000-directory.cfg is intended to provide the system administrator a means of seeding the phones
with a Personal Directory. When the user makes changes to the Personal Directory, they are independent of dt-
000000000000-directory.cfg.

This mechanism allows the system administrator to predefine Speed Dial Keys for all users via dt-
000000000000-directory.cfg.

It is possible for the system administrator to mark any Speed Dial Key as read only, so that the user cannot
change it.

Phone-specific Personal Directory Configuration file (dt-<MAC>-directory.cfg)
This is a file that is specific to the phone (as identified by the MAC address).

User-specific Personal Directory Configuration file (dt-<UserNumber>-directory.cfg)
When a Desk Sharing user logs in to a phone, the phone will attempt to download the user specific Personal
Directory configuration file and the phone will load the user’s Personal Directory configuration on the phone.

PERSONAL DIRECTORY CONFIGURATION FILE XML SCHEMA
The Personal Directory configuration file (dt-<MAC>-directory.cfg or dt-<UserNumber>-directory.cfg) file is an
XML configuration file that stores configuration for the following features:

» Speed Dial Keys
* Busy Lamp Fields
» Personal Directory Entries

The XML schema of the Personal Directory configuration file allow these features to share information or be
independent of one another. For example, it is possible to define a Speed Dial Key without defining a Personal
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Directory Entry, but it is also possible to assign a Speed Dial Key to a Personal Directory entry without entering
common information such as the number and name twice. The supported XML tags are listed below:

XML Tag Description Properties
Version Used as a serial number to Optional 32 bit unsigned integer
determine when the phone must
save the Personal Directory
Configuration file to Flash
Number Specifies the number associated Mandatory string, up to 24 characters. Strings longer
with the Speed Dial Key or Personal | than 24 characters are truncated. Valid characters are
Directory Entry. digits, * and #.
Note: Fewer than 24 characters may be displayed
depending on the contents of the this field since a
proportional font is used to display the field.
DirectoryEntry Specifies whether this information is | Mandatory Boolean
a Personal Directory Entry.
Name Specifies the name associated with | Optional string, up to 24 characters. Strings longer
the Speed Dial Key or Personal than 24 characters are truncated.
Directory Entry. Note: Fewer than 24 characters may be displayed
depending on the contents of the this field since a
proportional font is used to display the field.
ReadOnly Specifies whether the user may Optional Boolean, defaults to 0
modify the entry. Applies to the
entire entry.
This mechanism allows the system
administrator to predefine Speed
Dial Keys for all users via dt-
000000000000-directory.cfg or
specific users via the dt-<MAC>-
directory.cfg or dt-<UserNumber>-
directory.cfg files as read only, so
that the user cannot change it.
Key Specifies which Speed Dial Key this | Optional unsigned integer with range 2 through N,
information applies to. where N is the number of available Programmable
Keys. Tags with values outside this range are ignored.
Speed Dial Keys are numbered left to right, top to
bottom.
BuddyWatch Specifies whether the Speed Dial Optional string. Valid values are None, BLF and

Key is a Busy Lamp Field.

SoftRing. None is the default value. Values are case
insensitive.

The first Programmable key is reserved as a Call Appearance Key. The remaining Programmable Keys, two
through N, may be user as Speed Dial Keys.

The Number, Name and ReadOnly tags may be applied to any entry. Valid tag combinations are:

DirectoryEntry

Key BuddyWatch

Result

2.N BLF

Lamp Field

Personal Directory Entry with Speed Dial and Busy

2.N Softring

Lamp Field and Soft Ring

Note: Soft Ring is only available on SIP@Net
platforms. Contact your system administrator to
determine if Soft Ring is available on your system.

Personal Directory Entry with Speed Dial and Busy

2.N None or unspecified

Personal Directory Entry with Speed Dial
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DirectoryEntry Key BuddyWatch Result
1 Unspecified Don'’t care Personal Directory Entry
0 2.N BLF Speed Dial with Busy Lamp Field
0 2.N Softring Speed Dial with Busy Lamp Field and Soft Ring

Note: Soft Ring is only available on SIP@Net
platforms. Contact your system administrator to
determine if Soft Ring is available on your system.

0 2.N None or unspecified Speed Dial

Configuration file Version tag information

If the Version tag in the Flash memory file is smaller than the Version tag in the provisioning server file, the
Flash memory file is older than the provisioning server file. The phone overwrites the Flash memory file with the
provisioning server file.

If the Version tag in the Flash memory file is equal to the Version tag in the provisioning server file, the Flash
memory file is the same as the provisioning server file and the phone does not write the provisioning server file
to Flash.

If the Version tag in the Flash memory file is larger than the Version tag in the provisioning server file, the Flash
memory file is newer than the provisioning server file. The phone will attempt to upload the Flash memory file to
the provisioning server. If file cannot be uploaded to the provisioning server, the phone will retry the upload
every five minutes until it succeeds.

If the provisioning server file does not have a Version tag, the phone will set the Version tag to one (1) and
overwrite the Flash memory file. This allows the administrator to replace the contents of the Flash memory file
by deleting the Version tag from the provisioning server file after editing its contents.

The Version tag is a 32 bit unsigned integer. There is no protection against rollover of the Version tag. The
Version tag rolls over to zero if it is 4294967295 when the user makes a change. The Version tag of the file on
the provisioning server will still be 4294967295. If the phone cannot upload the file before it is rebooted, the
phone will believe the file on the provisioning server is newer and overwrite the file in Flash. However, this is a
minor limitation that should occur extremely rarely.

SAMPLE DT-<MAC>-DIRECTORY.CFG OR DT-<USERNUMBER>-
DIRECTORY.CFG FILE

<?xml version="1.0" encoding="utf-8" standalone="yes"?>
<!--This is a sample Personal Directory Configuration file-->
<DT DIRECTORY>

<VERSION Version="27" />

<!--This entry is a Read Only Personal Directory Entry with Speed Dial and Busy
Lamp Field-->

<DT ENTRY
Number="6789"
Name="Ben"
DirectoryEntry="1"
ReadOnly="1"
Key="2"
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BuddyWatch="BLEF" />

<!--This entry is a Speed Dial-->
<DT_ ENTRY

Number="6790"

Name="Hannah"

DirectoryEntry="0"

Key="3" />

<!--This entry is a Speed Dial and Busy Lamp Field-->

<DT_ ENTRY
Number="6791"
Name="James"
DirectoryEntry="0"
Key="4"
BuddyWatch="BLF" />

<!--This entry is a Speed Dial and Busy Lamp Field with Soft Ring-->

<DT_ENTRY

Number="6795"

Name="Ken"
DirectoryEntry="0"
Key="5"
BuddyWatch="SoftRing" />
<!--This entry is a Speed Dial-->
<DT_ ENTRY

Number="*93"
DirectoryEntry="0"
Key="6" />

<!--This entry is a Personal Directory-->

<DT_ENTRY
Number="918477939600"
Name="NEC"
DirectoryEntry="1"
BuddyWatch="BLF" />

<!--This entry is a valid Directory Entry but is an invalid Speed Dial because Key
== 194-->
<DT_ENTRY

Number="6792"
Name="Sam"
DirectoryEntry="1"
ReadOnly="1"
Key="194"
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BuddyWatch="None" />
</DT_DIRECTORY>

DOWNLOADING THE PERSONAL CALL HISTORY

Phone Profile Personal Directory file only download (User Portability disabled)

When the phone is powered up or rebooted, the phone attempts to download the default Personal Directory
configuration file (dt-000000000000-directory.cfg) and the phone specific Personal Directory configuration file
(dt-<MAC>-directory.cfg) from the boot server to RAM.

If the dt-<MAC>-directory.cfg file fails to download, the phone checks for the dt-<MAC>-directory.cfg file in
Flash. If the file exists in Flash and parses without error, the phone initializes the Personal Directory with these
entries and uploads the file to the boot server.

If the dt-<MAC>-directory.cfg file does not exist in Flash or the file fails to parse, the phone attempts to parse the
dt-000000000000-directory.cfg file in RAM. If it parses without error, the phone initializes the Personal Directory
with these entries and copies it to Flash.

If the dt-000000000000-directory.cfg file does not exist in RAM or the file fails to parse, the phone attempts to
parse the dt-000000000000-directory.cfg file in Flash. If the file exists and Flash and parses without error, the
phone initializes the Personal Directory with these entries. If the file does not exist in Flash or fails to parse, the
Personal Directory is initialized with no Personal Directory entries.

If the dt-<MAC>-directory.cfg file downloads successfully but fails to parse, the phone checks if the dt-<MAC>-
directory.cfg file exists in Flash. If the file does not exist in Flash or fails to parse, the phone initializes the
Personal Directory with no entries. If the file exists in Flash and parses without error, the phone initializes the
Personal Directory with these entries and upload the file to the boot server.

User Profile Personal Directory file download (User Portability enabled)
When the user logs on, the phone erases the Personal Directory that is currently stored in the phone’s RAM and
attempts to download the user specific personal directory file dt-<UserNumber>-directory.cfg file for the user.

At the time of download, if the user specific personal directory file does not exist on the provisioning server and
if the phone specific personal directory file is available in the flash, the phone creates the user specific file by
copying the directory entries from the phone specific file (dt-<MAC>-directory.cfg) and creates a new dt-
<UserNumber>-directory.cfg file for the user. The newly created user specific file is uploaded to the provisioning
server.

If the phone specific file (dt-<MAC>-directory.cfg) is not available in the flash, the phone creates the user
specific file by copying the directory entries from the dt-000000000000-directory.cfg file for the user. The newly
created user specific file is uploaded to the provisioning server.

In the absence either of those files in the flash, the user specific file is not created and uploaded until the user
adds a new directory entry.

If a user logs into the phone while previous Personal Directory changes are pending, meaning the changes
have not yet been saved to Flash or the file has not yet been uploaded to the boot server, the phone
immediately overwrites the dt-<MAC>-directory.cfg file with the current Personal Directory entries and
immediately uploads the file to the boot server.

File location
The location of Personal Directory configuration files is specified by the DIRECTORY_FILE_PATH XML tag in
the master configuration file.

7-196 DT Series Administrator Guide - Core



PERSONAL DIRECTORY AND CALL HISTORY SUPPORT -

Filename characters

The phone attempts to download the Personal Directory configuration file using mixed case characters for the
filename. The characters representing the MAC address are in upper case while remaining all characters are in
lower case. If this attempt fails, the phone will retry one time. If the retry fails, the phone attempts to download
the Personal Directory configuration file using all lower case characters for the file name. If this attempt fails, the
phone retries one time. If the retry fails, the phone attempts to download the Personal Directory configuration
file using all upper case characters for the file name. If this attempt fails, the phone retries one time.

Download failure - Phone Profile

If the Phone Profile Personal Directory configuration file (dt-<MAC>-directory.cfg) cannot be downloaded and a
dt-<MAC>-directory.cfg exists in Flash, the phone uses the dt-<MAC>-directory.cfg in Flash. If a dt-<MAC>-
directory.cfg does not exist in Flash, the phone attempts to download dt-000000000000-directory.cfg from the
boot server.

The phone attempts to download dt-000000000000-directory.cfg using all lower case characters for the file
name. If this attempt fails, the phone retries one time. If the retry fails, the phone attempts to download dt-
000000000000-directory.cfg using all upper case characters for the file name. If this attempt fails, the phone
retries one time.

If downloading dt-000000000000-directory.cfg fails, the phone continues with no Speed Dial Keys configured.

When the phone has determined what file to use, it applies the configuration to the Speed Dial Keys. When the
user adds or changes a Speed Dial Key, the phone immediately saves it to the Personal Directory configuration
file in Flash memory, increments the Version tag and upload the new the Personal Directory configuration file to
the boot server. If the Personal Directory configuration file cannot be uploaded to the boot server, the phone
retries the upload every five minutes until it succeeds.

dt-000000000000-directory.cfg is not saved to Flash as dt-<MAC>-directory.cfg until the user adds or changes
an entry. When this occurs, the Version tag is set to one. Any Version tag in dt-000000000000-directory.cfg is
ignored.

Download failure - User Profile

If the User Profile Personal Directory configuration file (dt-<UserNumber>-directory.cfg) cannot be downloaded
and a dt-<MAC>-directory.cfg exists in Flash, the phone uses the dt-<MAC>-directory.cfg in Flash. If a dt-
<MAC>-directory.cfg does not exist in Flash, the phone attempts to download dt-000000000000-directory.cfg
from the boot server.

The phone attempts to download dt-000000000000-directory.cfg using all lower case characters for the file
name. If this attempt fails, the phone retries one time. If the retry fails, the phone attempts to download dt-
000000000000-directory.cfg using all upper case characters for the file name. If this attempt fails, the phone
retries one time.

If downloading dt-000000000000-directory.cfg fails, the phone continues with no Speed Dial Keys configured.

When the phone has determined what file to use, it applies the configuration to the Speed Dial Keys. When the
user adds or changes a Speed Dial Key, the phone immediately saves it to the Personal Directory configuration
file in Flash memory, increments the Version tag and upload the new the Personal Directory configuration file to
the boot server. If the Personal Directory configuration file cannot be uploaded to the boot server, the phone
retries the upload every five minutes until it succeeds.

dt-000000000000-directory.cfg is not saved to Flash as dt-<MAC>-directory.cfg until the user adds or changes
an entry. When this occurs, the Version tag is set to one. Any Version tag in dt-000000000000-directory.cfg is
ignored.

The following flowcharts illustrate the file download logic.
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Figure 7.1 Basic File Download Logic
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Figure 7.2 Default dt-<MAC>-directory.cfg Download Logic
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Figure 7.3 dt-<MAC>-directory.cfg and dt-<UserNumber>-directory.cfg Download
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USING AND UPDATING THE PERSONAL DIRECTORY CONFIGURATION FILE

Populating the Personal Directory file and Speed Dial keys - Phone Profile (User Portability

Disabled)
When the phone is powered on or restarted, the phone uses the previously mentioned download logic and
versioning information to determine which file to use to populate the Personal Directory and Speed Dial key

information for the phone.

Populating the Personal Directory file and Speed Dial keys - User Profile (User Portability

Enabled)

When a user logs in, the phone will attempt to download the user specific Personal Directory file, dt-
<UserNumber>-directory.cfg, from the boot server and store it in Flash for the duration of the User Portability
session.

When the phone determines which file to use, it loads any existing Personal Directory records from the User
Profile onto the phone. These can then be viewed on the front panel of the phone by pressing the Menu key and
selecting Directory and then Personal Directory. Additionally, any Speed Dial Key entries that are part of the
Personal Directory are available via the Speed Dial Keys on the phone.
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When the user logs on, the availability of the configured speed dials depends on the phone model. For example,
if a user configures 17 Speed Dial Keys on a DT730 ITL-24D and then logs on to a DT730 ITL-12D that only has
11 keys available by Speed Dial, the user will not have Speed Dial Keys for entries 12 through 17.

Updating the Personal Directory file and Speed Dial keys

When the user adds, modifies or deletes a Personal Directory or Speed Dial Key entry, the phone will
immediately save it to the dt-<MAC>-directory.cfg or dt-<UserNumber>-directory.cfg file in Flash memory,
increment the Version tag and upload the new dt-<MAC>-directory.cfg or dt-<UserNumber>-directory.cfg file to
the provisioning server. If file cannot be uploaded to the provisioning server, the phone starts a timer and will
retry the upload every five minutes until it is successfully uploaded to the boot server.

User Portability - User Logout

When a Desk Sharing user logs out from the phone, the phone erases all of the Personal Directory entries
currently stored in RAM, and then the phone re-parses the dt-<MAC>-directory.cfg file in Flash and initializes
the Personal Directory with these entries. If the dt-<MAC>-directory.cfg file does not exist in Flash, it will attempt
to re-parse the dt-000000000000-directory.cfg file in Flash and initialize the Personal Directory with these
entries. If neither file exists in Flash, the Personal Directory is initialized with no entries.

Maximum number of Personal Directory Entries
The maximum number of entries in the Personal Directory is 200.

The phone will only save entries up to the specified maximum in Flash memory. Entries in excess of the
specified maximum will be discarded. The phone will display an error message on the local display to inform the
user they have exceeded the maximum allowable number of entries.

The phone will not preallocate space for the Personal Directory file in Flash, but will simply limit the space used
by the Personal Directory file by only saving the specified number of entries.

PERSONAL DIRECTORY BEHAVIOR

Certain events and their behavior are common across the screens defined in the following sections. The
following table defines this generic behavior. The generic behavior is overridden by some screens as stated in
the following sections.

Table 7.1 Generic Behavior Table
Acceptable user action/Keys Explanation
Digit Key Select Corresponding menu item

4-way scroll BACK key (Redial key) | Return to previous screen

4-way scroll FORWARD key Select highlighted menu item
(Directory key)

4-way scroll UP key (Volume UP Move to previous menu item
Key)

4-way scroll DOWN key (Volume Move to next menu item
DOWN Key)

ENTER key Select highlighted menu item
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Acceptable user action/Keys Explanation

Off-Hook (handset) If speaker is ON, turn speaker OFF, move audio to handset and keep focus on
current screen.

If headset is active, move audio to handset and keep focus on current screen.

In all other Endpoint states, the focus shifts to “Home” screen, which displays the
relevant call status screen.

On-Hook (handset) No operation if speaker is ON or headset is active, otherwise go on hook. In both
cases, the focus remains on the current screen.

Line Key The focus shifts to the “Home” screen for relevant Endpoint states and call status
screens where this event is valid.

Speed Dial key No Operation

Hold key The focus shifts to the “Home” screen for relevant Endpoint states and call status

screens where this event is valid.

Transfer key The focus shifts to the “Home” screen for relevant Endpoint states and call status
screens where this event is valid.

Speaker key On-Hook (handset) behavior:

* If speakeris ON, turn speaker OFF and keep focus on current screen

* If speaker is OFF, turn Speaker ON and focus shifts to “Home” screen which dis-
plays the relevant call status screen.

Off-Hook (handset) behavior:

* If speakeris OFF, turn Speaker ON and keep focus on current screen

* If speaker is ON, activate handset and keep focus on current screen

Headset active behavior

¢ Turn speaker ON and keep focus on current screen

Answer key The focus shifts to the “Home” screen for relevant Endpoint states and call status
screens where this event is valid.

Recall key The focus shifts to the “Home” screen for relevant Endpoint states and call status
screens where this event is valid.

MIC key Kte?p focus on current screen and toggle MIC SW on/off based on relevant Endpoint
states.

Feature key The focus shifts to “Home” screen which displays the relevant call status screen.

MENU key The focus shifts to “Home” screen which displays the relevant call status screen.

Security key No Operation

Exit key The focus shifts to “Home” screen which displays the relevant call status screen.

Help key No Operation

Conf key Not applicable since the ITL-2E does not have an LCD display

Incoming Call The focus remains on configuration screen however incoming call indications as well

as call state transitions occur as per the behavior. On relevant user initiated events
described above the focus shifts to the call status screen.

For all other network events, the focus remains on configuration screen while relevant call states and status
screen updates occur on the call status screen.
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ADMINISTRATOR CONFIGURATION OF PROGRAMMABLE KEYS

You can edit the dt-000000000000-directory.cfg file to create global Programmable Keys for your system, such
as global Speed Dial Keys and shared Personal Directory entries for all phones on your system.

Note: When creating global Speed Dial Keys, keep in mind that you may have a number of different models of
phones on your system with varying numbers of Speed Dial keys. For example, if you program a key to
be Speed Dial #8, that key will not be available to 6 line key phones.

Note: The master configuration file overrides any local settings that users may have on their phones. If you are
deploying a new or updated directory configuration file with Speed Dial keys, let your users know which
Speed Dial keys should be reserved so they can change the details for any conflicts they may have in
their own personal settings.

Note: The directory.cfg files must be saved using the UTF-8 encoding scheme so that names that use
extended characters (for example, Schéeller) are shown correctly.
If you are using Notepad to create the files, you can select the encoding type in the File - Save As dialog.

You can also edit the dt-<MAC>-directory.cfg file for individual phones if you do not want to apply changes
globally to your system but want specific people or groups to have specific Programmable Keys.

To create a global Speed Dial Key
1 Open the dt-000000000000-directory.cfg file.
2 Edit the file to include the new Speed Dial Key entries.

For example, you might want to create a global Speed Dial Key that dials the front desk at extension 1000.
Depending on how you want the key to function, you can enter any of the following:

Speed Dial entry

<!--This entry is a Speed Dial-->
<DT_ENTRY

Number="1000"

Name="Front Desk”
DirectoryEntry="0"

Key="2" />

This entry creates an entry with the name “Front Desk” that dials “1000”. This is Speed Dial Key 2 (the first
available key on all phones) for phones that support Speed Dial Keys. This entry is not added to the Personal
Directory.

Speed Dial with Busy Lamp Field (Monitoring) entry
<!--This entry is a Speed Dial and Busy Lamp Field-->
<DT_ ENTRY

Number="1000"

Name="Front Desk”

DirectoryEntry="0"

Key="2"

BuddyWatch="BLF” />

This entry creates an entry with the name “Front Desk” and dials “1000”. This would be Speed Dial Key 2 (the
first available key on all phones) for phones that support Speed Dial Keys. There is also BLF monitoring for this
entry, so the LED for the key will show a visual indication of the line status.
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Speed Dial with Busy Lamp Field and Soft Ring entry

<!--This entry is a Speed Dial and Busy Lamp Field with Soft Ring-->
<DT_ ENTRY

Number="1000"

Name="Front Desk”

DirectoryEntry="0"

Key="2"

BuddyWatch="SoftRing” />

This entry creates an entry with the name “Front Desk” and dials “1000”. This would be Speed Dial Key 2 (the
first available key on all phones) for phones that support Speed Dial Keys. There is also a Soft Ring for this
entry, so there will be a soft ring played when there is an incoming call to this line.

Speed Dial Star Code Key

<!--This entry is a Speed Dial-->
<DT_ ENTRY

Number="*93"

DirectoryEntry="0"

Key=”6” />

This creates a Pickup key (*93) for that Speed Dial Key. Users could then press this key and then dial the
number of a ringing extension to pick up the call on that extension.

To create shared Personal Directory entries
1 Open the dt-000000000000-directory.cfg file.
2 Edit the file to include the new Personal Directory entries.

Read-only Personal Directory Entry

<!--This entry is a Personal Directory-->
<DT_ ENTRY

Number="1500"

Name="IT Department”

DirectoryEntry="1"

ReadOnly="1"

BuddyWatch="BLF” />

This example shows how to create a global Personal Directory entry for the number to the IT Department. All
users would see this number in their Personal Directory, they would see the presence icon for the entry, and
would be able to dial the number. This is a read-only entry (ReadOnly="1") that cannot be deleted by any
users. To delete or change this entry, you would need to edit the master configuration file.

To create a global Personal Directory and Speed Dial entry
1 Open the dt-000000000000-directory.cfg file.
2 Edit the file to include the new Speed Dial Key entries.

Read-only Personal Directory Entry with Speed Dial and Busy Lamp Field

<!--This entry is a Read Only Personal Directory Entry with Speed Dial and Busy
Lamp Field-->

<DT_ENTRY

Number="2000"

Name="Conf Room 1”

DirectoryEntry="1"
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ReadOnly="1"
Key://2//
BuddyWatch="BLF” />

This example shows how to create a global Personal Directory entry for Conference Room 1, which can also be
monitored and is also a Speed Dial Key (with LED indication) on all phones on your system. This is a read-only
entry (Readonly="1") that cannot be deleted by any users. To delete or change this entry, you would need to
edit the master configuration file.

USING THE PERSONAL DIRECTORY

VIEWING THE PERSONAL DIRECTORY
The Personal Directory can be accessed in two ways: from the main menu and from the phone’s cursor key.

The DT930 (ITK-8TCGX) and the DT930S (ITK-32TCGS), use a different option for User Settings than all of the
other models documented in this manual that use Option 3] for User Settings.

The ITK-8TCGX and ITK-32TCGS phone models use 1] User Settings.

To access User Settings on the ITK-8TCGX and ITK-32TCGS

1 Press the Menu key.
2 Select the Multi settings icon.

Figure 7.4 Multi settings icon

3 Press the Settings icon.

Figure 7.5 Settings icon

0

4 Select L1] User Settings.

To access the Personal Directory from the main menu on the phone
1 Press the Menu key on the local keypad to invoke the main menu.
2 Press Personal Directory.

The Main Menu manages the following events:

Softkey Feature Explanation

(A] Move to previous menu item
Note: If the first menu item is selected, this softkey does not appear.

(v] Move to next menu item
Note: If the last menu item is selected, this softkey does not appear.

Exit Return to “Home” screen and display appropriate call status screen.
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Softkey Feature

Explanation

Select

Select highlighted item.

Menu ltems

Personal Directory

Invokes Personal Directory

Call History

Invokes Call History

User Settings

Invokes User Settings

Admin Settings

Invokes Admin Settings

Reboot Phone

Reboots phone

Status

Invokes Status Settings

To access Personal Directory from the cursor key

1 Press the right cursor key.

2 Select 1] Directory.

The Personal Directory menu manages the following events:

Softkey Feature

Explanation

[Z] Move to previous menu item
(v] Move to next menu item
Exit Return to “Home” screen and display appropriate call
status screen.
Select Select the highlighted menu item
Menu ltems
Directory Invokes Personal Directory
Call History Invokes Call History menu

3 Select |1/ Personal Directory, through any of the valid methods listed above invokes the Directory Entries menu.
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The Directory Entries Menu manages the following events:

Softkey Feature Explanation
[Z] Move to previous menu item
(v] Move to next menu item
Search Got to the Directory Search menu
Add Go to the Directory Add Name menu
Edit Go to the Directory Edit menu
Detail Go to the Directory Entry Menu
Delete Go to the Delete Entry Menu
Exit Return to Main menu and display appropriate call status
screen

Acceptable user action/Keys
The following section describes behavior on certain specific user actions/key events pertaining to
this screen
Digit key No operation
Off-Hook (handset) S,i%l;he number of the highlighted Personal Directory
Speaker key Dial the number of the highlighted Personal Directory
entry.
Right Arrow Key Displays the next page if available
Left Arrow Key Displays the previous page if available

While the Directory Entry menu is displayed, the user may initiate a call to the highlighted Personal Directory
Entry by lifting the handset or pressing the Speaker key. The phone initiates a call. The number is dialed exactly
as it appears in the Personal Directory Entry.

Pressing the Edit softkey or the ENTER key takes the user to the Personal Directory Entry menu, where they
may edit or delete the Personal Directory Entry.

The phone displays a menu when no data is available in the Personal Directory. Instead of all three rows of
softkeys it displays only one row.

The Personal Directory listing displayed on the screen is constructed from the XML entries in Flash memory
that include DirectoryEntry="1". For example:

<?xml version+"1.0" encoding="utf-8" standalone="yes"?>

<!--This is a sample dt-<MAC>-directory.cfg file-->

<DT_ DIRECTORY>

<!--This entry is a Personal Directory-->

<DT_ENTRY

Number="521"
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Name="Jonathan Adams"
DirectoryEntry="1"
BuddyWatch="BLF" />
</DT_DIRECTORY>

If there are no Personal Directory entries then “No data” is displayed.

SEARCHING FOR AN ENTRY IN THE PERSONAL DIRECTORY

To search for an entry in the Personal Directory

1 Press the Search softkey.

2 Enter the appropriate characters to search the personal directory.

The Search Menu manages the following events:

Acceptable user action/Keys

this screen

The following section describes behavior on certain specific user actions/key events pertaining to

Digit key

Enters name

4-way scroll BACK key (Redial key)

Cursor left

4-way scroll FORWARD key

Cursor right

(Directory key)

ENTER key Perform search and display matching entries
Softkey Features Explanation

Delete Delete the last character entered

Cancel Return to previous menu

Search Perform search and display matching entries

Characters may be entered into the Name field using the digits on the keypad. When entering the name, the
user can enter uppercase European or lowercase European characters. The user can switch between character
sets by pressing the “*” key. An icon in the title bar shows which character set is selected. The following tables

show the available characters.

Table 7.2 European Uppercase Alphabetic Character Set
European Characters (Uppercase)
1 2 3 4 5 6 7 8 9 #
A D G J M P T w Space
, B E H K N Q U X #
C F | L (0] R \ Y *
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European Characters (Uppercase)
1 2 3 4 5 6 7 8 #
! A E I 5 fi S U
? A E i ) ) U
+ A E T 0 7 U
- A E I 0 U
% A 3 4 o} 8
& A 0
/ A CE
( ¢ o
) 2 6
é
i
1
Table 7.3 European Lowercase Alphabetic Character Set
European Characters (Lowercase)
1 2 3 4 5 6 7 8 #
a d g j m P t Space
, b e h k n q u #
c f i | o] r v *
! a e i 5 f s u
? a é i o} R u
+ a é i (o} 7 a
- a é i o} U
% a 3 4 o} 8
& a o}
/ & ®
( ¢ 2
) 2 6
é
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European Characters (Lowercase)

1 2 3 4 5 6 7 8 9 0 #

The keypad is in first letter upper case alphabetic entry mode on entering the Search menu. Even though upper
and lower case characters may be entered, searches are case insensitive. Up to 24 characters may be entered
for the name.

Note: Fewer than 24 characters may be displayed depending on the contents of the this field since a
proportional font is used to display the field.

It is only possible to search by name. It is NOT possible to search by number.

The phone internally tokenizes the names in the Personal Directory entries using spaces as separators. The
phone performs a "starting substring" search of the tokens for the name entered by the user. The table below
lists examples of matching and non-matching entries if the user enters "Will" as the search string.

Personal Directory Entry Match?
Cassie Hawill No, “Will” does not match “Hawill”
John Williams Yes, “Will” matches “Williams”
William Smith Yes, “Will” matches “William”

Selecting the Search softkey or ENTER key invokes the Directory Entries menu, with any Personal Directory
entries that match the entered characters. The entries are displayed in alphabetical order.

If no matches are found in the Personal Directory, then “Name not found” is displayed.

Note: Both Personal Directory entries and Speed Dial Key definitions are stored in a common XML file and
schema. Speed Dial Key definitions have their DirectoryEntry tag set to false. Such entries are not
Personal Directory entries and are not displayed in the Personal Directory or included in searches of the
Personal Directory unless the configured speed dial key number is larger than the maximum number of
physical speed dial keys on the phone.

MANIPULATING A PERSONAL DIRECTORY ENTRY

When a Personal Directory Entry is selected, the Personal Directory Entry menu may be used to delete, edit or
dial the entry.

The Personal Directory Entry Menu manages the following events:

Softkey Features Explanation
Delete Invokes the Delete Entry menu
Edit Invokes the Edit menu
Exit Return to the Directory Entries menu
Dial Invokes the Dial menu
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DELETING A PERSONAL DIRECTORY ENTRY

When a user selects the Delete softkey in the Directory Entry menu, a confirmation screen appears, if the
ReadOnly XML parameter is O, for the selected Personal Directory Entry. Any associated Speed Dial Key
information is also deleted.

If a user presses the Cancel softkey, the Personal Directory entry is not deleted and the user is returned to the
Personal Directory Entry menu. If the user presses the OK softkey, the Personal Directory entry is deleted and
the following screen appears. The user is returned to the Directory Entries menu when they press the OK
softkey, or after two seconds.

If the ReadOnly XML parameter is not O for the selected Personal Directory Entry menu appears. The user is
returned to the Directory Entries menu when they press the OK softkey, or after two seconds.

EDITING A PERSONAL DIRECTORY ENTRY
When the user selects the Edit softkey on the Personal Directory Entry menu, the following menu appears if the
ReadOnly XML parameter is O for the selected Personal Directory Entry.

The Edit Personal Directory Entry menu manages the following events:

Softkey Features Explanation
[Z] Move to previous menu item
(v] Move to next menu item
Save Saves the entry to the appropriate Personal Directory file
and displays confirmation or error screen.
Edit Go to the edit menu for the highlighted menu item
Exit Return to Directory Entry menu

If the XML parameter ReadOnly is not O for the selected Personal Directory Entry, then the following menu
appears. The user is returned to the Personal Directory Entry menu when they press the OK softkey, or after
two seconds.

When the user selects an item to edit, they are taken to one of the following screens:
The Change Name Menu manages the following events:

Acceptable user action/Keys

Digit key Enters name

4-way scroll BACK key (Redial key) | Cursor left

4-way scroll FORWARD key Cursor right
(Directory key)

Softkey Features Explanation
Delete Delete the last character entered
Cancel Discard changes and go to the Directory Edit menu.
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Softkey Features Explanation

OK Save the changed entry and go to the Directory Edit
menu.

Enter characters into the Name field by using the digits on the keypad. When entering the name, the user can
enter uppercase European or lowercase European characters. The user can switch between character sets by
pressing the “*” key. An icon in the title bar displays which character set is selected.

The keypad is in alphabetic entry mode when entering the Change Name menu. Up to 24 characters may be
entered for the name.

Note: Fewer than 24 characters may be displayed depending on the contents of the this field since a
proportional font is used to display the field.

The Change Number Menu manages the following events:

Acceptable user action/Keys

Digit key Enters number

4-way scroll BACK key (Redial key) | Cursor left

4-way scroll FORWARD key Cursor right
(Directory key)
Softkey Features Explanation
Delete Delete the last character
Cancel Discard changes and go to the Directory Edit menu.
OK Save the changed entry and go to the Directory Edit
menu.

Enter characters into the Number field by using the digits on the keypad.

The keypad is in numeric entry mode when entering the Change Number menu. Up to 24 characters may be
entered. for the number. The user cannot change to alphanumeric mode.

The Edit Speed Dial Menu manages the following events:

Acceptable user action/Keys

Digit key Enters number

4-way scroll BACK key (Redial key) | Cursor left

4-way scroll FORWARD key Cursor right
(Directory key)
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Softkey Features Explanation
Delete Delete the last character
Cancel Discard changes and go to the Directory Edit menu.
OK Save the changed entry and go to the Directory Edit
menu.

Enter characters into the Speed Dial Key Number field by using the digits on the keypad.

The keypad is in numeric entry mode when entering the Change Speed Dial menu. One or two characters may
be entered for the Speed Dial Key Number. Only digits may be entered. A blank entry removes any Speed Dial
Key already assigned to the Personal Directory entry.

If the specified Speed Dial Key is already assigned, the following screen appears. The user is returned to the
Change Speed Dial Number menu when they press the OK softkey, or after two seconds.

If the specified Speed Dial Key is invalid, meaning it is assigned to an Enhanced Programmable key or the
speed dial key number does not exist on the phone, the following screen appears. The user is returned to the
Change Speed Dial Number menu when they press the OK softkey, or after two seconds.

The Change Monitor Menu manages the following events:

Softkey Feature Explanation
(A] Move to previous menu item
(v] Move to next menu item
Cancel Discard changes and go to the Directory Edit menu.
OK Save the changed entry and go to the Directory Edit
menu.

Valid options for monitoring are:

* None - Do not monitor presence state changes for this Speed Dial Key

» Visual - Presence state is shown visually using the LED on the Speed Dial Key.
Note: Refer to the Busy Lamp Field topic in this manual for more information.

» Visual and Soft Ring - Presence state is shown visually using the LED on the Speed Dial Key. When a call
is ringing on the monitored terminal, play a soft ring tone.

Note: Soft Ring is only available on SIP@Net platforms. Contact your system administrator to determine if Soft
Ring is available on your system.

DIALING

When the user selects the Dial softkey in the Directory Entry menu, the following menu is optionally displayed to
allow them to edit the number before dialing. This allows the user to add a prefix to the number (such as an
outside service or access code) before dialing. Any changes made to the number are only used for dialing one
time. They are not saved to the Personal Directory.

It is possible to disable the Dial menu via a parameter in the XML Configuration file. If this menu is disabled
when the user selects the Dial softkey from the menu, the call is placed immediately.

DT Series Administrator Guide - Core 7-213



_ PERSONAL DIRECTORY AND CALL HISTORY SUPPORT

The Dial Menu manages the following events:

Acceptable user action/Keys

Digit key

Enters digit

4-way scroll BACK key (Redial key)

Cursor left

4-way scroll FORWARD key

Cursor right

(Directory key)

Softkey Features Explanation
Delete Delete the last character entered
Cancel Returns to the Edit menu
OK Dials the number

Edit Before Dialing

You can set your phone to prompt you to confirm the number when dialing Personal Directory, Speed Dial, or
Call History entries (User Settings\Edit Before Dialing). For example, if you dial external numbers from your
Call History often, you can set your dial preferences to edit before dialing so you can enter the outside line
access code when your phone dials. If you dial mostly internal numbers or use Personal Directory entries that
have the outside line access code already programmed into the number, you can set the dial preference so the
telephone numbers dials directly.

Note: The Dial Preference you select is applied to both the Call History and Personal Directory/Speed Dials.

ADDING A NEW ENTRY TO THE PERSONAL DIRECTORY
When the user selects the Add soft key from the Personal Directory screen, the following screen appears.

The Add Name Menu manages the following events:

Acceptable user action/Keys

Digit key Enters name
4-way scroll BACK key (Redial key) | Cursor left
4-way scroll FORWARD key Cursor right
(Directory key)
Softkey Features Explanation
Delete Delete the last character
Cancel Discard new entry and go to the Personal Directory Menu.
OK iae\futhe Name and go to the Directory Add Number
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Enter characters into the Name field by using the digits on the keypad. When entering the name, the user can
enter uppercase European or lowercase European characters. The user can switch between character sets by
pressing the "*" key. An icon in the title bar shows which character set is selected.

The keypad is in alphabetic entry mode on entering the Enter Name menu. Up to 24 characters may be entered
for the name.

Note: Fewer than 24 characters may be displayed depending on the contents of the this field since a
proportional font is used to display the field.

Select the Cancel softkey to discard the entire Directory Entry.
The Enter Number Menu manages the following events:

Acceptable user action/Keys

The following section describes behavior on certain specific user actions/key events pertaining to
this screen

Digit key Enters number

4-way scroll BACK key (Redial key) | Cursor left

4-way scroll FORWARD key Cursor right
(Directory key)
Softkey Features Explanation
Delete Delete the last character
Cancel Discard new entry and go to the Personal Directory menu.
OK Save the Name and go to the Enter Speed Dial Key
Number menu.

Enter characters into the Number field by using the digits on the keypad.

The keypad is in numeric entry mode on entering Enter Number menu. Up to 24 characters may be entered for
the number. Only digits, “*” and “#” may be entered.

Note: Fewer than 24 characters may be displayed depending on the contents of the this field since a
proportional font is used to display the field.

Select the Save softkey to save the Personal Directory Entry.
Select the Cancel softkey to discard the entire Personal Directory Entry.
The Enter Speed Key Menu manages the following events:

Acceptable user action/Keys

Digit key Enters number

4-way scroll BACK key (Redial key) | Cursor left

4-way scroll FORWARD key Cursor right
(Directory key)
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Softkey Features Explanation
Delete Delete the last character
Cancel Discard changes to Speed Dial Key number and go to the
Personal Directory menu.
OK iae\:]e the number and go to the Directory Add Monitor
u.

Enter characters into the Speed Dial Key Number field by using the digits on the keypad.

The keypad is in numeric entry mode on entering Enter Speed Dial Key Number menu. One or two characters
may be entered for the Speed Dial Key Number, allowing up to 99 Speed Dial Keys. Only digits may be entered.
The user cannot change to alphanumeric mode.

Select the Save softkey to save the Personal Directory Entry.
Selecting the Cancel softkey discards changes to the Speed Dial Key number
The Select Monitor Menu manages the following events:

Softkey Feature Explanation
(A] Move to previous menu item
(v] Move to next menu item
Cancel Discard changes and go to the Personal Directory menu
OK Save changes to monitoring and go to the Personal
Directory menu

Valid options for monitoring are:

* None - Do not monitor presence state changes for this Speed Dial Key

» Visual - Presence state is shown visually using the LED on the Speed Dial Key.
Note: Refer to the Busy Lamp Field topic in this manual for more information.

+ Visual and Soft Ring - Presence state is shown visually using the LED on the Speed Dial Key. When a call
is ringing on the monitored terminal, play a soft ring tone.

Note: Soft Ring is only available on SIP@Net platforms. Contact your system administrator to determine if Soft
Ring is available on your system.

A menu appears if the Personal Directory in Flash memory already contains the maximum number of entries
when the user selects the Add softkey from the Personal Directory menu. The user is returned to the Personal
Directory menu when they press the OK softkey, or after two seconds.

DUPLICATE ENTRIES
Personal Directory entries are uniquely defined by the combination of number and name. For the purpose of
uniquely defining an entry, the name is case insensitive.

Multiple entries with the same number but different names are allowed. Multiple entries with the same name but
different numbers are allowed.
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If the user attempts to enter a duplicate entry, the following screen appears. The user is returned to the previous
screen when they press the OK softkey, or after two seconds.

If a duplicate entry appears in the directory configuration file, the phone removes it if it is not marked as read
only (ReadOnly="1"). If the duplicate entry is marked as read only, it is ignored.

SIMILAR READ ONLY ENTRY

If you try to add a new entry to the Personal Directory, but the same name and number already exists in the
speed dial only configuration, and it is defined as read only, then these entries cannot be merged to one entry.
An error displays.

CONFIRMATION
The Confirmation menu is displayed after a successful addition of a new entry or modification of an existing
entry. When user presses OK key it takes the user to Directory Entries menu.

INCOMING CALLS

When the phone receives an incoming call, it searches the Personal Directory stored locally on the phone for
the calling party number. If a matching entry is found, the phone displays the name specified in the entry.

CALL HISTORY

The phone includes call history detail. This is a call history for the phoneset device only, or calls made only
when logged in on a phoneset if User Portability is enabled. It does not include system call history information
(calls made from all devices associated with a user).

The phone saves call history details for both the Phone Profile and each User Profile that logs on to phone.
There are three categories maintained within the phone call history:

* Missed Calls
* Placed Calls
* Received Calls
Note: Only calls that are delivered to the phoneset are recorded in the phoneset’s Call History. If calls are not
delivered to the phoneset (such as calls rerouted due to system-level Do Not Disturb settings) they will

not be listed in the phoneset’s local Call History. You may still be able to view your system call history via
a phone microbrowser or supported client application.

Call history details are persistent and survive the reboot of the phone (both Phone Profile and User Profile call
history).

MISSED CALLS INDICATION

In addition to these 3 categories of calls, the phone maintains a Missed Calls Indication data variable which
tracks the number of calls that have been missed but are as yet to be viewed by the user (i.e. the number of
Missed Calls yet to be displayed to the user). It is this data which is fed into the Missed Calls Indication icon on
supported models of the phone.

CALL HISTORY FILE

The Call History is stored within an XML file that is downloaded from the boot server into the phone’s Flash
memory.
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There are in reality two types of Call History files:

» Phone Profile Call History: This is the call history that is maintained for the phoneset device. This includes
all calls that are missed, placed, or received on this phoneset device.

» User Profile Call History: If User Portability is enabled on the system, a separate User Profile Call History
is saved on User Portability enabled phoneset devices that includes all the calls that missed, placed or
received to a specific user. This file is used to track the call history while the user is logged on to the
phone, and when they user logs off this is used to update their main User Profile with the call history
information from their session on the phoneset device.

The phone profile Call History is usually stored on the boot server as dt-<MAC>-history.cfg, where MAC is the
MAC address of the phone. If the parameter, phone.callhistory.logoff.persist in the master config file is set to “0”
and User Portability is enabled, then the phone profile Call History is not stored at all. It is still available for
viewing via the phone front panel but it is not saved in Flash memory or synchronized to the boot server.

In contrast, a user profile Call History is always stored on the boot server as dt-<UserName>-history.cfg, where
UserName is the logon user extension.

The phone profile Call History is uploaded to the provisioning server and saved in flash if the XML parameter
(phone.callhistory.logoff.persist) is set to value “1” (default) and User Portability is disabled. The phone profile
Call History will not be uploaded but will be saved in flash if the XML parameter (phone.callhistory.logoff.persist)
is set to value “2” and User Portability is disabled.

To change the default to a different option and apply to all the endpoints, the dt-customer.cfg file can be updated
with this configuration parameter.

The following table specifies these options and their conditions.

Table 7.4 Call History configuration options
- . Save dt<MAC>- Upload dt-<MAC>- Download dt- Upload dt-<MAC>-
lne e el phone.callhls_tory.lo history.cfg to the history.cfg at idle / <MAC>-history.cfg history.cfg if not
y-enabled G EA 6! flash before reboot after reboot available on server
0 0 N N N N
0 1 Y Y Y Y
0 2 Y N N N
1 0 N N N N
1 1 N N N N
1 2 N N N N

When the Call History is not stored, it is still available for viewing via the phone’s front panel, but it is not saved
in Flash memory or synchronized to the boot server.

When User Portability is enabled, the user profile Call History is usually stored on the boot server as dt-
<USER>-history.cfg, where USER is the logon user extension. The user profile Call History is not stored if
storage is explicitly disabled. The following table specifies these conditions.

Table 7.5 Call History configuration options with User Portability
phone.userportability.enabled phone.callhistory.logoff.persist Uploa? d?:-fg:feo r:t:;s':gz.cfg & Downloadac::;l::texr;-th istory.cfg
0 0 N N
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phone.userportability.enabled phone.callhistory.logoff.persist Uploa?d?:-fges:)r':r:iesl::z.cfg 2 e ::;l::g::;r iy
0 1 N N
0 2 N N
1 0 Y Y
1 1 Y Y
1 2 Y Y

The location of the dt-<MAC>-history.cfg file can further be refined by the HISTORY_FILE_PATH XML tag in the
master configuration file. A blank value denotes the default root folder on the boot server whereas a valid
specified folder is considered relative to the boot server’s root folder.

Configuration file Version tag information

If the Version tag in the Flash memory file is smaller than the Version tag in the provisioning server file, the
Flash memory file is older than the provisioning server file. The phone overwrites the Flash memory file with the
provisioning server file.

If the Version tag in the Flash memory file is equal to the Version tag in the provisioning server file, the Flash
memory file is the same as the provisioning server file and the phone does not write the provisioning server file
to Flash.

If the Version tag in the Flash memory file is larger than the Version tag in the provisioning server file, the Flash
memory file is newer than the provisioning server file. The phone will attempt to upload the Flash memory file to
the provisioning server. If file cannot be uploaded to the provisioning server, the phone will retry the upload
every five minutes until it succeeds.

If the provisioning server file does not have a Version tag, the phone will set the Version tag to one (1) and
overwrite the Flash memory file. This allows the administrator to replace the contents of the Flash memory file
by deleting the Version tag from the provisioning server file after editing its contents.

The Version tag is a 32 bit unsigned integer. There is no protection against rollover of the Version tag. The
Version tag rolls over to zero if it is 4294967295 when the user makes a change. The Version tag of the file on
the provisioning server will still be 4294967295. If the phone cannot upload the file before it is rebooted, the
phone will believe the file on the provisioning server is newer and overwrite the file in Flash. However, this is a
minor limitation that should occur extremely rarely.

CALL HISTORY XML SCHEMA
The XML schema for the Call History configuration file allows for records of all 3 categories (Missed, Placed and
Received Calls) to be stored. In addition, the number of Missed Calls not yet displayed to the user is tracked.

To achieve this aim, the following XML tags are supported:

XML Tag Description Properties

Version Used as a serial number to Optional 32-bit unsigned integer.
determine when the phone
must save the Call History file
to Flash
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Call History file devoted to the
list of Missed Calls.

XML Tag Description Properties
DateTime Specifies the call date and Mandatory string signifying a time_t representation of
time associated with a Call time. Appropriate conversions into the user specified
History Entry. date and time formats take place when the Call History is
eventually displayed to the user on the phone/terminal.
Number Specifies the other party Mandatory string, up to 24 characters. Strings longer
telephone number associated | than 24 characters are truncated. Valid characters are
with a Call History Entry. digits, * and #.
Note: Fewer than 24 characters may be displayed
depending upon the contents of the this field since a
proportional font is used to display the field.
Name Specifies the other party Optional string, up to 24 characters and Unicode
name associated with a Call compatible. Strings longer than 24 characters are
History Entry. truncated.
Note: Fewer than 24 characters may be displayed
depending upon the contents of the this field since a
proportional font is used to display the field.
Endpoint Specifies the endpoint Unsigned integer. For now, this will always be “0” as we
designation (i.e. which line for | only support a single line.
phones supporting multiple
lines) associated with a Call
History Entry.
DT_HISTORY Designates a complete n/a
collection of Call History XML
records.
DT_ENTRY Designates an individual Call n/a
History entry in a Call History
collection. Each DT_ENTRY
possesses further attributes
such as DateTime, Name,
Number, etc.
PLACED_CALLS Delineates the section of the n/a
Call History file devoted to the
list of Placed or Outgoing
Calls.
RECEIVED_CALLS Delineates the section of the n/a
Call History file devoted to the
list of Received or Incoming
Calls.
MISSED_CALLS Delineates the section of the n/a

MissedCallsIndication

An attribute of
MISSED_CALLS that is used
to keep track of the number of
Missed Calls that have not yet
been displayed to the user.

Unsigned integer

DOWNLOADING THE CALL HISTORY

Phone Profile Call History only download (User Portability disabled)

When rebooted, the phone will attempt to download the phone specific Call History configuration file, dt-
<MAC>-history.cfg, from the boot server if User Portability is not enabled and the parameter
phone.callhistory.logoff.persist has not been changed to “0”.
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User Profile Call History download (User Portability enabled)

If User Portability is enabled and the parameter phone.callhistory.logoff.persist has been changed to “0”, the
phone profile Call History configuration file is discarded and the phone begins operating with an empty phone
specific Call History. Subsequently created Call History entries are then only viewable via the phone front panel.

When a new user logs on to the phone, the User Profile Call History for that user is downloaded and displayed
in the Call History for the phone while the user is logged on to that phone. When the user logs off, the Phone
Profile Call History is restored to the phoneset until another user logs on, and the phone uploads the new User
Profile Call History.

Filename characters
The phone will attempt to download Call History file using mixed case characters for the filename.

For the dt-<MAC>-history.cfg file, the characters representing the MAC address are in upper case while all
remaining characters are in lower case.

If the first attempt fails, the phone will retry one time. If the retry fails, the phone will attempt to download the file
using all lower case characters for the file name. If this attempt fails, the phone will retry one time. If the retry
fails, the phone will attempt to download the file using all upper case characters for the file name. If this attempt
fails, the phone will retry one time.

For the dt-<UserName>-history.cfg file, the characters representing the UserName are numbers while all
remaining characters are in lower case.

If the first attempt fails, the phone will retry one time. If the retry fails, the phone will attempt to download the file
using all lower case characters for the file name. If this attempt fails, the phone will retry one time. If the retry
fails, the phone will attempt to download the file using all upper case characters for the file name. If this attempt
fails, the phone will retry one time.

Download Successful, No dt-<MAC>-history.cfg in Flash memory

If the download is successful and there is no dt-<MAC>-history.cfg in Flash memory, the phone will save the
downloaded dt-<MAC>-history.cfg to Flash. If a dt-<MAC>-history.cfg file already exists in Flash memory, the
phone will examine the Version tags in the two files to determine if the Flash memory file should be overwritten.

Download Failure, dt-<MAC>-history.cfg in Flash memory
If dt-<MAC>-history.cfg cannot be downloaded and a dt-<MAC>-history.cfg exists in Flash, the phone uses the
dt-<MAC>-history.cfg in Flash.

USING AND UPDATING THE CALL HISTORY

Populating the Call History - User Profile (User Portability Enabled)
When a user logs in, the phone will attempt to download the user specific Call History file, dt-<UserName>-
history.cfg from the boot server and store it in Flash for the duration of the User Portability session.

When the phone determines which file (Phone or User) to use, it loads any existing Call History (Incoming,
Outgoing and Missed Calls) records from the User Profile onto the phone. These can then be viewed on the
front panel of the phone in the standard way (by pressing the Menu key and choosing Call History). Additionally,
any calls that were placed to the user that were undelivered if the user was not logged on to a terminal are
displayed as Missed Calls, and the Missed Calls Indication icon on the Idle screen will indicate any Missed calls
(if supported on the phoneset device).

Updating the call history - Phone Profile (no User Portability)
Assuming the basic DNR is loaded (i.e. only the phone profile is logged on), then from then on, when the user
makes a call or manually deletes a Call History entry, the phone will immediately save it to the dt-<MAC>-
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history.cfg in Flash memory, increment the Version tag and upload the new dt-<MAC>-history.cfg to the boot
server. If dt-<MAC>-history.cfg cannot be uploaded to the boot server, the phone will retry the upload every five
minutes until it succeeds. As already mentioned, this behavior does not apply if User Portability is enabled and
the parameter phone.callhistory.logoff.persist has been changed to “0”.

Updating the call history - User Profile (User Portability Enabled)

When User Portability is enabled and a user profile is logged in instead, and the user makes or receives a call
or manually deletes a Call History entry, the phone will immediately save it to dt-<UserName>-history.cfg in
Flash memory, increment the Version tag and upload the new dt-<UserName>-history.cfg to the boot server. If
dt-<UserName>-history.cfg cannot be uploaded to the boot server, the phone will retry the upload every five
minutes until it succeeds. When the user profile logs out or is logged out, the dt-<UserName>-history.cfg copy in
flash is purged.

Call History entry or deletion is noted as usual in the phone’s Call History record, but the file is not updated on
the boot server until the user’s session on the phone ends and the dt-<UserName>-history.cfg is uploaded to
the boot server from the phoneset. Call History entries that are created or modified while a user is logged on to
a terminal are only viewable via the phone front panel.

Maximum number of Call History entries
The maximum number of entries in the entire Call History for all phone models is 150; essentially 50 calls
maximum for each Call History category.

The phone only saves entries up to the specified maximum in Flash memory. Entries in excess of the specified
maximum are silently discarded.

The phone does not preallocate space for the Call History in Flash, but it limits the space used by the Call
History by only saving the allowed number of entries.

SAVING CALL HISTORY DETAILS
Up to fifty calls can be saved within each of the three categories. The 51st call results in the oldest call being
removed from memory.

Note: There is no time limit on how long calls are stored and Call History, for either the phone profile or user
profiles, is kept persistent between reboots. The only exception to this behavior is when User Portability
is enabled and the phone.callhistory.logoff.persist parameter is set to “0”.

Note: The phone can use either the Phone Profile Call History or the User Profile Call History to save new call
entries, but it cannot save new call entries to both profiles.

The following detail is stored for each call:

+ Call date and time

» Other party name

* Other party telephone number.

« Call Endpoint: The call endpoint though saved is not displayed to the user and is currently always “0”.
The other party’s telephone number is saved “as is”, that is, exactly as it is received.
Note: The duration of a call is not saved.

Missed Calls

If multiple calls from the same calling party are missed, only one Missed Call entry is listed. In this case, the
date and time of the most recent Missed Call is shown. However, the Missed Calls Indication icon (if enabled)
displays the actual number of calls missed, including the duplicate attempts.
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Call History File Versioning

When any action on the phoneset results in an entry of any of the 3 categories of Call History is being saved or
added on to, the Call History XML file is incriminated. Within a minute of this file being incriminated, the Call
History XML file is serialized and uploaded onto the boot server. A failure in uploading will induce a retry within
5 minutes. This ensures that the Call History is kept up-to-date and also in sync with the copy maintained on the
boot server. This behavior does not apply to the phone profile when User Portability is enabled and the
phone.callhistory.logoff.persist parameter is set to “0”.

CALL HISTORY DISPLAY
When Call History entries are displayed, they are displayed newest (most recent) to oldest.

Personal Directory entry matching

Before displaying Call History entries, the phone searches the Personal Directory for a matching number and
display the corresponding name from the Personal Directory.

If multiple Personal Directory entries match the number, the name from the first Personal Directory entry to
match the number is displayed.

Call History Date and Time format
Call History details are displayed in the date and time format as specified by the user’s preferences, regardless
of how Call date and time is actually stored within the Call History XML file.

CALL HISTORY EXAMPLES
This section lists how the Call History entries appear for various call scenarios. In the scenarios below, parties
A, B and C are all NEC SIP phone users.

Table 7.6 A Performs an Attended Transfer of B to C
Action A’s Call History B’s Call History C’s Call History
A calls B (primary call) Placed call to B Received call from A’ No Call History Information

Note: In the case of a transfer via
INVITE/UPDATE, the phone may
get received party information of C
from the SIP Server. In this case, it
shows Received call from C instead
of Received call from A.

A calls C (consult call) Placed call to C No Call History Information Received call from A

Note: Received call from Ais
NOT shown in case of non-
REFER-based transfer via
INVITE/UPDATE.

Atransfers Bto C No Call History Placed call to CT Received call from B
Information

*. In case of non-REFER-based transfers via INVITE/UPDATE, the phone may get the received party infor-
mation of C from the SIP Server, hence it will show “Received call from C” instead of A.
T. Placed call to C is NOT shown in case of non-REFER-based transfer via INVITE/UPDATE.
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Table 7.7 A Performs a Blind Transfer of B to C
Action A’s Call History B’s Call History C’s Call History
A calls B (primary call) Placed call to B Received call from A" No Call History Information
Atransfers Bto C No Call History Placed call to CT Received call from B
Information

*. In case of non-REFER-based transfers via INVITE/UPDATE, the phone may get the received
party information of C from the SIP Server, hence it will show ‘“Received call from C” instead of
A.

T. Placed call to C is NOT shown in case of non-REFER-based transfer via INVITE/UPDATE.

Table 7.8 A Performs an Unattended Transfer of B to C

Action A’s Call History B’s Call History C’s Call History
A calls B (primary call) Placed call to B Received call from A’ No Call History Information
Acalls C Placed call to C No Call History No Call History Information

Information’

Atransfers B to C by No Call History Placed call C Received call from B
hanging up while C is Information
ringing

*. In case of non-REFER-based transfers via INVITE/UPDATE, the phone may get the received
party information of C from the SIP Server, hence it will show “Received call from C” instead of
A.

+. Placed call to C is NOT shown in case of non-REFER-based transfer via INVITE/UPDATE.

Note: If the PBX implements the transfer with the following SIP signaling, C’s call history shows a zero duration
received call from A in addition to a received call from B:

Figure 7.6 SIP Signaling

e
[ei]
]
£

INVITE (From: A)

200 O

INVITE (From: B)

200 OK

AR SOV | PR R S |

Note: If the PBX implements the transfer with the previous SIP signaling, C’s call history will only show an
answered call from B:
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Table 7.9 A Conferences B and C
Action A’s Call History B’s Call History C’s Call History
Acalls B Placed call to B Answered call from A No Call History
Information
Acalls C Placed call to C No Call History Answered call from A

Information

A conferences Band C | Answered Call from Answered Call from A
A

No Call History
Information

Table 7.10 A Places an Intercom or “Click to Dial” Call to B
Action A’s Call History B’s Call History C’s Call History
Acalls B Placed call from B Received call from A No Call History
Information

Note: The behavior of the phone with respect to rejected calls, rejected calls are classified as received calls.

GENERIC BEHAVIOR

Certain events and their behavior are common across the screens defined in the following sections. The

following table defines this generic behavior.

Acceptable user action/Keys

Explanation

The following section describes behavior on certain specific user actions/key events pertaining to this screen

Digit key

Select corresponding menu item

4-way scroll BACK key (Redial key)

Display appropriate call status menu item

4-way scroll FORWARD key
(Directory key)

Select highlighted menu item

4-way scroll UP key
(Volume UP key)

Move to previous menu item (does not show if first menu item is selected)

4-way scroll DOWN key (Volume
DOWN key)

Move to next menu item (does not show if first menu item is selected)

ENTER key

Select the highlighted menu item

Off-Hook (handset)

If speaker is ON, turn speaker OFF, move audio to handset and keep focus on
current screen.

If headset is active, move audio to handset and keep focus on current screen.

In all other Endpoint states the focus shifts to the “Home” screen for relevant call
status screen.

On-Hook (handset)

No operation if speaker is ON or headset is active, otherwise go on hook. In both
cases, the focus remains on the current screen.

Call Appearance Key

The focus shifts to the “Home” screen for relevant Endpoint states and call status
screens where this event is valid.

Speed Dial key

The focus shifts to “Home” screen, which displays the relevant call status screen.
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Acceptable user action/Keys Explanation

Hold key The focus shifts to the “Home” screen for relevant Endpoint states and call status
screens, where this event is valid. Otherwise, the focus remains on the current
screen.

Transfer key The focus shifts to the “Home” screen for relevant Endpoint states and call status
screens, where this event is valid. Otherwise, the focus remains on the current
screen.

Speaker key On-Hook (handset) behavior:

« If speakeris ON, turn speaker OFF and keep focus on current screen

* If speakeris OFF, turn Speaker ON and focus shifts to “Home” screen which dis-
plays the relevant call status screen as defined in “SIP Phone Application Logic
Functional Specification”.

Off-Hook (handset) behavior:

* |If speakeris OFF, turn Speaker ON and keep focus on current screen
* |If speaker is ON, activate handset and keep focus on current screen
Headset active behavior

e Turn Speaker ON and keep focus on current screen

Answer key The focus shifts to the “Home” screen for relevant Endpoint states and call status
screens, where this event is valid. Otherwise, the focus remains on current screen.

Recall key The focus shifts to the “Home” screen for relevant Endpoint states and call status
screens. Otherwise, the focus remains on current screen.

MIC key Kte?p focus on current screen and toggle MIC SW on/off based on relevant Endpoint
states.

Feature key The focus shifts to “Home” screen which displays the relevant call status screen.

MENU key The focus shifts to “Home” screen which displays the relevant call status screen.

Security key No Operation

Exit key The focus shifts to “Home” screen which displays the relevant call status screen.

Help key No Operation

Conf key Not applicable since the ITL-2E does not have an LCD display.

MAIN MENU

To access the main Menu
* Press the Menu key.
The Call History menu manages the following events:

Softkey Feature Explanation
[Z] Move to previous menu item
(v] Move to next menu item
Exit Return to “Home” screen and display appropriate call
status screen.
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Softkey Feature

Explanation

Select

Select the highlighted menu item

Menu ltems

Personal Directory

Invokes Personal Directory menu

Call History

Invokes Call History menu

User Settings

Invokes User Settings menu

Admin Settings

Invokes Admin Settings menu.

DIRECTORY

To access Personal Directory

1 Press the Directory/right cursor key.

2 Select L1/ Directory.

The Directory menu manages the following events:

Softkey Feature

Explanation

(4] Move to previous menu item

E] Move to next menu item

Exit Return to “Home” screen and display appropriate call
status screen.

Select Select the highlighted menu item

Menu ltems

Personal Directory

Invokes Personal Directory menu

Call History

Invokes Call History menu

Note: A more detailed explanation of the Personal Directory is available in the Personal Directory chapter.
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CALL HISTORY

To access Call History
1 Press the Menu key.
2 Select L] Call History.
The History menu manages the following events:

Softkey Feature Explanation
(4] Move to previous menu item
(v] Move to next menu item
Select Select highlighted menu item
Exit Return to previous menu
Menu ltems
Missed Calls Invokes Missed Calls menu

Note: Selecting this option clears the Missed Call
indication (if enabled) on the idle screen. This also causes
the Call History XML file to be incremented, and a
serialization and upload of that file on to the provisioning
server for phones that do not support User Portability. To
ensure the file is kept in sync with the file on the
provisioning server, the actual upload occurs within a
minute of the action. A failure in uploading will induce a
retry within 5 minutes.

Received Calls

Invokes Received Calls menu

Placed Calls

Invokes Placed Calls menu

Delete

Invokes Delete All menu

Note: Selecting option 1, Missed Calls, clears the missed calls information on the idle screen.

MISSED CALLS

To view Missed Calls
1 Press the Menu key.
2 Select L] Call History.
3 Select 1] Missed Calls.
Note: Selecting this option clears the Missed Call indication (if enabled) on the idle screen. This also causes
the Call History XML file to be incremented, and a serialization and upload of that file on to the
provisioning server for phones that do not support User Portability. To ensure the file is kept in sync with

the file on the provisioning server, the actual upload occurs within a minute of the action. A failure in
uploading will induce a retry within 5 minutes.
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The Missed Calls menu manages the following events:

Softkey Feature Explanation
[Z] Move to previous call in history
(v] Move to next call in history
Exit Return to History menu
Options Invokes Call History menu
Table 7.11 Generic Behavior Table

Acceptable user action/Keys

4-way scroll BACK key (Redial key)

Return to Call History menu

4-way scroll FORWARD key

Access Options or Initiates call (depending on phone

(Directory key) configuration). If call is initiated, any currently active calls
are placed on hold.
ENTER key Access Options or Initiates call (depending on phone

configuration). If call is initiated, any currently active calls
are placed on hold.

Off-Hook (handset)

If speaker is ON, turn speaker OFF, move audio to handset
and keep focus on current screen.

If headset is active, move audio to handset and keep focus
on current screen.

In all other Endpoint states, initiates a call.

Speaker key

On-Hook(handset) behavior:

« If speakeris ON, turn speaker OFF and keep focus on
current screen

* If speaker is OFF, turn Speaker ON and focus shifts to
“Home” screen which displays the relevant call status
screen.

Off-Hook(handset) behavior:

* If speaker is OFF, turn Speaker ON and keep focus on
current screen

« If speaker is ON, activate handset and keep focus on
current screen

Headset active behavior

* Turn speaker ON and keep focus on current screen

The menus for Placed Calls and Received Calls are identical except with [Placed Calls] and [Received Calls] as

respective titles.

If two or more records exist then the (Y] softkey appears. Use the UP or DOWN keys or the (Y] [A] softkeys to

move between records.

Note: If there is no call history data then “No data” displays on the screen.

Note: Note: The date and time are displayed according to the configured date and time format.
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DELETING CALL HISTORY ENTRIES

To delete Call History entries
1 Press the Menu key.
2 Select L] Call History.
3 Select [4] Delete.

This deletes Missed, Received, and Placed Call History entries, go to the Call History menu and select Option
4, Delete All Calls. This invokes the Delete Call History menu.

The Delete Call History menu manages the following events:

Softkey Feature Explanation
(A] Move to previous menu item
[i] Move to next item
Exit Return to previous screen
Select Select highlighted menu item
Menu Items
Delete Missed Calls Deletes all Missed Calls
Delete Received Calls Deletes all Received Calls
Delete Placed Calls Deletes all Placed Calls
Delete All Calls Deletes All Calls

When the user chooses what to delete, the chosen Call History entries are deleted and a notification screen is
displayed. The screen below shows the notification screen for Delete Missed Calls. The notification screens for
Delete Received Calls, Delete Placed Calls and Delete All Calls are identical except for their title and prompt.

When the user presses OK, they are returned to the Delete Call History menu. If the user does not press OK
after two seconds, they are automatically returned to the Delete Call History menu.

Note: A successful deletion causes the Call History XML file to be incremented. Within a minute of this action
occurring, the Call History XML file is serialized and uploaded onto the provisioning server for phones
that do not support User Portability. To ensure the file is kept in sync with the file on the provisioning
server, the actual upload occurs within a minute of the action. A failure in uploading will induce a retry
within 5 minutes.

MAKING A CALL FROM THE CALL HISTORY

The user may dial the number displayed in a Call History entry by pressing the Enter key, pressing the Speaker
key or lifting the handset. This can be accomplished, respectively, in the Missed Calls, Placed Calls, and
Received Calls menus.

Alternatively, the user may press the Option softkey on the Missed Calls, Placed Calls, and Answered Calls
menus to go to the Option sub-menu.
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To make a call from Call History

1 Press the Menu key.
2 Select L] Call History.

3 Select either Missed Calls, Received Calls, or Placed Calls to view a call history list.
4 Use the cursor pad or the Up/Down softkeys to scroll to the number you want to call.

5 Press the Options softkey or press Enter on the cursor pad.

6 Select Dial.

7 If prompted, press the OK softkey. You can also use the Delete softkey and cursor pad to enter a different number

than is shown on the LCD.

If calls cannot be dialed directly from the Call History, you may need to add an outside access code to the

number before it is dialed, if required by your system.

The number from the Call History is displayed next to the Dial option in parenthesis (7205 in this example).

The Call History Option menu manages the following events:

Softkey Feature

Explanation

(A] Move to previous Option menu item
(v] Move to next Option menu item
Exit Return to previous menu
Select Select highlighted menu item

Menu Items
Dial Invokes the Call History menu
Directory Add Invokes the Personal Directory menu

Selecting option 1, Dial, through any of the valid methods listed above invokes the Call History Dial menu, which
allows the user to edit the number before dialing.

When entering the Call History Dial menu, the keypad is locked in numeric entry mode. The user cannot change

the mode.

The Call History Dial menu manages the following events:

Softkey Feature

Explanation

Delete Deletes previously entered character
Cancel Return to previous menu
OK Initiates call
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Acceptable user action/Keys

Digit Key Enter digits

4-way scroll BACK key (Redial key) | Remain on existing screen and move cursor to left

4-way scroll FORWARD key Remain on existing screen and move cursor to right
(Directory key)
ENTER key Initiates call

SAVING A CALL FROM THE CALL HISTORY TO THE PERSONAL DIRECTORY

To save a call from Call History to the Personal Directory
1 Display the desired Call History entry.
2 Press the Menu key or the Option softkey.
3 Select L2 Add To Directory.
Add to Directory invokes the Personal Directory menu, and allows the user to edit the Personal Directory entry.

If a Call History entry does not have an associated name, then the Personal Directory name is initially populated
with the number.

DELETING A SPECIFIC CALL FROM THE CALL HISTORY

Note: Call History information is not saved permanently on the phone, it is only stored on your phone until the
phone restarts. All previous Call History information is deleted when you restart your phone.

To delete a specific call from the Call History

-

Press the Menu key.

2 Select L] Call History.

3 Display the desired Call History entry.

4 Select either L1] Missed Calls, L£] Received Calls or [3] Placed Calls to view a call history list.
5 User the cursor pad or the Up/Down softkeys to scroll to the number you want to delete.

6 Press the Options softkey.

7 Press 3] Delete.

The chosen Call History entry is deleted and a notification screen is displayed. The menus below shows the
notification screen for Delete Missed Calls. The notification menus for Delete Placed Calls and Delete Received
Calls are identical except for their title and prompt.

8 Press OK to return to the Missed Calls, Received Calls or Placed Calls menu.
Note: A successful deletion causes the Call History XML file to be incremented. Within a minute of this action
occurring, the Call History XML file is serialized and uploaded onto the provisioning server for phones
that do not support User Portability. To ensure the file is kept in sync with the file on the provisioning

server, the actual upload occurs within a minute of the action. A failure in uploading will induce a retry
within 5 minutes.
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To delete Call History for all Missed, Received or Placed Calls

1 Press the Menu key.

2 Select L] Call History.

3 Select |4/ Delete.

4 Select either 1] Delete Missed Calls, [2] Delete Received Calls or L3 Delete Placed Calls to view a call history list.
The call information is deleted from the call history.

To delete all Call History information
1 Press the Menu key.
2 Select [4] Call History
3 Select |4/ Delete.
4 Select [4] Delete All Calls.
All information for the Missed, Outgoing and Incoming Call Histories is deleted.

SPEED DIAL AND PERSONAL DIRECTORY CHARACTER
SETS

The following tables show the character sets (uppercase, lowercase) and numeric that are available on your
phone.

ALPHABETIC CHARACTERS

When entering the name, you can enter uppercase and lowercase standard and European characters. The
keypad is in upper case entry mode on entering the screen. You can switch between upper and lower case
character sets by pressing the [*] key. An icon in the title bar will show which entry mode (uppercase, lowercase
or numeric) set is selected. The following tables show the available characters.

Table 7.12 Uppercase Alphabetic Character Set

Uppercase Characters
1 2 3 4 5 6 7 8 9 0 #

A D G J M P T W 0 Space
B E K N Q u X *
C F I L o R \Y, Y #

! A E | 5 N S U z

? A E | o} R U 9 @

+ A E T o) 7 U /

- A E | o U (

% A 3 4 o) 8 )

& A
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Uppercase Characters
1 2 3 4 5 6 7 8 9 0 #

/ /£

( ¢ ) _

)

‘ ~

i &

1 \
!
$
%
A
?
+
[
]
{
}
<
>

Table 7.13 Lowercase Alphabetic Character Set

Lowercase Characters
1 2 3 4 5 6 7 8 9 0 #

a d g j m p t w 0 Space
b e h k n q u X *
c f i | o r v y #

! a e i 5 fi s u z

? a é i o] 3 u 9 @

+ a é 7 o} 7 a /
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Lowercase Characters
1 2 3 4 5 6 7 8 9 0 #

- & é i 6 i (

% a 3 4 o] 8 )

& a o}

/ &

( ¢ 2 -

) 2 6

é ~

i &

1 \
1
$
%
A
?
+
[
]
{
}
<
>

NUMERIC CHARACTER SET

When in numeric character entry mode, you can use the numbered keys on the phone to enter numbers, and
the [#] key to enter special characters.

You can switch between character sets by pressing the %] key.

Note: The full numeric character set is only available when you are in a field that also allows alphabetic input. If
you aia not in a field that allows for alphabetic input, the only special characters you can enter are
and [#].
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Table 7.14 Numeric Character Set

Numeric Characters
1 2 3 4 5 6 7 8 9 0
1 2 3 4 5 6 7 8 9 0
Table 7.15 Character entry mode Icon Displays
Feature Icon

Keypad in first letter uppercase entry mode

[ [obe)

Keypad in all uppercase entry mode

[EEE] [2EC]

Keypad in all lowercase entry mode

[El] [abc]
Keypad in numeric entry mode [1]
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In this chapter, you will learn how to
» Configure the Busy Lamp Feature on the phone
» Configure Ringing Rhythms on the phone
» Configure User Adjustable Ringtones on the phone

PRESENCE

SIP uses a subscription model to support presence. A Subscriber is a SIP User Agent that wants to monitor the
presence state of another SIP User Agent. A Notifier is a SIP User Agent whose presence state may be
monitored. The Subscriber establishes a subscription by sending a SUBSCRIBE request to the Notifier. The
Notifier informs the Subscriber of presence state changes by sending NOTIFY requests to the Subscriber. The
diagram below shows this relationship.

W Subscriber and Notifier Roles
Subscriber Notifier
| SUBSCRIBE |
| |
I 1
| |
| |
| |
l 200 OK l
N |
| |
| |
| |
: NOTIFY :
| |
| |
| |
| 200 OK |
| |
| |

The relationship between Notifier and Subscriber is peer to peer. A User Agent may act as both a Subscriber
and a Notifier.

In large systems, peer to peer Subscriber/Notifier relationships result in a web of many to many subscriptions.
This may result in an unacceptable processing load. To enhance scalability, large systems may introduce a
Presence Server that acts as a central repository for presence state. The Presence Server acts as both a
Subscriber and Notifier. It subscribes to all Notifiers for their presence state and distributes presence updates to
all Subscribers. The Presence Server may be located on a different server than the SIP server. The diagram
below shows a simplified representation of this.

DT Series Administrator Guide - Core 8-237



200 OK (SUBSCRIBE)

NOTIFY A (B's Presence)
200 OK (NOTIFY)

Figure 8.2 Presence Server Role
User Agent A Presence Server User Agent B

: | SUBSCRIBE B |
| L N
| | |
! ! 200 OK (SUBSCRIBE) !
| | |
: : NOTIFY PresenceServer :
I A 200 OK (NOTIFY) l
| | |
| [ 1
| SUBSCRIBE A ! !

1 |
P 200 OK (SUBSCRIBE) | |
t \ |
: NOTIFY PresenceServer : :
" N i
i 200 OK (NOTIFY) | i
| | |
| | |
| | |
| SUBSCRIBE B | |
| N |
| | |
| | |
| | |
) | |
| | |
| | |

1 |

| |

| |

1 |

| |

| |

PRESENCE ROLES

The phone is a Subscriber for presence, allowing the user to monitor the presence of other users on the system.
Since SIP@Net and the 3C system utilize the Presence Server architecture, the phone sends all SUBSCRIBE
requests to a single Notifier, the Presence Server. It is NOT possible to configure the phone with multiple
Notifiers.

PRESENCE STATES
Many presence states such as online, busy, and away are possible. The Subscriber and Notifier must agree on
what presence states will be supported in order for the Subscriber to process presence updates.

The phone supports RFC3863 Presence Information Data Format (PIDF) and draft-rosenberg-impp-pidf
eXperimental Presence Information Data Format (XPIDF).

Many endpoints provide additional presence information by adding an “msnsubstatus” subtag within the XPIDF
address tag. The phone also supports the msnsubstatus subtag.

A sample presence document is shown below. This document is carried as the message body of NOTIFY
requests.

<?xml version="1.0"?>
<!DOCTYPE presence
PUBLIC "-//IETF//DTD RFCxxxx XPIDF 1.0//EN" "xpidf.dtd">
<presence>

<presentity uri="sip:userf@example.com;method=SUBSCRIBE" />
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<atom atomid="7793s0a98">
<address uri="sip:user@example.com">
<status status="open" />
<msnsubstatus substatus="online" />
</address>
</atom>
</presence>
The phone indicates that it supports XPIDF by including the following header in the SUBSCRIBE requests it
sends:

Accept: application/xpidf+xml

BLF CONFIGURATION

The Programmable Keys may be configured as Speed Dial Keys. Each Speed Dial Key may be optionally
configured as a BLF to allow the phone to monitor other users. On the SIP@Net, the BLF is used to monitor call
status. On the 3C system, the BLF is used to monitor presence.

BLF functionality can be configured via the local display and keypad or via the dt-<MAC>-directory.cfg file.

BLFs may have optional Soft Ring functionality. Soft Ring gives an audible indication of presence by playing a
low volume ring tone when a monitored terminal has a ringing call on it.

When a Speed Dial Key is created, BLF functionality is disabled by default. To enable or disable a Speed Dial
Key as a BLF, change the Monitor settings for a new or existing Speed Dial Key to Visual or Visual and Soft
Ring.

The Edit Monitor screen handles the following events:

Soft Key Features: Explanation

(A] Move to previous menu item (does not show if
first menu item is selected)

(v] Move to next menu item (does not show if last
menu item is selected)

Cancel Discard changes, return to Speed Dial Edit
screen.

OK Keep changes, return to Speed Dial Edit

screen.

Acceptable user action / Keys:

Digit key Select corresponding Menu Item

4-way scroll BACK key (Redial key) Discard changes, return to Speed Dial Edit
screen.

4-way scroll FORWARD key (Directory key) No Operation

4-way scroll UP key (Volume UP Key) Move to previous menu item

4-way scroll DOWN key (Volume DOWN Key) Move to next menu item

ENTER key Keep changes, return to Speed Dial Edit
screen.
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Menu Items:
None Disables BLF functionality for this Speed Dial
Key.
Visual Enables BLF functionality for this Speed Dial
Key.
Visual and Soft Ring Enables BLF functionality for this Speed Dial

Key with Soft Ring.

Network Events:

Incoming Call The focus remains on this screen, however
incoming call indications as well as call state
transitions occur as per the behavior described
in this document.

For all other network events, the focus remains on this screen while relevant call states and status
screen updates occur on the “Home” screen, the handling of these network events as well as
error scenarios is mentioned in this document.

BLF CONFIGURATION STORAGE

BLF configuration is stored in the dt-<MAC>-directory.cfg file. The BLF configuration is persistent across
reboots.

SUBSCRIBER BEHAVIOR

When a Speed Dial Key is configured as a BLF, the phone attempts to establish a subscription with the
Presence Server. The Presence Server address is configurable as an IP address or FQDN. The Presence
Server address is configurable via an XML configuration file parameter, but it is not configurable via the local
display and keypad. If the Presence Server address is not specified, the SIP Server address is used. If the SIP
Server address is used, the phone does not attempt to establish a subscription until registration has succeeded.

When a BLF is enabled, the phone creates a subscription by sending a SUBSCRIBE request for the BLF after
the phone has successfully registered with a SIP registrar. This applies whether the BLF is enabled via the local
display and keypad while the phone is running or was enabled in the dt-<MAC>-directory.cfg file when the
phone restarted.

The subscription interval is configurable via an XML configuration file parameter, but it is not configurable via
the local display and keypad. The minimum subscription interval is 300 seconds and the maximum subscription
interval is 3600 seconds. The default subscription interval is 3600 seconds. The phone refreshes the
subscription when 80% of the current subscription interval has elapsed.

The Presence Server may specify a smaller or larger value for the subscription expiry interval than the value
specified by the phone in the SUBSCRIBE request. If the Presence Server specifies a larger value than the
phone, the phone uses the Presence Server value. If the Presence Server specifies a smaller value than the
phone, the phone uses the Presence Server value if it is larger than or equal to 300 seconds.

If the Presence Server specifies a value less than 300 seconds, the phone terminates the subscription to
protect itself against unreasonably small subscription expiry intervals.

If the configured Presence Server address is an FQDN, DNS NAPTR and SRV queries will be made and
requests will be sent in the order of priority returned in the query response.

If a subscription cannot be created or refreshed because the Presence Server returns a non-2XX response, the
phone retries the request every 300 seconds. If a subscription cannot be created or refreshed because the
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Presence Server did not respond or an ICMP host or port unreachable packet is returned in response to a
request, the phone recreates all subscriptions with another Presence Server.

If the Presence Server sends a NOTIFY request to terminate the subscription, the phone resubscribes
immediately.

If a BLF is disabled via the local display and keypad while the phone is running, the phone cancels the
subscription by sending a SUBSCRIBE request with a zero interval. If a BLF is disabled in the dt-<MAC>-
directory.cfg file when the phone restarted, the phone does not create a subscription until the BLF is enabled.

If a Secondary Server is configured, and if failover happens, the phone sends Subscriptions to the newly active
Secondary Server. On failback from Secondary to Primary, the phone cancels subscriptions from the Secondary
and send Subscriptions to the Primary Server.

The Request URI of the SUBSCRIBE request is created from the number assigned to the Speed Dial Key and
the Presence Server’s address. For example, if a Speed Dial Key is assigned 6789 and the Presence Server’s
address is presence.example.com, then the Request URI is 6789@presence.example.com.

If the Presence Server address is not specified, the SIP Server address will be used. In this case, the Request
URI will be created from the number assigned to the Speed Dial Key and the SIP Server’s address.

All BLF Request URIs are computed each time the phone reboots.
The From URI of the SUBSCRIBE request is the AOR that the phone registered with.

LED and DESI-Less Behavior
The Programmable Keys are equipped with LEDs. The LEDs of Speed Dial Keys configured as BLFs show the
presence of the user associated with the BLF.

Note: The behavior depends on the phone. Some phone models only support the LED indicator while other
also support an icon.

The ITL-8LD DESI-Less display can associate an icon with each Programmable Key. The DESI-Less display
icons of Speed Dial Keys configured as BLFs will show the presence of the user associated with the BLF.

The BLF LEDs and DESI-Less icons show the monitored user as offline until a subscription is established and a
NOTIFY is received. If an established subscription cannot be refreshed, the monitored user is shown as offline
until the subscription is reestablished and a NOTIFY is received.

When a NOTIFY is received, the phone will map the XPIDF status and msnsubstatus to the following LED and
DESI-Less icon states:

Table 8.1 LED and DESI-less icon states
LED/DESI-Less
Comments
State Icon
Off Subscription Failed
£
Off s Idle
Blinking Ringing
Red 1)
Green Online
2
Blinking Ringing
Green !‘,
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LED/DESI-Less
Comments
State Icon
Red [y Call Connected
Blinking Held
Red }EI
Red @ Busy

If the BLF subscription fails, the BLF LED is extinguished. The DESI-Less display shows the idle icon.

If the BLF entry is configured for Visual and SoftRing, SoftRing is played when the notifier is Ringing. It is played
only when the phone (Subscriber) is in the OnHook State.

PHONE RINGING RHYTHMS

Ringing Rhythms (also known as distinctive ringing and ring type) refers to the ability to define ring cadences
and apply them to different types of calls. The phone plays a different ring tone based on the contents of the
Alert-Info header of incoming INVITE requests. The phone distinguishes between internal, external, auto
answer (intercom) and emergency calls. The phone also handles automatic ring back ringing.

RINGING RHYTHM FUNCTIONALITY

For calls inbound to the phone, the call type is placed in the Alert-Info Header of the INVITE request. The Alert-
Info Header is filled in as follows:

Table 8.2 Alert-Info Header table
Call Type Alert-Info Contents
Internal internal-ring
External external-ring
Intercom intercom-call
Emergency emergency-ring
Automatic Ring Back arb-ring

A unique ring tone may be mapped to each of these call types via the XML configuration files.

Silent Ringtone
NEC phones support “Silent Ring” in the Internal Ringtone and External Ringtone via the phone front panel.

* When configured as “Silent Ring” for the Internal Ringtone, the phone plays a silent ring for the Internal
call type (Alert-Info header with “internal-ring”) of the incoming call.

* When configured as “Silent Ring” for the External Ringtone, the phone plays a silent ring for the External
call type (Alert-Info header with “external-ring”) of the incoming call.
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* When both Internal Ringtone and External Ringtone are set to “Silent Ring”, the phone plays a silent ring

for the following call types: Internal, External, ARB, Soft Ring, Default.

The phone will always play the emergency ringtone when the call type is emergency call type (Alert-Info header
with “emergency-ring”).

BUILT-IN RING TONES
The following ring tones are built into the phone firmware:

Table 8.3 Built-in Ring Tones
Name Alert-Info Tone Cadence Cadence Cadence Cadence Cadence Cadence
Contents 1 2 3 4 5 (]
Internal internal-ring | 520 Hz @ 1000 mS 3000 mS
31mS On off
660 Hz @
31 mS
Repeating
External external- 520Hz @ | 250 mS 250 mS 250 mS 3250 mS
ring 31mS On Off On Off
660 Hz @
31 mS
Repeating
Automatic arb-ring 520 Hz @ 250 mS 125 mS 250 mS 125 mS 250 mS 2000 mS
Ring Back 31mS On Off On Off On Off
660 Hz @
31mS
Repeating
Emergency | emergency- | 520 Hz @ Continuous
ring 31mS On
660 Hz @
31 mS
Repeating
Soft Ring 600 Hz 100 mS 100 mS 100 mS 3700 mS
On Off On Off
Intercom intercom- Silence
call

The built-in ring tones are played when an INVITE request with an Alert-Info containing the corresponding string

is received. The built-in ring tone parameters are fixed in the phone firmware and cannot be changed.

WAVE FILE RING TONES
The built-in ring tones can be overridden by .wav files. New ring tone types can also be created with .wav files.
The .wav file format is the following:

Channels
Sample Size
Encoding
Sample Rate

One (mono)

8 bits
u-law

8 kHz
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.wav files may be created by a number of commercially available tools, including Sound Recorder, an accessory
included with various versions of the Windows operating system.

The phone automatically loops the ring tone .wav files while playing ring tone. For example, if a ring tone .wav
file is two seconds long, and the user takes seven seconds to answer an inbound call, the .wav file plays three
and a half times.

RING TONE STORAGE
The ring tone wave files are stored in phone Flash memory. The phone Flash contains a file system. The ring
tone wave files are in the RINGER folder.

The total size of the ring tone wave files is limited to 1 megabyte, giving a total ring tone time of 128 seconds.
This space may be used in arbitrary combination. For example, 64 files of 16 kilobytes, 32 files of 16 kilobytes
plus 16 files of 32 kilobytes, etc. The largest allowable single file size is 512 kilobytes.

The Flash is allocated as needed up to the 1 megabyte limit (it is not preallocated).

RING TONE CONFIGURATION

Ring tones are configured in the XML configuration files, stored on the boot server. The supported XML tags are
listed below:

XML Tag Description Properties

ringtone file Specifies the wave file Mandatory string, up to 24
characters. If a string is longer
than 24 characters, the entry
is discarded. Case
insensitive.

Filenames must conform to
RFC 969 section 5.3.2. File
names must consist of
characters from the first 128
ASCII codes. Further, they
must not contain special
ch|aracters suchas“\/:*?"<
> "

ringtone type Specifies the call type to which this | Mandatory string, up to 24
ring tone applies. characters. If a string is longer
than 24 characters, the entry
is discarded. Case
insensitive.

» The ringtone type tag is used to designate a default ring tone, a Soft Ring tone, and to associate the ring
tones with the Alert-Info header.

» The "default” ringtone type tag specifies the ring tone the phone will play when there is no Alert-Info
header or the contents of the Alert-Info header cannot be matched to a specific ringtone type tag.

» The soft-ring ringtone type tag specifies the ring tone the phone will play for Soft Ring.
» All other ringtone type tags are used to match the Alert-Info header.
« If duplicate ringtone type tags exist, the first entry with the ringtone type tag in question is used.

Ringtone file tags need not be unique. This makes it possible to use the same file for multiple types of calls. For
example, the same file could be used for “default” and “internal-ring”.

If a specified file does not exist in Flash, the equivalent ringer built into the firmware code will be used. For
example if the administrator has specified a file that does not exist on the boot server for internal-ring, then the
phone will use the internal ring tone that is built into the firmware. If there is no equivalent ringer built into the
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firmware, then the wave file specified by the “default” ringtone.type tag is used. If the wave file specified by the
“default” ringtone.type tag does not exist in Flash, the default ring tone built into the firmware code is used.

The wave file configuration mechanism may be used to override the existing built-in ring tones. The wave file
configuration mechanism may also be used to define up to 8 additional ring tones beyond the built-in ring tones.
Entries in the XML configuration files, after the 8th additional entry, are ignored.

DEFAULT RING TONE CONFIGURATION
The phone firmware ships with the following set of wave files:

* Internal.wav
» Softring.wav
* External.wav
* Intercom.wav
* Emergency.wav
* Arb.wav
These files must be shipped as standalone wave files, separate from the firmware image.

The following default configuration appears in the dt-000000000000-sip.cfg file. Customers may freely change
the XML configuration files to suit their needs.

Note: Since the ringtone.file tags are empty, the ring tones built into the firmware will be used until the customer
supplies their own wave files and changes the configuration.

<DT RINGTONE>

<!-- Default -->

<DEFAULT ringtone.type="default" ringtone.file="" />

<!-- Automatic Ringback -->

<ARB RING ringtone.type="arb-ring" ringtone.file="" />

<!-- Emergency -->

<EMERGENCY RING ringtone.file="" ringtone.type="emergency-ring" />
<!-- External -->

<EXTERNAL RING ringtone.file="" ringtone.type="external-ring" />
<!-- Intercom -->

<INTERCOM RING ringtone.type="intercom-ring" ringtone.file="" />
<!-- Internal -->

<INTERNAL RING ringtone.type="internal-ring" ringtone.file="" />
<!-- Soft Ring -->

<SOFT _RING ringtone.type="soft-ring" ringtone.file="" />

</DT_RINGTONE>

The entity names (for example ARB_RING) are ignored by the phone. They are only required to create well-
formed XML. The element order within the entities is arbitrary.

Ringtone.type followed by ringtone file is valid, as is ringtone.file followed by ringtone.type.

RING TONE UPDATES
When the phone reboots after being converted to NECS firmware, it processes the XML configuration files.

The phone creates a list of wave files from the XML tags, and attempts to download them one at a time from the
boot server.
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The location of the wave files on the boot server is specified by the RINGTONE_FILE_PATH XML tag in the
master configuration file.

The phone attempts to download each wave file using all lower case characters for the file name. If this attempt
fails, the phone retries one time. If the retry fails, the phone attempts to download the file using all upper case
characters for the file name. If this attempt fails, the phone retries one time.

The wave files are downloaded to a RAM drive internal to the phone. This RAM drive can accommodate files up
to 512 kilobytes in size. Therefore, the wave files must be 512 kilobytes or smaller in size.

When the wave file has been successfully downloaded, if a file with the same name exists in the RINGER folder
in Flash, the phone compares them. If the files are different, the phone overwrites the Flash file with the
downloaded file. Otherwise, it discards the downloaded file.

If a downloaded file is larger than 512 kilobytes or will not fit within the 1 megabyte Flash limit, it is discarded.
The phone must show a warning message on the display and/or log a warning internally.

If a wave file cannot be downloaded, the phone still attempts to download the other wave files.
The phone deletes any files in the RINGER folder that do not appear in the wave file list.
The following flowchart illustrates the file download logic applied to each wave file.
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Figure 8.3 Wave File Download Logic
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The phone supports handset, hands free speakerphone and headset devices. By default, ring tones (including

Soft Ring) are played through the hands free speakerphone.

The user can configure the phone to play ring tone (including Soft Ring) in the headset.

Figure 8.4 Headset Ringing Menu Display

[Headzet Ringing] [1 171 4]
<l
E Enable

Il 4 | cancel | 0OK
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VOLUME
The user can adjust the ring tone (including Soft Ring) volume.

SOFT RING

The phone provides presence monitoring through Speed Dial Keys configured as Busy Lamp Fields (BLFs). For
each BLF, the phone establishes a subscription with a presence server for the presence of the monitored
terminal.

SIP@Net systems use presence to indicate the call status of monitored terminals, for example, idle, online,
inbound call ringing or busy (in a call).

When Soft Ring is enabled on a BLF, the phone plays a low volume ringing tone when any of the monitored
terminals has an inbound ringing call.

The Presence Server sends a SIP NOTIFY request to the phone when the monitored terminal's presence
changes. The phone supports the presence states defined in draft-rosenberg-impp-pidf (referred to in this
document as XPIDF). An inbound ringing call on a monitored terminal is indicated by a NOTIFY request with
XPIDF status Open and XPIDF msnsubstatus Offline.

Soft Ring tone only plays when the phone is in certain states as specified in the table below.
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Figure 8.5 Soft Ring Tone State
N Soft Ring
State Description Tone Played

OnHook Phone is idle Yes

Dialing Phone is either playing Dial Tone or collecting digits No

CW-Dialing Phone is either playing Dial Tone or collecting digits and at least one No
incoming call is waiting

CH-Dialing Phone is either playing Dial Tone or collecting digits and at least one call is No
on hold

CWH-Dialing Phone is either playing Dial Tone or collecting digits and at least one No
incoming call is waiting and at least one call is on hold

Proceeding Phone has sent INVITE request and have not received a 18X response No

CW-Proceeding Phone has sent INVITE request and have not received a 18X response and No
at least one incoming call is waiting

CH-Proceeding Phone has sent INVITE request and have not received a 18X response and No
at least one call is on hold

CWH-Proceeding Phone has sent INVITE request and have not received a 18X response and No
at least one incoming call is waiting and at least one call is on hold

WaitAnswer Phone has received 18X response for sent INVITE request No

CW-WaitAnswer Phone has received 18X response for sent INVITE request and at least one No
incoming call is waiting

CH-WaitAnswer Phone has received 18X response for sent INVITE request and at least one No
call is on hold

CWH-WaitAnswer Phone has received 18X response for sent INVITE request and at least one No
incoming call is waiting and at least one call is on hold

LHold Phone has all calls on hold. The phone is forced on-hook in this state. No

CW-Hold Phone has all calls on hold and at least one incoming call is waiting. The No
phone is forced on-hook in this state; therefore phone plays Ringing in this
state.

Ringing Phone has all calls waiting No

Talk Phone has one active call, in case of conference the phone has two active No
calls/connections

CW-Talk Phone has one active call, in case of conference the phone has two active No
calls/connections and at least one incoming call is waiting

CH-Talk Phone has one active call, in case of conference the phone has two active No
calls/connections and at least one call is on hold

CWH-Talk Phone has one active call, in case of conference the phone has two active No
calls/connections and at least one incoming call is waiting and at least one
call is on hold

WaitOnHook Phone has received an error response for sent INVITE request. After a No
timeout the phone goes to OnHook state

CW-WaitOnHook Phone has received an error response for sent INVITE request and at least No
one incoming call is waiting. After a timeout the phone goes to Ringing state
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A Soft Ring
State Description Tone Played
CH-WaitOnHook Phone has received an error response for sent INVITE request and at least No
one call is on hold. After a timeout the phone goes to LHold state
CWH-WaitOnHook Phone has received an error response for sent INVITE request and at least No
one incoming call is waiting and one call is on hold. After a timeout the phone
goes to CW-Hold state

SOFT RING CONFIGURATION AND XML VERSION

The phone uses the dt-<MAC>-directory.cfg file to store its speed dial key, Personal Directory and BLF
configuration. dt-<MAC>-directory.cfg is an XML configuration file. Each speed dial key defined in dt-<MAC>-
directory.cfg has an associated BuddyWatch tag. The BuddyWatch tag specifies whether the Speed Dial Key is
a BLF. If the Speed Dial Key is a BLF, the BuddyWatch tag also specifies whether Soft Ring is enabled on the

BLF.

This i

The definition of the XML schema contained in dt-<MAC>-directory.cfg
When the phone downloads dt-<MAC>-directory.cfg from the boot server
When the phone uploads dt-<MAC>-directory.cfg to the boot server

How the system administrator can use dt-<MAC>-directory.cfg to predefine Speed Dial Keys with BLF and
Soft Ring

s an example of at dt-<MAC>-directory.cfg file:

<?xml version="1.0" encoding="utf-8"?><DT DIRECTORY><VERSION Version="4"/>

<DT_ENTRY Number="6789" Name="Ben" DirectoryEntry="1" ReadOnly="1" Key="2"
BuddyWatch="BLF"/>

<DT_ENTRY Number="124" Name="Hannah" DirectoryEntry="0" ReadOnly="0" Key="3"
BuddyWatch="BLF"/>

Tom

ake manual changes to the dt-<MAC>-directory.cfg

file on the server

In order for changes to be picked up by a phone after the dt-<MAC>-directory.cfg file has been manually
modified on the server, you must do the following:

11

ncrement the version number in the dt-<MAC>-directory.cfg file. For example, if xml version="1.0", it must be

changed to xml version="2.0".
2 Reboot the phone (Press Menu key\ Reboot).
As the phone reboots, it will detect a newer version of the dt-<MAC>-directory.cfg file and the phone will

down

load the updated version of the file.

USER INTERFACE
The user can enable Soft Ring on a BLF through the menu on the phone:

The moment the first BLF starts flashing, the phone produces a Soft Ring tone. If a new BLF starts flashing

while

the phone is already playing the Soft Ring tone, the phone continues to play Soft Ring tone unchanged

(the Soft Ring tone is not restarted). The moment the last flashing BLF changes from flashing to on or from

flashi
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ng to off, Soft Ring is stopped.
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DEVICES
The phone supports handset, handsfree speakerphone and headset devices. By default, the Soft Ring tone
plays through the handsfree speakerphone.

The user can enable the phone to play ring tone in the following menu:
When the phone is configured to play ring tone in the headset, Soft Ring tone plays in the headset.

VOLUME ADJUSTMENT
The Soft Ring volume can be adjusted with the Volume UP and DOWN keys whenever Soft Ring tone is being
played. The Soft Ring volume setting applies to both the handsfree speakerphone and the headset.

The default Soft Ring volume setting is lower than the default volume setting of the incoming call ring.
The Soft Ring volume setting is saved in Flash memory and persists across phone reboots.

TONE AND CADENCE
The Soft Ring tone and cadence can be configured through the XML configuration files. The Soft Ring tone and
cadence cannot be configured through the phone display and keypad.

A default Soft Ring tone is provided in the XML configuration files. The default Soft Ring tone is distinguishable
from incoming call ring tone.

Note: For more information on Ringing Rhythms, refer to the Ringing Rhythms topic in this manual.

USER ADJUSTABLE RINGTONES

All NEC SIP models running SIP Phone 2.1 firmware or later support the configuration of the ringtone through
the XML configuration files.

The XML configuration files are used to configure the ringtone value as well as the “Ringtone” menu options
under the User Setting menu. The phone plays the configured ringtone on the corresponding type of call when
needed. The requirements are described below:

* When the phone boots, it downloads the master configuration, data configuration and local override files.
The phone reads the list of data configuration filenames from the master configuration file and downloads
them. The phone reads the XML tags and values corresponding to the ringtone configuration from the data
configuration files and local override file.

+ If the ringtone menu data is configured in multiple data configuration files, the phone utilizes the ringtone
menu data found in the very first configuration file.

+ If the ringtone value is configured in multiple data configuration files, the phone utilizes the ringtone value
found in the very first configuration file.

+ The ringtone configuration value specified in the local override file has higher priority than the value
specified in the data configuration file.

» The ringtone selected by the user may be reset by restoring the phone to factory defaults or by clearing
the user settings.

XML CONFIGURATION TAGS
The following table describes the existing XML tags used to configure the ringtone value.
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Table 8.4 User Adjustable ringtone XML tags.
XML Tag Description
ringtone.type Specifies the call type this ringtone applies to.
ringtone file Specifies the .WAV file name.

The ringtone.type tag is used to designate a default ringtone, a Soft ringtone, and to associate the ringtones
with the Alert-Info header from the SIP INVITE request.

The following table describes the existing XML tag values used to configure the different ringtone types.

Table 8.5 Ringtone Type XML tags
Ringtone Type XML Tag Value Description

Default Ringtone “default” This tag is used to configure a default
ringtone the phone will play when there is
no Alert-Info header or the contents of the
Alert-Info header cannot be matched to a
specific ringtone.type tag.

Automatic Ring Back “arb-ring” This tag is used to configure Automatic

Ringtone Ringback ringtone.

Emergency Ringtone “emergency-ring” This tag is used to configure emergency
call ringtone.

External Call Ringtone “external-ring” This tag is used to configure external call
ringtone.

Internal Call Ringtone “internal-ring” This tag is used to configure internal call
ringtone.

Intercom Call Ringtone “intercom-ring” This tag is used to configure intercom call
ringtone.

Soft Ringtone “soft-ring” This tag is used to configure soft ring
ringtone.

The XML tags mentioned in the above tables are configured in the <DT_RINGTONE> section of the
configuration file.

The following table describes the XML tags used to configure the labels shown in the ringtone option screens.

Table 8.6 XML File ringtone options
XML Tag XML Tag Description Properties
user.wav.menu.label.<N> This tag is used to configure Mandatory string up to 24 characters. Strings longer
the label shown at index N of than 24 characters are truncated. Filenames must
the internal or external conform to RFC 959 section 5.3.2. That is, they must
ringtone configuration screen. | consist of characters from the first 128 ASCII codes.
For example: Further, they must not contain special characters such
Ringtone 1° :s;t:e{ ;:e\’/\?/er<th>a|n.24 characters may be displayed
;Il—qr;'OSuStqu'qﬁerqlrj:;g:t%gcessed depehding on the contents of the this field since a
datab%se (MO files) so that proportional font is used to display the field.
“Ringtone” can be translated
to other languages.

8-252 DT Series Administrator Guide - Core



BLF AND RINGING RHYTHMS -

XML Tag XML Tag Description Properties

user.wav.menu.value.<N> This tag is used to specify the | Mandatory string up to 24 characters. Strings longer
file associated with index N of | than 24 characters are truncated.

the internal or external
configuration screen.

For example:

“Ringer1.wav”

user.wav.menu.type.<N> This tag is used to specify the | The value of this tag must be from the set of defined
type of ringtone associated values:
with index N. external-ring

internal-ring

An empty string value i.e. “ makes this label and
filename available for all ringtone configuration screens.
To make this file available to multiple ringtone types, an
operator “|” can be used between above defined values,
i.e. value “external-ring | internal-ring” makes this label
and filename available to both external and internal
ringtone.

If the value is other than above defined types, the phone
ignores this entry.

BUILDING THE RINGTONE SELECTION SCREEN

The phone builds the selection screen using only correctly configured XML configuration file entries. If the
filename or label is not configured (example: empty string) for an entry, the phone ignores that entry. In such a
case, the total number of options shown on the configuration screen is less than the total number of entries
configured in the XML configuration file. If all the menu options are configured correctly, the phone shows a
maximum of 17 options, the first 16 configured as per configuration file and last option with label “Default”,
which is the default ringtone for the phone.

Note: The phone supports a maximum of 16 ringtone options, so if there are more than 16 ringtone entries, any
entries past the 16th entry are ignored.

The above XML tags can be configured in the <DT_USER_DATA> section of the configuration file.

.WAV FILE DOWNLOAD PROCEDURE

After downloading the data configuration and local override file, the phone reads the .WAV filenames mentioned
in the XML tags corresponding to the ringtone menu. The phone downloads the .WAV files using the configured
protocol (FTP or TFTP) and stores them in the flash. If the phone fails to download the file, it reuses the file
available in the flash. The phone displays a message on the screen if it fails to download the mentioned files.

ACCEPTABLE .WAV FILE CONDITIONS

The phone stores the configured .WAV files in flash memory. Since the flash memory size is limited, there are
limitations on the .WAV file size.

RINGTONE CONFIGURATION SCREEN DISPLAY

The phone builds the ringtone configuration menu based on the ringtone menu configuration available in the
XML configuration files. If the user selects the ringtone configuration screen before the data configuration files
are downloaded and processed, the phone displays only the default option.

Also the phone displays only the valid menu options on the screen. In addition to configured menu options, the
phone displays the “Default” option at the end.
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RINGTONE CONFIGURATION SCREEN

The internal and external ringtone can be configured from the front panel of all Economy and Value models
except the ITL-2E (the ITL-2E does not have a display). As the Economy model ITL-6E has a small display
screen, it does not display the title line on the ringtone configuration screen. The Value model displays the title
line for ringtone configuration screen.

LOCAL OVERRIDE FILE MECHANISM ON RINGTONE SELECTION

The user can configure the external and internal ringtone through the phone front panel. When the user selects
a valid option from the ringtone configuration screen, the phone saves the corresponding .WAV filename into
the local override file and uploads it to the boot server.

The local override file is uploaded using the configured protocol (FTP or TFTP) and login information.

For example, if a user selects Ringer 1 as the external ringtone, and Ringer 2 as the internal ringtone, the
following section is added into the local override file.

<EXTERNAL RING ringtone.type="external-ring" ringtone.file="Ringerl.wav" />
<INTERNAL RING ringtone.type="internal-ring" ringtone.file="Ringer2.wav" />

Ringer1.wav and Ringer2.wav are .WAV files corresponding to label 1 and label 2, respectively, from the master
configuration file.

FILE DOWNLOAD ERRORS

If a file is specified in the XML configuration file but cannot be downloaded from the boot server, then the “*”
character is shown after the ringtone label. If the user selects this entry, the phone does not save this option
and hence it does not change the current ringtone configuration. The phone does not show an error message
screen when this entry is selected. The label followed by “*” character will alert the system administrator that the
WAV file cannot be downloaded.

Note: Possible causes include boot server unreachable; file missing from boot server; mismatch between the
name of the file in the XML configuration files and on the boot server.

RINGTONE PLAYBACK

When the user scrolls up or down in the Internal or External Ringtone screens, the phone highlights the
corresponding ringtone entry and plays one cycle of that ringtone. Note the phone does not play the currently
selected ringtone when the Internal Ringtone and External Ringtone configuration screens are entered. If the
user scrolls up or down while playing a ringtone, the currently playing ringtone is interrupted and the new
ringtone begins to play.

The phone only plays the ringtone if it is in the idle state. If the phone receives an incoming call when it is
playing this ringtone, it stops playing the ringtone being previewed and plays the ringtone according to the
received incoming call. After the incoming call has been processed and the phone gets back to idle state, the
user must scroll up or down to play another ringtone. phone stops playing the soft ring event for presence
updates and gives precedence to playing ringtone when user scrolls up or down for preview in the configuration
screen. After the user exits the ringtone configuration screen the soft ring resumes depending on the presence
state.

The phone stops playing the ringtone when the user exits from this configuration screen by pressing the
“Cancel’ soft key or the “Exit” button. The phone does not play the ringtone for which corresponding “wav” file is
not available in the flash.
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RINGTONE SELECTION
When the user selects and saves a new ringtone, it is played for the next incoming call. The phone does not

perform a reboot; however it uploads the local override file to the boot server which includes new configuration
value for the corresponding ringtone.

DEFAULTS

* Maximum number of ringtones per system: 16

» Supported ringtone file types: .WAV

+ Channels: One (mono)

+ Sample Size: 8 bits

+ Encoding: u-law

» Sample rate: 8 kHz

16 default ringtones in .WAV format are included. By default, the default data configuration file dt-
000000000000-sip.cfg contains these 16 tones with 8 files configured as internal ringtones, and 8 files
configured as external ringtones.

Range:

Table 8.7

Default Internal ringtones

Default ringtone Name

Default File Name

Ringtone 1 Ringerinternal1.wav
Ringtone 2 Ringerinternal2.wav
Ringtone 3 Ringerinternal3.wav
Ringtone 4 Ringerinternal4.wav
Ringtone 5 Ringerinternal5.wav
Ringtone 6 Ringerinternal6.wav
Ringtone 7 Ringerinternal7.wav
Ringtone 8 Ringerinternal8.wav
Table 8.8 Default External ringtones

Default ringtone Name

Default File Name

Ringtone 1 RingerExternal1.wav
Ringtone 2 RingerExternal2.wav
Ringtone 3 RingerExternal3.wav
Ringtone 4 RingerExternal4.wav
Ringtone 5 RingerExternal5.wav
Ringtone 6 RingerExternal6.wav
Ringtone 7 RingerExternal7.wav
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Default ringtone Name

Default File Name

Ringtone 8

RingerExternal8.wav

TEMPLATE DATA CONFIGURATION FILE

The default data configuration file dt-000000000000-sip.cfg contains the XML tags and default values for all the
configuration parameters which are configurable through XML file. The following section will be added for

ringtone menu configuration in the <DT_USER_DATA> section.

<DT_USER_DATA

user.wav.
user.wav
user.wav
user.wav
user.wav
user.wav
user.wav
user.wav
user.wav
user.wav
user.wav
user.wav
user.wav
user.wav
user.wav
user.wav
user.wav
user.wav
user.wav
user.wav
user.wav
user.wav
user.wav
user.wav
user.wav
user.wav
user.wav
user.wav
user.wav
user.wav
user.wav
user.wav
user.wav

user.wav
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menu.

.menu.

.menu.

.menu.

.menu.

.menu.

.menu

.menu

.menu

.menu

.menu

.menu

.menu

.menu

.menu

.menu

.menu

.menu

.menu

.menu

.menu

.menu

.menu

.menu

.menu

.menu

.menu

.menu.

.menu.

.menu

.menu.

.menu.

.menu.

.menu.

user.wav.menu.label.l="Ringtone 1"

value.l="RingerInternall.wav"
type.l="internal-ring"
label.2="Ringtone 2"
value.2="RingerInternal2.wav"
type.2="internal-ring"
label.3="Ringtone 3"

.value.3="RingerInternal3.wav"
.type.3="internal-ring"
.label.4="Ringtone 4"
.value.4="RingerInternal4.wav"
.type.4="internal-ring"
.label.5="Ringtone 5"
.value.5="RingerInternal5.wav"
.type.5="internal-ring"
.label.6="Ringtone 6"
.value.6="RingerInternal6.wav"
.type.6="internal-ring"
.label.7="Ringtone 7"
.value.7="RingerInternal7.wav"
.type.7="internal-ring"
.label.8="Ringtone 8"
.value.8="RingerInternal8.wav"
.type.8="internal-ring"
.label.9="Ringtone 1"
.value.9="RingerExternall.wav"
.type.9="external-ring"
.label.10="Ringtone 2"

value.l0="RingerExternal2.wav"

type.l0="external-ring"

.label.11="Ringtone 3"

value.ll="RingerExternal3.wav"
type.ll="external-ring"
label.1l2="Ringtone 4"

value.l2="RingerExternal4.wav"
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user.wav.menu.type.l2="external-ring"
user.wav.menu.label.l13="Ringtone 5"
user.wav.menu.value.l3="RingerExternal5.wav"
user.wav.menu.type.l3="external-ring"
user.wav.menu.label.l4="Ringtone 6"
user.wav.menu.value.l4="RingerExternal6.wav"
user.wav.menu.type.l4="external-ring"
user.wav.menu.label.15="Ringtone 7"
user.wav.menu.value.l5="RingerExternal7.wav"
user.wav.menu.type.l5="external-ring"
user.wav.menu.label.l6="Ringtone 8"
user.wav.menu.value.l6="RingerExternal8.wav"

user.wav.menu.type.l6="external-ring" />

USER ADJUSTABLE RINGTONE ADMINISTRATOR CONFIGURATION

The following examples show how to use various .WAV files to configure the ringtones.

MASTER CONFIGURATION FILE RINGTONE PROGRAMMING EXAMPLE

The master configuration file ringtone section controls the default ringtones for all phones on the system.

For example, to program default ringtones for all phones on the system, add the following to the master
configuration file:

<DT_ RINGTONE>

<DEFAULT ringtone.type="default" ringtone.file="Ringerl.wav" />

<ARB_RING ringtone.type="arb-ring" ringtone.file="Ringer2.wav" />

<EMERGENCY RING ringtone.type="emergency-ring" ringtone.file="Ringer3.wav" />
<EXTERNAL RING ringtone.type="external-ring" ringtone.file="Ringer4.wav" />
<INTERNAL RING ringtone.type="internal-ring" ringtone.file="Ringer5.wav" />
<INTERCOM RING ringtone.type="intercom-ring" ringtone.file="Ringer6.wav" />
<SOFT RING ringtone.type="soft-ring" ringtone.file="Ringer7.wav" />
</DT_RINGTONE>

The above example configures the following:

Table 8.9 Example ringtone configuration
Ringtone Type Default
Default Ringtone Ringer 1
Automatic Ring Back Ringtone Ringer 2
Emergency Ringtone Ringer 3
External Call Ringtone Ringer 4
Internal Call Ringtone Ringer 5
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Ringtone Type Default
Intercom Call Ringtone Ringer 6
Soft Ringtone Ringer 7

The ringtone files will be downloaded. Unless other ringtones are available for user selection and the user
changes from the default options, these settings will be used for ringtones.

CONFIGURING RINGTONES FOR RINGTONE SELECTION

To enable ringing tones for users on the system, you must specify which ringtones are available for selection for
the internal and external ringing types. By default, the master configuration file enables 8 ringtones for internal
ringing, and 8 for external ringing.

Use only the Default ringtone

To disable all ringtones for all users, edit the XML file to remove or comment out all ringtone type entries. Users
will only see the “Default” option in each ringtone configuration screen. The phone will either use the defaults
(based on call type) that are configured in the master configuration file, or the default ringer (for all call types) for
the phoneset.

For the above configuration, the internal ringtone menu will list the following:
+ Default
The external ringtone menu will list the following:
* Default
You can also edit the file to allow for choices only for internal or external ringer.

Configure ringtones for both internal and external ringtone

All 16 ringtones can be designated as both internal and external by setting
user.wav.menu.type.N="internal-ring | external-ring", or any combination of internal and external
ringtones up to a total of 16 may be specified. For example, 8 internal and 8 external ringtones may be
specified, or 10 internal and 6 external ringtones.

If the data configuration file contains following menu configuration for internal and external ringtones:
<DT_USER DATA
user.wav.menu.label.l="Ringtone 1" user.wav.menu.value.l="Ringerl.wav"
user.wav.menu.type.l="internal-ring | external-ring"
user.wav.menu.label.2="Ringtone 2" user.wav.menu.value.2="Ringer2.wav"
user.wav.menu.type.2="internal-ring | external-ring"
user.wav.menu.label.3="Ringtone 3" user.wav.menu.value.3="Ringer3.wav"
user.wav.menu.type.3="internal-ring"
/>
</DT_PHONE CONFIG DATA>
The internal ringtone menu will list the following:

* Ringtone 1

* Ringtone 2

* Ringtone 3

+ Default
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The external ringtone menu will list the following:
* Ringtone 1
* Ringtone 2
+ Default

CUSTOM .WAV FILE EXAMPLE

You can also specify a custom .WAV file in the XML file.

Example:

<DT USER_DATA

user.wav.menu.label.l="Company Theme 1" user.wav.menu.value.l="CompanyThemel.wav"
user.wav.menu.type.l="internal-ring"

user.wav.menu.label.2="Company Theme 2" user.wav.menu.value.2="CompanyTheme2.wav"
user.wav.menu.type.2="external-ring"

/>

The CompanyTheme1.wav and CompanyTheme2.wav files must be loaded on to the boot server. The location

of the .WAV files on the boot server is specified by the RINGTONE_FILE_PATH XML tag in the master
configuration file.

For the above configuration, if the custom ringtones were correctly downloaded to the phone’s firmware, the
internal ringtone menu will list the following:

» Company Theme1
* Default
The external ringtone menu will list the following:
* Company Theme 2
* Default

INCOMPLETE CONFIGURATION EXAMPLE

If the data configuration file contains following menu configuration for internal ringtone:
<DT_PHONE CONFIG DATA>

<DT RINGTONE>

<INTERNAL RING ringtone.type="internal-ring" ringtone.file="Ringer3.wav" />
</DT_RINGTONE>

<DT_USER DATA

user.wav.menu.label.l="Ringtone 1" user.wav.menu.value.l="Ringerl.wav"
user.wav.menu.type.l="internal-ring"

user.wav.menu.label.2="" user.wav.menu.value.2="Ringer2.wav"
user.wav.menu.type.2="internal-ring"

user.wav.menu.label.3="Ringtone 3" user.wav.menu.value.3="Ringer3.wav"
user.wav.menu.type.3="internal-ring"

/>

</DT_PHONE CONFIG DATA>

Then the internal ringtone menu will list the following:

* Ringtone 1
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* Ringtone 3
* Default

Since the Ringtone 2 menu option is incorrectly configured in the XML file with an empty label value, the phone
ignores that entry when listing the available ringtone options.

FILE DOWNLOAD ERROR EXAMPLE
If the data configuration file contains following menu configuration for internal ringtone.
<DT_ PHONE CONFIG DATA>
<DT_RINGTONE>
<INTERNAL RING ringtone.type="internal-ring" ringtone.file="Ringer3.wav" />
</DT_RINGTONE>
<DT_USER DATA
user.wav.menu.label.l="Ringtone 1" user.wav.menu.value.l="Ringerl.wav"
user.wav.menu.type.l="internal-ring"
user.wav.menu.label.2="Ringtone 2"
user.wav.menu.value.2="Ringer2.wav"
user.wav.menu.type.2="internal-ring"
user.wav.menu.label.3="Ringtone 3" user.wav.menu.value.3="Ringer3.wav"
user.wav.menu.type.3="internal-ring"
/>
</ DT PHONE CONFIG_ DATA>
If the phone cannot download Ringtone 2, then the internal ringtone menu will list the following:
* Ringtone 1
* Ringtone 2*
* Ringtone 3
* Default

Since there is no match for the file listed for Ringtone 2 in the XML file, the entry is shown with * by the label. If
the user attempts to select that option, the value is not saved to the local override file and the user’s previous
settings are retained.

If phones are having problems downloading specific files, verify that the files are in the correct folder on the boot
server, and reboot the phones to attempt downloading the .WAV file again.

If a specific phone is having problems downloading a file, there may be an issue with the amount of available
memory on the phone. You may need to restore the phone to the factory default settings.

USER CONFIGURATION

The phone provides a user interface to the user to select different ringtones on their phone for internal and
external calls

RINGTONE SETTINGS
The user interface for internal and external ringtone configuration is available through the User Settings menu
on the phone models with a display. For ITL-2E phones, configuration can only be done though the XML file.
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The DT930 (ITK-8TCGX) and the DT930S (ITK-32TCGS), use a different option for User Settings than all of the
other models documented in this manual that use Option 3! for User Settings.

The ITK-8TCGX and ITK-32TCGS phone models use 1] User Settings.

To access User Settings on the ITK-8TCGX and ITK-32TCGS

1 Press the Menu key.

2 Select the Multi settings icon.

Figure 8.6 Multi settings icon

3 Press the Settings icon.

Figure 8.7 Settings icon

0

4 Select 1] User Settings.

To access the ringtone settings

Note: ITL-2E model phones do not have a display, so you cannot configure your default ringtone settings from

the phoneset. Contact your system administrator if you need to configure ringtone settings for your

phone.
1 Press the Menu key.
2 Select 3] User Settings.
3 Select 1] Ringtone.

This screen handles the following events:

Soft Key Features: Explanation
T Move to previous menu item (does not show if first menu item is selected)
J Move to next menu item (does not show if last menu item is selected)
Exit Return to parent “User Settings” screen
Select Move to highlighted menu item
Hard Key Features: Explanation
Digit key Select corresponding Menu ltem

4-way scroll BACK key
(Redial key)

Return to parent “User Settings” screen
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Hard Key Features: Explanation
4-way scroll FORWARD key Select highlighted menu item
(Directory key)
4-way scroll UP key Move to previous menu item

(Volume UP Key)

4-way scroll DOWN key Move to next menu item
(Volume DOWN Key)

ENTER key Select highlighted menu item
Menu Items: Explanation

Internal Ringtone Opens Internal Ringtone selection screen.

External Ringtone Opens External Ringtone selection screen.

INTERNAL RINGTONE

To select an Internal Ringtone

The internal ringtone is used for all incoming internal calls.
1 Press the Menu key.
2 Select |3/ User Settings.
3 Select L1] Ringtone.

Figure 8.8 Ringtone menu
[Ringtone] U1 4

Internal Rinotone

External Ringtone

[ T & T Exit | Select |

4 Select 1] Internal Ringtone.
By default, your current internal ringtone is selected.
Use the T and { keys to scroll through the list of ringtones.
To listen to the ringtone, scroll to that selection. A single loop sample of the ringtone is played.

Note: The phone only plays the ringtone if it is in the idle state. If the phone receives an incoming call or event
related to a soft ring, when it is playing this ringtone, it stops playing the ringtone and plays the ringtone
currently configured for the received event.

To stop playing a ringtone and listen to another ringtone, use the T and ¢ keys to scroll to another ringtone.

To select a new ringtone, scroll to the ringtone or press the number for that ringtone, then press the OK soft key
or the ENTER key Q. you select a new ringtone, this ringtone will be applied to your next incoming call.

To exit the menu without making any changes to your current ringtone, press the Cancel soft key.
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character at the end of the file name, the file is specified in your phone

configuration file, but the file itself could not be downloaded from the boot server. If you select this entry,
it will not be saved and your ringtone settings will not change.

This screen handles the following events:

Soft Key Features: Explanation

T Move to previous menu item (does not show if first menu item is selected).
When you move to the previous menu item, that ringtone will play for one
cycle.

J Move to next menu item (does not show if last menu item is selected).
When you move to the next menu item, that ringtone will play for one cycle.

Cancel Discard changes and return to the Ringtone menu.

OK Keep changes and return to the Ringtone menu.

Hard Key Features: Explanation
Digit key Select corresponding Menu Item

4-way scroll BACK key
(Redial key)

Discard changes and return to the Ringtone menu.

4-way scroll FORWARD key
(Directory key)

No Operation

4-way scroll UP key
(Volume UP Key)

Move to previous menu item

4-way scroll DOWN key
(Volume DOWN Key)

Move to next menu item

ENTER key

Keep changes and return to the Ringtone menu.

Menu Items (Example) Explanation
Ringtone 1 Selects ringtone file corresponding to the label “Ringtone 1”
Ringtone 2 Selects ringtone file corresponding to the label “Ringtone 2”
Ringtone 3 Selects ringtone file corresponding to the label “Ringtone 3”
Default Selects the ringtone built into the firmware

EXTERNAL RINGTONE

To select an external ringtone
1 Press the Menu key.
2 Select 3] User Settings.
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3 Select L1/ Ringtone.
Figure 8.9 Ringtone
[Rincitone] VAR
Internal Fingtone
Externial Ringtone

T T Exit | Select |

4 Select [2] External Ringtone.

Figure 8.10 External Ringtone

[E:xternal Ringtone] [1 M4

[ 1] Ringtone 1

[2 | Ringtone 2

3] Ringtone 3

) E Default

G Cancel oK,

By default, your current external ringtone is selected.

Use the T and { keys to scroll through the list of ringtones, or use the phone keypad to select a specific
ringtone.

To listen to the ringtone, scroll to that selection. A single loop sample of the ringtone is played.

Note: The phone only plays the ringtone if it is in the idle state. If the phone receives an incoming call or event
related to a soft ring, when it is playing this ringtone, it stops playing the ringtone and plays the ringtone
currently configure for the received event.

To stop playing a ringtone and listen to another ringtone, use the T and ¥ keys to scroll to another ringtone, or
use the phone keypad to select a specific ringtone.

To select a new ringtone, scroll to the ringtone or press the number for that ringtone, then press the OK soft key
or the ENTER key Q. i you select a new ringtone, this ringtone will be applied to your next incoming call.

To exit the menu without making any changes to your current ringtone, press the Cancel soft key.

%k

Note: If a ringtone label shows a “*” character at the end of the file name, the file is specified in your phone
configuration file, but the file itself could not be downloaded from the boot server. If you select this entry,
it will not be saved and your ringtone settings will not change.

Figure 8.11 Ringtone select

[External Ringtong] [1 134
Hl|Fingtone 1«
2 | Ringtone 2
[ 3] Ringtone 3

4] Ringtone 4
T & 1 Cancel T 0K

aNsNeNOC)

—

This screen handles the following events:

Soft Key Features: Explanation

1* Move to previous menu item (does not show if first menu item is selected).
When you move to the previous menu item, that ringtone will play for one cycle.
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Soft Key Features: Explanation
J Move to next menu item (does not show if last menu item is selected).
When you move to the next menu item, that ringtone will play for one cycle.
Cancel Discard changes and return to the Ringtone menu.

OK

Keep changes and return to the Ringtone menu.

Hard Key Features:

Explanation

Digit key

Select corresponding Menu ltem

4-way scroll BACK key
(Redial key)

Discard changes and return to the Ringtone menu.

4-way scroll FORWARD key
(Directory key)

No Operation

4-way scroll UP key
(Volume UP Key)

Move to previous menu item

4-way scroll DOWN key
(Volume DOWN Key)

Move to next menu item

ENTER key Keep changes and return to the Ringtone menu.
Menu Items: Explanation

Ringer 1 Selects .WAV file corresponding to the label “Ringer 1”

Ringer 2 Selects .WAV file corresponding to the label “Ringer 2"

Ringer 3 Selects .WAV file corresponding to the label “Ringer 3"

Default Selects the ringtone built into the firmware
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802.1X AUTHENTICATION

The Standard SIP NEC series of IP phones support the 802.1X authentication standard..The 802.1X standard is
used to provide port-based network access control. It secures the network against unauthorized access by
requiring authentication with an authentication server before network access and data transmission are
allowed.

The phone’s implementation of 802.1X authentication is designed to meet the following requirements:
* The phone supports the IEEE 802.1X standard.
» The phone supports enabling/disabling of the 802.1X authentication.
* The phone supports EAP-MD5 authentication.
* The phone may support EAP-TLS authentication in the future.
» The phone supports EAP logoff for the PC port when the PC is disconnected from the port.
» The phone supports EAPOL Forwarding.

802.1X BEHAVIOR/DESIGN

There are 3 roles required for 802.1X authentication: a supplicant, an authenticator, and an authentication
server. The supplicant is a device wanting to communicate through the port on the authenticator. The phone is
the supplicant. The authenticator is typically a switch that blocks unauthenticated traffic and only allows
authenticated traffic through the port. The authenticator contacts the authentication server with the supplicant’s
credentials when the supplicant authenticates itself. If the authentication succeeds, the authentication server
will inform the authenticator that the supplicant has been authenticated. At this point, traffic through the port will
be allowed. If a supplicant authentication fails, all traffic through the port will remain blocked, and the only traffic
allowed through the authenticator is the 802.1X traffic.

The following block diagram illustrates the 802.1X architecture.
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Figure 9.1 802.1X architecture

( )

Switch (Authenticator)

RADIUS Server
(Authentication Server)

NEC SIP phone
(Supplicant)

The following diagram illustrates the message exchange during an authentication session with 802.1X enabled
on both the Supplicant and switch port.

Figure 9.2 Message exchange during authentication session - Supplicant and
Switch port enabled

Supplicant Initiated Authentication Session

Supplicant Authenticator Authentication Server

EAPOL-Start

Y

EAP-Request/ldentity

A

EAP-Response/ldentity

f

EAP-Response

Paort Autharized

EAP-Logoff

Y

Port Unauthorized
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The following diagram illustrates the message exchange during an authentication session with an 802.1X
enabled Supplicant and a switch port with 802.1X disabled.

Figure 9.3 Message exchange during authentication session - Supplicant and
Switch port disabled

Supplicant Initiated Authentication Session

Supplicant Authenticator

Port Authorized
EAPOL-Start

L

EAP-Success

Repeat based on configured
“security.8021x.maxstart” times before
moving to “Authenticated” state

Note: This behavior is switch specific. Certain switches do not send the EAP Success response. For example,
Catalyst 3560 series switches do not send the EAP Success response, while Linksys SRW2008MP
switches do send the EAP Success in response.

802.1X AUTHENTICATION
802.1X authentication must occur before any network communication can take place.

802.1X authentication is the first sequence that runs after the phone finishes the boot sequence. When the
phone has been authenticated, the LLDP and DHCP sequences run. If the phone does not authenticate, an
error message is displayed informing the user the phone did not successfully authenticate.
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Figure 9.4 802.1X Authentication

If 802.1X
Authentication
Enabled ?

No

Yes
Y

Continue with

Start 802.1X LLDP and
Authentication D‘H‘CP‘
Procedure provisioning

If 802.1% No If 802.1X
Authentication Authentication
Timeout ? Success ?

Yes
Display the following Message: Display the following Message:
“802.1X: Connecting...” “802.1X: Held..."

Held Period
Timeout

In addition to the above configuration scheme, the 3C administrator application allows setting the 802.1X
Enable mode along with User Name and Password using the NEC tab in “Properties for Station” dialog box.

802.1X Authentication Status Screens
The LCD Display indicates the status of 802.1X authentication, along with a counter that indicates the time (in
seconds) since the supplicant initiated the authentication process, when the phone is negotiating security.

This counter stops incrementing if the 802.1X authentication process is stopped (e.g. on detection of LAN port
down), and it restarts when the 802.1X authentication is restarted.

The Connecting screen is displayed when the phone is re-sending “EAPOL Start” requests after receiving an
“EAPOL Success” response from the switch (authenticator). This case happens when the authenticator is not
configured with a valid authentication server.
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The Held screen is displayed when the phone receives an “EAPOL Failure” from the authenticator in response
to the “EAP Response ldentity” message. This case happens when the authenticating server or the supplicant
have incorrect credentials.

The Acquired screen is displayed intermittently when the phone has received an “EAPOL Request Identity”
before it attempts to send an “EAPOL Response Identity” message with the requested credentials.

The Parameter(s) Missing screen is displayed when the username, password, or both are set to empty values
in 802.1X credentials.

802.1X STATUS & DEBUGGING MESSAGES

The current 802.1X status of the phone is displayed on the Network Information status screen
(Menu\Status\Network Information).

If 802.1X status enabled, the phone displays the current Authentication state as “Authenticated”, “Held” or
“Connecting”.

PORT MONITORING

The phone contains two Ethernet ports, a LAN port and a PC port. The LAN port connects the phone to the
network, and the PC port is used to connect a PC to the network through the phone. The PC port is directly
connected to the LAN port by a Ethernet switch internal to the phone. The phone receives connect/disconnect
messages from each port.

LAN Port

The LAN port connects the NEC phone to the network. The 802.1X library detects when the network connection
changes state. When the cable is connected, the 802.1X library re-authenticates itself with the authenticator.
When the phone detects that the LAN cable has disconnected, the 802.1X authentication process stops.

PC Port

The PC port can be used to connect computers to the network through the phone. A computer that is connected
through the PC port is required to authenticate itself to the authenticator if 802.1X authentications are enabled
on the network.

When 802.1X is enabled, the phone monitors the PC port for network connection state changes. If a PC is
disconnected, the NEC phone software sends the EAP-Logoff message to the authenticator to indicate that the
PC was disconnected. The NEC phone software will then attempt to re-authenticate the LAN port without
renewing the DHCP lease with a successful authentication. If a PC is reconnected, it must re-authenticate itself
to the authenticator.

In order for the phone to monitor the PC port, the phone listens to 802.1X packets exchanged on the PC port
according to the state machine diagram given below:
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Figure 9.5 PC Port Monitoring
PC Port Down

LogOff Sent

Authentication
Success &

1 MAC Address
recorded

Discard
MAC
Addresses
and Stop
Listening

Record
MAC
Address
and Stop
Listening

PC Port Up

802.1X OPERATION

The following parameters are associated with the 802.1X authentication:

Table 9.1 802.1X Authentication XML Parameters
XML Tag Values Default Description
security.8021x.enable 0 — false 0 Enables/disables 802.1X authentication
1 —true
security.8021x.username Up to 30 characters None 802.1X authentication user name
security.8021x.password Up to 30 characters None 802.1X authentication password
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XML Tag Values Default Description

security.8021x.maxstart 0-10 3 Maximum number of 802.1X EAPOL-Starts before
giving up.

security.8021x.heldperiod 10 - 240 60 Number of seconds 802.1X supplicant will stay in
“HELD” state before trying to send credentials again
after a failed attempt.

security.8021x.authperiod 10-120 30 Number of seconds 802.1X supplicant waits for a
response from authenticator before timing out.

security.8021x.startperiod 10-120 30 Interval in seconds between two successive 802.1X

EAPOL-Start frames when they are being transmitted.

These parameters are set for each NEC phone. The parameters are located in the dt-<mac address>-phone-
sip.cfg file. The 3C administrator allows the administrator to change the values of security.8021x.enable,
security.8021x.username and security.8021x.password.

For security reasons, the value of security.8021x.password is encrypted. The phone attempts to decrypt
security.8021x.password before using it to authenticate with 802.1X. If decryption fails, the phone assumes
security.8021x.password is not encrypted and uses it “as is” to authenticate with 802.1X.

802.1X SETTINGS

To access 802.1X Authentication Settings

The 802.1X settings can be found within the Advanced Settings screen.

1 Press Menu\Admin Settings\Network Settings.

2 Select [10] Advanced Settings.

3 Select L4 802.1X Settings.

4 To see if 802.1X is enable or disabled on the phone, select L1 802.1X Enable
The 802.1X Settings menu manages the following events:

Table 9.2 802.1X Settings Softkeys
Softkey Feature Description
(A] Move to previous menu item (does not show if the first
menu item is selected)
(v] Move to next menu item (does not show if the last menu
item is selected)
Exit Return to Network Settings menu
Select Move to highlighted menu item
Table 9.3 802.1X Settings Acceptable User Actions/Keys

Acceptable User Actions/Keys

Description

The following section describes behavior on certain specific user actions/key events pertaining to

this screen

Digit key

Select corresponding menu ltem
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Acceptable User Actions/Keys

Description

4-way scroll BACK key (Redial key)

Return to Network Settings menu.

4-way scroll FORWARD key
(Directory key)

Select highlighted menu item

4-way scroll UP key
(Volume UP key)

Move to previous menu item

4-way scroll DOWN key (Volume
DOWN key)

Move to next menu item

ENTER key

Select the highlighted menu item

Table 9.4 802.1X Settings

menu items

Menu Items

Description

802.1X Enable

Access the settings to enable or disable 802.1X
authentication for the phone.

User Name View, enter or change the user name for 802.1X
authentication for the phone.
Password View, enter or change the password for 802.1X

authentication for the phone.

802.1X ENABLE

To enable or disable 802.1X Settings
1 Press Menu\Admin Settings\Network Settings.

2 Select [10] Advanced Settings.
3 Select 14 802.1X Settings.
4 Select (1] 802.1X Enable.

5 Select to (1 Disable or (2 Enable 802.1X authentication as needed, and press the OK Soft Key.
The 802.1X Settings Enable/Disable menu manages the following events:

Table 9.5 802.1X Settings Enable/Disable Softkeys
Softkey Feature Description

(A] Move to previous menu item (does not show if the first
menu item is selected)

(v] Move to next menu item (does not show if the last menu
item is selected)

Cancel Return to Network Settings menu

OK Select the highlighted menu item
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Table 9.6 802.1X Settings Enable/Disable Acceptable User Actions/Keys

Acceptable User Actions/Keys

Description

this screen

The following section describes behavior on certain specific user actions/key events pertaining to

Digit key

Select corresponding menu ltem

4-way scroll BACK key (Redial key)

Return to Network Settings menu.

4-way scroll FORWARD key
(Directory key)

Select highlighted menu item

4-way scroll UP key
(Volume UP key)

Move to previous menu item

4-way scroll DOWN key (Volume
DOWN key)

Move to next menu item

ENTER key Select the highlighted menu item
Table 9.7 802.1X Settings Enable/Disable menu items
Menu Items Description
Disable Disable 802.1X authentication for the phone.
Enable Enable 802.1X authentication for the phone.

802.1X USER NAME

To enter the 802.1X User Name
1 Press Menu\Admin Settings\Network Settings.

2 Select [10] Advanced Settings.
3 Select 141 802.1X Settings.
4 Select L4l User Name.

5 To verify or change the User Name, select L4l User Name. Verify or change the User Name as needed, and press the

OK Soft Key.

802.1X PASSWORD

To edit the 802.1X Password Setting
1 Press Menu\Admin Settings\Network Settings.

2 Select [19] Advanced Settings.
3 Select L4 802.1X Settings.
4 Select L3] Password.

5 To change the 802.1X authentication password, select L3 Password. Change the password as needed, and press the

OK Soft Key.

The 802.1X User Name menu manages the following events:
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Table 9.8 802.1X User Name Softkeys
Softkey Feature Description
Delete Deletes previously entered character
Cancel Discard changes and return to 802.1X Settings menu
OK Keep changes and return to 802.1X Settings menu
Table 9.9 802.1X User Name Acceptable User Actions/Keys

Acceptable User Actions/Keys

Description

this screen

The following section describes behavior on certain specific user actions/key events pertaining to

Digit key

Enter digits (alphanumeric values)

4-way scroll BACK key (Redial key)

Remain on existing screen move cursor key to left.

4-way scroll FORWARD key
(Directory key)

Remain on existing screen move cursor key to right.

4-way scroll UP key
(Volume UP key)

No Operation

4-way scroll DOWN key (Volume
DOWN key)

No Operation

ENTER key Keep changes and return to 802.1X Settings settings
menu
* key Allows user to toggle between numeric, upper or lower

case entry options

The 802.1X Password menu manages the following events:

Table 9.10

802.1X Password Softkeys

Softkey Feature

Description

Delete Deletes previously entered character

Cancel Discard changes and return to 802.1X Settings menu

OK Keep changes and return to 802.1X Settings menu
Table 9.11 802.1X Password Acceptable User Actions/Keys

Acceptable User Actions/Keys

Description

this screen

The following section describes behavior on certain specific user actions/key events pertaining to

Digit key

Enter digits (alphanumeric values)

4-way scroll BACK key (Redial key)

Remain on existing screen move cursor key to left.
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Acceptable User Actions/Keys Description

4-way scroll FORWARD key Remain on existing screen move cursor key to right.
(Directory key)

4-way scroll UP key No Operation

(Volume UP key)

4-way scroll DOWN key (Volume No Operation

DOWN key)

ENTER key Keep changes and return to 802.1X Settings menu

* key Allows user to toggle between numeric, upper or lower

case entry options

To facilitate deployment of large numbers of 802.1X enabled phones, the following algorithm has been
implemented on the phone:

Non-802.1X enabled network

If 802.1X parameters are not configured in the phone flash, the phone initiates DHCP provisioning and
subsequently checks the downloaded XML configuration files for 802.1X enabled, 802.1X username and
password. If 802.1X is enabled in the XML configuration files and a username and password are present in the
XML configuration files, the phone will save the 802.1X parameters to flash. The phone will subsequently use
the newly saved parameters to authenticate with the network. The administrator can also change the 802.1X
parameters; this can be done one of the following ways:

+ Change the 802.1X parameters in the XML configuration files: On subsequent reboot the new values will
take effect.

» Change the 802.1X parameters via the front panel: In this case the phone will ignore the values set in the
XML configuration files as the parameters configured via front panel will be given the highest preference.
In order for the phone to use the parameters from the XML configuration files after setting the 802.1X
parameters via the front panel, the administrator must perform a reset to factory defaults operation.

802.1X enabled network

If 802.1X is parameters are not configured in the phone flash, the phone initiates DHCP provisioning and will not
be able to connect with the network. The administrator must manually configure 802.1X parameters via the front
panel.

If 802.1Xis not enabled in the phone flash, the phone initiates DHCP provisioning and subsequently checks the
downloaded XML configuration files for an 802.1X Enabled setting, and a 802.1X User Name and Password. If
802.1X is enabled and a User Name and Password are present in the XML configuration files, the phone will
save the 802.1X parameters to flash. On subsequent boots, the 802.1X parameters in the XML configuration
files will be ignored.
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Figure 9.6 802.1X User Name and Password in Configuration files
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To Disable 802.1X Authentication

When 802.1X is enabled, it can only be disabled using the phone front panel menus. The User Name and
Password can be changed at the phone front panel menu, or by following these steps:

1 Change the User Name or Password in the configuration files.

2 Disable 802.1X at the phone front panel menu or perform a reset to factory default settings.
3 Connect the phone to a switch port that does NOT have 802.1X enabled.

4 Reboot the phone.

MULTIPLE SUPPLICANTS PER ETHERNET PORT

The NEC phone allows Ethernet traffic to pass from the PC port to the LAN port. If 802.1X authentication is
enabled on the phone, then any device that is connected to the PC port must also support 802.1X.

The PC Port should be disabled if the switches on your network do not support multiple supplicants per switch
port.

9-278 DT Series Administrator Guide - Core



802.1X AUTHENTICATION -

SWITCH-SPECIFIC CONFIGURATIONS AND NETWORK DIAGRAMS

HP PROCURVE 3500
The firmware version used for testing on HP ProCurve 3500-24-PoE switch is K.15.02.0005.

There are two different 802.1X configuration modes supported with the HP ProCurve 3500 switch.

Multi-Domain authentication - Separate Networks

This particular configuration allows the LAN port (Voice port) and the PC port (Data port) to separately
authenticate and join separate voice and data VLANs respectively as long as the LAN port comes up and
authenticates before the PC port.

The following configuration on phone, HP ProCurve 3500, Laptop/PC and Radius Server is required to support
this feature:

* Phone:
+ Under “LAN Port Settings”, enable “VLAN Tagging” and specify corresponding “VLAN ID”.
» Under “PC Port Settings”, disable “VLAN Tagging”.
* HP ProCurve 3500:
+ See “Sample HP ProCurve 3500 Configuration” on page 9-279 for port configuration.
» Laptop/PC:
* VLAN Tagging is disabled.
+ Radius Server:
» Separate configuration credentials are used for phone and Laptop/PC.

Multi-Domain authentication - Same Network
This particular configuration allows the LAN port (Voice port) and the PC port (Data port) to separately
authenticate and join the same VLAN.

The following configuration on Phone, HP ProCurve 3500, Laptop/PC and Radius Server is required to support
this feature:

* Phone:
* Under “LAN Port Settings”, disable “VLAN Tagging”.
* Under “PC Port Settings”, disable “VLAN Tagging”.
* HP ProCurve 3500:
+ See “Sample HP ProCurve 3500 Configuration” on page 9-279 for port configuration.

Sample HP ProCurve 3500 Configuration
; J9471A Configuration Editor; Created on release #K.15.02.0005

hostname "ProCurve Switch 3500-24-PoE"
time timezone -360
time daylight-time-rule Continental-US-and-Canada
module 1 type J94bbA
interface 24
name "Uplink"
exit

ip default-gateway 192.168.85.1
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vlan 1

name "DEFAULT VLAN"

untagged 1,24

ip address 192.168.120.253 255.255.255.0

no untagged 2-6,8-23

ip igmp

exit
vlan 131

name "vlanl31l"

tagged 1-3,11,24

voice

no ip address

exit
vlan 144

name "vlanl44"

untagged 3-4,8,10

tagged 11,24

no ip address

exit
port-security 1 learn-mode port-access
port-security 2 learn-mode port-access
port-security 3 learn-mode port-access
port-security 44 learn-mode port-access
mirror 3 port 12
mirror 44 port 12
logging 192.168.120.231
logging severity info
logging system-module 802.1x
power-over-ethernet pre-std-detect
radius-server host 172.25.108.19 key "1n3csph3r3"
timesync sntp
sntp unicast
sntp server priority 1 172.25.108.31
interface 1

monitor all both mirror 1

exit
aaa authentication port-access eap-radius
aaa port-access authenticator 1-10,13-14
aaa port-access authenticator 1 client-limit 2
aaa port-access authenticator 2 client-limit 1
aaa port-access authenticator 3 client-limit 2
aaa port-access authenticator 44 client-limit 2

aaa port-access authenticator active
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Figure 9.7 Sample Network Diagram with HP ProCurve 3500 switch

PC has VLAN Tagging disabled
LAN Port VLAN Tagging — Disabled
PC Port VLAN Tagging — Disabled

Port 3 Port 24 Up link to other
switch

LAN Port VLAN Tagging — Enabled
PC Port VLAN Tagging — Disabled

DHCP/SIP Server

CISCO CATALYST 3560
The firmware version used for testing on Cisco Catalyst 3560 is 12.2(46)SE (IPBASE).

There are three different 802.1X configurations supported with the Cisco Catalyst 3560 switch:

Multi-Domain authentication

This particular configuration allows the LAN port (Voice port) and the PC port (Data port) to separately
authenticate and join separate voice and data VLANs respectively as long as the LAN port comes up and
authenticates before the PC port.

The following configuration on phone, Cisco Catalyst, Laptop/PC and Radius Server is required to support this
feature:

+ Phone:
« Under “LAN Port Settings”, enable “VLAN Tagging” and specify corresponding “VLAN ID”.
» Under “PC Port Settings”, disable “VLAN Tagging”.

» Cisco Catalyst:

* LAN port is tagged whereas the PC port is untagged. See “Sample Catalyst 3560 Switch Configuration”
on page 9-282 for configuration for port 1.

» Laptop/PC:
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* VLAN Tagging is disabled.
+ Radius Server:

» Special configuration to define a “Cisco-AVPair” attribute with the following value: "device-traffic-
class=voice” .This allows the phone to join the Voice VLAN after authentication.

Single Host authentication

This particular configuration allows a single host i.e. LAN port (Voice port) to authenticate and join the
corresponding VLAN. Since this configuration only supports a single host on a port, the PC port (Data port)
remains unauthenticated.

The following configuration on phone, Cisco Catalyst, and Radius Server is required to support this feature:
* Phone:
» Under “LAN Port Settings”, disable “VLAN Tagging”.
* Under “PC Port Settings”, disable “VLAN Tagging”.
+ Cisco Catalyst:
» See “Sample Catalyst 3560 Switch Configuration” on page 9-282 for configuration for port 2.
» Laptop/PC:
* Not Applicable.
» Radius Server:
* No special configuration.

Multi Host authentication

This particular configuration allows multiple hosts to authenticate. Using this configuration, the LAN port (Voice
port) authenticates and joins the corresponding VLAN, the PC port (Data port) uses the already authenticated
LAN port and joins the same VLAN.

The following configuration on phone, Cisco Catalyst, and Radius Server is required to support this feature:
* Phone:
* Under “LAN Port Settings”, disable “VLAN Tagging”.
» Under “PC Port Settings”, disable “VLAN Tagging”.
» Cisco Catalyst:
+ See “Sample Catalyst 3560 Switch Configuration” on page 9-282 for configuration for port 3.
» Laptop/PC:
* VLAN Tagging is disabled.
+ Radius Server:
* No special configuration.

Sample Catalyst 3560 Switch Configuration
!

version 12.2

no service pad

service timestamps debug datetime msec
service timestamps log datetime msec

no service password-encryption
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hostname Cisco3560
!
boot-start-marker
boot-end-marker
!
aaa authentication dotlx default group radius
aaa authorization network default group radius
!
aaa session-id common
system mtu routing 1500
ip subnet-zero
!
dotlx system-auth-control
!
spanning-tree mode pvst
spanning-tree extend system-id
!
vlan internal allocation policy ascending
!
interface FastEthernet0/1
switchport access vlan 144
switchport mode access
switchport voice vlan 131
mls gos trust cos
dotlx pae authenticator
dotlx port-control auto
dotlx host-mode multi-domain
dotlx violation-mode protect
spanning-tree portfast
!
interface FastEthernet0/2
switchport access vlan 131
switchport mode access
mls gos trust cos
dotlx pae authenticator
dotlx port-control auto
dotlx violation-mode protect
spanning-tree portfast
!
interface FastEthernet0/3
switchport access vlan 131
switchport mode access

dotlx pae authenticator
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dotlx port-control auto

dotlx host-mode multi-host

dotlx violation-mode protect

spanning-tree portfast

!

interface Vlanl

ip address 192.168.144.253 255.255.255.0

!

interface Vlanl3l

ip address 192.168.131.251 255.255.255.0

!

ip default-gateway 192.168.131.1

ip classless

ip http server

!

logging 192.168.120.231

radius-server host 172.25.108.19 auth-port 1812 acct-port 1646 key 1n3csph3r3
!

control-plane

!
monitor session 1 source interface Fa0O/1 , Fa0/2
monitor session 1 destination interface FalO/9 encapsulation replicate

end
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Figure 9.8 Sample Network Diagram with Cisco Catalyst 3560 switch

PC has VLAN Tagging disabled
LAN Port VLAN Tagging — Disabled

PC Port VLAN Tagging -- Disabled

:
i SRS i SIS TTTiT -— =

| |
Port 1 Port 2
Up link to other switch

EIE =)
LAN Port VLAN Tagging — Enabled
PC Port WVLAN Tagging — Disabled
LAN Port WLAN Tagging — Disabled
DHCP/SIP Server

EAP-LOGOFF AND THE GBA-L GIGABIT ETHERNET ADAPTER

The phone’s internal LAN and PC Ethernet ports support data rates of 10 Mbps and 100 Mbps. The GBA-L
gigabit Ethernet adapter is an external peripheral that allows the PC to connect to the network at a data rate of
1 Gbps. The GBA-L is a standalone Ethernet switch equipped with 1gigabit Ethernet ports for the network and
PC, and a 100 Mbps Ethernet port for the phone.

The GBA-L does not signal the phone when a PC is connected to or disconnected from the GBA-L PC port.
Therefore, EAP-Logoff is not supported when the phone is equipped with a GBA-L Gigabit Ethernet adapter.
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TLS SUPPORT

This feature provides support for transport-layer security (TLS) over TCP for SIP. TLS is most suited to
architectures in which hop-by-hop security is required between hosts with no pre-existing trust association.

Note that transport mechanisms are specified on a hop-by-hop basis in SIP, thus a UA that sends requests over
TLS to a proxy server has no assurance that TLS will be used end-to-end.

Table 10.1 TLS Operation

Order of operation

1. Set CERTIFICATES_PATH on the Server (other than ftproot)

2. Place valid certificates on the Server.

3 Set SNTP Server Address or the time through SNTP Server.

4, Provide a usage time in the root certificate.

5 If CRLs are present, set CERTIFICATE_REVOCATION_LIST_PATH to a valid path on

the Server. Copy the CRLs to this location.

6. Set security.ssl.ciphersuite

7. Set line.1.primary.address

8. Set line.1.primary.port (can be empty, will use default port 5061)
9. Set sip.transport

10. Set line.1.outboundproxy.address

1. Set feature.ipdial.support=0

12. REGISTER on a TLS connection
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TLS CONFIGURATION PARAMETERS

Table 10.2 Default and valid ranges of the configuration parameters
Front Panel Confid File
Parameter Default Valid Range Configurable g
; Configurable
(Admin Only)
sip.transport UDP 1-UDP Yes Yes
2-TCP
3 —DNS NAPTR
4 -TLS Only
line.1.primary.port 5060 if UDP 1025-65535 (Numeric) Yes Yes
5060 if TCP
0 if DNS NAPTR
5061 if TLS Only
5061 if TLS Preferred
security.ssl.root.certs N/A Non-empty string No Yes
security.ssl.crls N/A Non-empty strings No Yes
security.ssl.ciphersuite TLS_RSA WITH_AES 128 | TLS RSA WITH_AES 128 | No Yes

_CBC_SHA

_CBC_SHA (String)

TLS BEHAVIOR/DESIGN

The phone uses the TLS protocol to provide privacy and data integrity of SIP Signaling exchanged with the
Server. See the Release Notes for your phone firmware for information on the TLS protocol version that your

phone uses.

TLS requires sharing of a common Root Certificate between the phone and the Server. The phone uses this
certificate to verify the authenticity of the Server. After the Server certificate has been verified, the phone
generates a symmetric key, encrypts it using the Server’s public key, and shares it with the Server. The Server
then decrypts the received symmetric key with its private key. Subsequently, all SIP signaling between the
phone and the Server will be encrypted using this symmetric key.

TLS also requires a reliable time source in the form of an SNTP server. The phone requires the current time to
ensure the server’s certificate is valid and has not expired.

TLS ARCHITECTURE
A Server-Provided Certificate model is used for Authentication i.e., only the Server provides a certificate during
the TLS handshake. The phone uses TLS to authenticate the server but the server does not authenticate the
phone. This directionality implies that the TLS connection always needs to be set up by the phone (e.g., during
the registration phase) and is expected to keep the TLS connection persistent to be reused for both incoming

and outgoing requests.

During the TLS connection initiation, the Server provides its public key to the phones for encrypting the
communication channel. During the TLS handshake, the phone generates a random symmetric key that is used
for call signaling encryption. The symmetric key is encrypted using the Server’s public key and sent to the
Server. The Server decrypts the symmetric key using its private key. At this point both the phone and the Server
have the same key to encrypt and decrypt the call signaling data.

If mutual TLS is enabled, the Server requests the phone’s certificate and verifies the certificate’s validity. The
server generates a random symmetric key that is used for call signaling encryption. The symmetric key is
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encrypted using the phone’s public key and sent to the phone. The phone decrypts the symmetric key using its
private key. In single, non-mutual TLS, the phone’s symmetric key is used to encrypt and decrypt call signaling
in both directions between the server and the phone. In mutual TLS, the server and phone symmetric keys are
each used to encrypt and decrypt call signaling in one direction.

There is no noticeable delay when generating the Symmetric key on the phone. The performance impact is
minimal as the TLS connection is persistent and authentication credentials are exchanged only one time during
TLS connection establishment phase.

Root and Server Certificates - 3C System

The Root certificate and the Server certificate required for TLS communication is generated by a certificate
authority (CA) for the 3C system and is valid for 20 years. These certificates allow you to enable security within
the product.

TLS REQUIREMENTS

OPENSSL

OpenSSL version
See the Release Notes for your phone firmware for information on the OpenSSL
library version that your phone uses.

TLS Protocol Version
The phone firmware uses the TLS protocol to encrypt communication with the Server.
See the Release Notes for your phone firmware for information on the TLS protocol
version that your phone uses.

CERTIFICATE MANAGEMENT

Multiple Root Certificate Downloading
The phone firmware supports downloading one or more root certificates (as specified by security.ssl.certs) from
the path specified in “dt-<MAC>.cfg” file.

The phone’s PDL module downloads the custom Root Certificate files during the boot process and saves them
to FLASH under the directory \tffs\System\Root Certificates.

TLS Certificate Management
Custom root certificates will be deleted when Factory Defaults are applied and the default root certificates that
were originally shipped with the phone will be restored.

Root Certificate File Format
The phone firmware supports PEM formatted Certificates only.

PEM is the most common certificate file format. PEM certificates have the extension .pem. They are Base64
encoded ASCII files and contain "-----BEGIN CERTIFICATE-----" and "-----END CERTIFICATE-----" statements.

Other formats like DER, PKCS#7/P7B and PKCS#12/PFX are not supported.
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ROOT CERTIFICATE REMOTE PATH(S)
The NEC IP phone firmware provides a tag to specify the remote path of the Root Certificate(s).

The 3C system stores the Trusted CA (root) certificate in the default Certificates directory for the system. The
Trusted CA (root) certificate must also be copied to a directory that is accessible by the phones (for example,
Spherelftproot\necsdt700). That directory must be specified in “ROOT_CERTIFICATES_PATH” in the dt-
<MAC>.cfg file. By default, ROOT_CERTIFICATES PATH points to the Sphere\ftproot\necsdt700 directory.

To specify Root Certificate remote path(s)

By default, the ROOT_CERTIFICATES_PATH is empty, which means the phone looks for the root certificate
files specified in security.ssl.root.certs under \Sphere\ftproot\necsdt700 directory.

1 Copy the Root Certificate files from the default Certificates directory.
2 Paste a copy of the files in the Sphere\ftproot\necsdt700 folder (or other applicable folder).
3 Open the dt-<MAC>.cfg file.

4 Go to the "ROOT_CERTIFICATES_PATH" to verify (and change, if needed) the directory path to the path for the
default Certificates directory. (For example: \Sphere\Certificates)

5 Save the file.

CERTIFICATE REVOCATION LIST PATH
The NECS firmware provides a tag to specify the remote path of the Certificate Revocation List.

To specify the Certificate Revocation List path - 3C system

You must copy the CRL files to a directory, and provide the path to the directory through the tag “CRLS_PATH”
in the dt-<MAC>.cfg file. By default, CRLS_PATH is empty, which means the phone looks for the CRL files
specified in security.ssl.crls under the \Sphere\ftproot\necsdt700 directory.

1 Copy the Certificate Revocation List files from the \Sphere\Certificates directory.

2 Paste a copy of the files in the \Sphere\ftproot\necsdt700 folder (or other applicable folder).

3 Open the dt-<MAC>.cfg file.

4 Go to the “CRLS_PATH" to verify (and change, if needed) the directory path to: \Sphere\Certificates
5 Save the file.

SECURITY PARAMETERS DOWNLOAD
The phone firmware downloads security-related parameters from the XML configuration files.

Certificate Attributes
The following attributes must be defined in dt-<MAC>-phone-sip.cfg file.

The phone downloads the files specified by the security.ssl.root.certs and security.ssl.crls parameters and
saves the files to the /tffs/System/RootCertificates and /tffs/System/CRLs folders, respectively, on the phone.

Any existing files will be replaced if they are specified in the security.ssl.root.certs and security.ssl.crls
parameters, and any new files are also downloaded to the phone.

On a reset to factory defaults, these folders and any files in these folders are deleted. The only way to delete
these files and folders is by a reset to factory defaults.

Note: The phone stores up to nine CAs/Intermediate certificates in its internal trust store, irrespective of the
number of files in the flash memory.
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Table 10.3 Certificate Attributes

Certificate Attributes Description
security.ssl.root.certs Contains multiple Root Certificate file names i
security.ssl.crls Contains CRL file names
security.ssl.ciphersuiteJr Contains the supported cryptographic algorithm
security.ssl.sip.client.cert Contains Client Certificate file name for mutual TLS

*.The file name should not exceed the maximum limit of 23 characters per file name.
+.*TLS_RSA_WITH_AES_128_CBC_SHA is the only cipher suite that is currently supported.

PUBLIC CERTIFICATE AUTHORITY SUPPORT
The phone firmware supports Root Certificates issued by Public Certificate Authorities.

The phone does not currently support downloading these certificates directly from the Certificate Authorities.
However, the system admin may download them from the Certificate Authority and place them in the folder
specified by ROOT_CERTIFICATES_PATH.

CERTIFICATE AND CRL DOWNLOAD

For 3C System
The phone firmware uses FTP or TFTP to download Certificates and CRLs from the designated FTP/TFTP
server.

PRE-LOADED ROOT CERTIFICATES

For 3C System

The phone ships with a pre-loaded Custom Root Certificate, generated by the NECS Certificate Authority, that
is stored in the \tffs\System\RootCertificates directory.

It is also possible to use a user-generated certificate with the phone firmware.

Note: Due to security concerns, the use of default certificates is no longer supported by the 3C system in v8.5.4
or higher.

TLS CONNECTION MANAGEMENT

Transport Connection Initiation
The phone firmware initiates transport connection towards the Server on start up, based on the transport
parameter.

The phone obtains the local date and time from the SNTP server before initiating the connection. If the SNTP
interface returns an error, the phone retries the connection every 10 minutes to get the date and time. Until it is
successful, the phone will not initiate a TLS connection to the Server and no calls can be made or received on
the phone.
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TLS Security Mode

The 3C system provides the following transport options in the 3C Administrator application based on the
Security Mode setting. Please refer to the system documentation on SIP Security for more detail on Security
Mode settings and expected system behavior.

Table 10.4 3C system - Security Mode and Transport Protocol Options
Security Mode Transport Protocol
Selective Security UDP, TCP, TLS
Secure Only TLS

TLS Transport Attributes

The following attributes must be defined in dt-<MAC>-phone-sip.cfg file. Based on the transport settings, the
phone initiates appropriate connection to the Server.

Table 10.5 Transport Attributes

Transport Attributes Action

sip.transport=1/2/3 Based on the transport attribute value, the phones use either UDP,TCP, or DNS

(UDP,TCP, DNSnaptr) NAPTR Query.
A DNSNaptr query may resultin TLS, TCP or UDP depending on the NAPTR query
results.

sip.transport=4 (TLS only) The phone initiates a TLS connection to the Server with the IP Address that is
specified in the line.1.primary.address in the configuration file, or to the IP Address
returned as a result of the DNS SRV query for TLS when the line.1.primary. address
contains a host name and line.1.primary.port is 0.

For example, if sip.transport is set to 4 (TLS only), the phone initiates a TLS connection as depicted below. For
illustration purposes, the source port is shown as 54252.
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Figure 10.1 Initiate a TLS connection

DT Server

TCP Connection (Source Port: 54252, Dest Port: 5061)

Client Hello

L Server Hello, Certificate, Server Hello Done
«

Cerificate *

v ___ L_.___. ¥ N

Client Key Exchange, Change Cipher Spec, Finished

Change Cipher Spec, Finished

9

* Only if Mutual TLS Authentication is enabled on the server

TLS transport port
The phone firmware initiates transport connection to the Server-configured TLS port.

If a port is specified in line.1.primary.port, phones use that port.

If an IP Address is specified in line.1.primary.address but the port is not specified, phones use port 5061 (if the
transport is TLS).

Outbound Proxy Server configuration
The phone firmware initiates transport connection to the configured TLS port if the Outbound Proxy Server is
configured.

The Proxy Server must also support TLS for a successful TLS connection.

Incoming TLS transport connection from the Server
The phone firmware does not accept incoming TLS connections from the Server.

If the TLS connection is terminated, the phone will not be able to receive any incoming calls from the Server
until the phone has re-established the connection.

TLS AUTHENTICATION AND VALIDATION

TLS connection initiation

The phone firmware initiates the TLS connection towards the Server by sending Client Hello message with
cipher suite attribute “TLS_RSA WITH_AES_ 128 CBC_SHA (0x002f)" as the first preference and
Compression Method attribute set to “null”.
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The Server must accept the requested Cipher suite and compression algorithm and respond with a Server Hello
followed by the Server Certificate.

Server Certificate Authentication
The phone firmware authenticates the Server certificate and any intermediate certificates received in the
Certificate list of the Server Certificate message.

The Server provides the Certificate list on accepting the attributes in Client Hello and responding back with
Server Hello. The phones build a certificate chain starting from the Server certificate and ending in the Root CA
Certificate.

The server cannot send a Certificate Request since the phone does not generate or provide client certificates
for the Server to perform TLS client Authentication (server-side Authentication).

Certificate Look up Order
The phone firmware first looks for a matching certificate in the list of untrusted/revoked certificates. If no match
is found, the look up continues in the Trusted certificates. For Root CA, the trusted certificate list is always used.

The phone logs an error message if the issuer certificate is not found in the trusted certificate list.

Certificate Validity Check
The phone firmware checks the certificate validity period by checking the current system time and the notBefore
and notAfter dates in the certificates.

The phone logs an error message if the certificate has expired (i.e., the notAfter date is before the current time
or notBefore or notAfter field contains invalid time).

Server Authentication
The phone firmware validates the server’s certificate by comparing the following addresses (strictly in this order)
with the incoming Server Certificate’s Common Name (CN) and/or Subject Alternate names.

1. Host portion of the Address Of Record
(AOR)

2. Outbound proxy
3. Registrar

If none of the addresses match, peer authentication fails and this results in a TLS connection failure.

Symmetric Key Generation
On Successfully validating the Server Certificate, the phone firmware does the following:

Key generation steps
1 Generate symmetric keys with a length of at least 128 bits.
2 Encrypt the keys using the public key from the server's certificate.
3 Send the keys in a Client Key Exchange message.

The phone sends a Change Cipher Spec message followed by a Finished message in the encrypted format.
The Server must respond appropriately after validating, so that the phone can validate and conclude that the
key exchange and authentication process were successful.

Symmetric Key Generation During TLS Handshake
Symmetric keys that are generated during TLS handshake remain constant for the duration of the connection.
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When the phone creates a new connection with the Server or switches to a different Server, a new key is
generated.

Authentication credential encryption

The phone firmware ensures that authentication credentials via the symmetric keys are not transmitted in the
“clear” (i.e., credentials are encrypted end-to-end). However, the certificates are exchanged only in clear text
format.

Abbreviated handshake/Public key operations support

The phone firmware supports Abbreviated handshake since Public key operations (e.g., RSA) are relatively
expensive in terms of computational power.

For a resumed handshake, the phone sends the session ID from the previous TLS connection in the ClientHello
message, and the Server responds with the same session ID in the ServerHello message, immediately followed
by Change Cipher Spec and Finished message exchanges. This mechanism of session caching scheme avoids
the overhead involved in complete or full handshake message exchange. If a Session ID match is not found, the
Server generates a new session ID and the phone and the Server perform a full handshake.

SIP AND TLS

Application data sent over the TLS connection
On successful TLS connection establishment, the phone firmware sends all SIP messages over the TLS
connection to the Server.

SIP URI scheme
The SIP URI scheme is used in the Request URI for all Requests over TLS.

Note: The 3C system does not support the SIPS (SIP Secure) URI scheme.

Multiple transport connections
Only one transport connection is maintained at any point of time. The phone does not maintain multiple
connections to the same Server.

Based on the transport setting, only one connection is established per line. It could be either TCP, TLS or UDP.
All SIP Requests and responses reuse the same connection in both directions. It is not possible to send
outgoing requests on TLS connection and receive incoming requests via TCP or UDP.

Persistent TLS connections
The phone and the server must maintain a persistent TLS connection with each other since the phone cannot
accept incoming TLS connections.

Ephemeral source port number
The phone includes the source port number in the REGISTER contact header to establish bindings with the
Server.

For example, if the source port is 54252, the REGISTER request contact header is:
Contact: <sip:1002@192.168.131.124:54252; transport=tls>;

The Server uses this address and port to route Requests to the phone.

For illustration purposes, the message flow below is show in the “clear”.
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Figure 10.2 Register Request

Server

| REGISTER sip:192.168.120.103:5061 transport=tls SIP/2.0
Contact: <sip:1002@192.168.131.124:54252;fransport=tls>;

200 OK

e et R

Send and receive SIP Requests on the TLS connection
The phone sends and receives all incoming SIP Requests on the TLS connection it initiated.

The 3C system Server sends the requests on the same connection thus reusing or sharing the existing
connection. Requests are sent in an encrypted form over the TLS connection.

Note: Although the 3C system does not support the RFC 5626 specification, it will still reuse the existing

connection as long as the connection is persistent.

For illustration purposes, the message flow below is show in the “clear”.

Figure 10.3 Invite Request

DT

Server

INVITE sip:1002@192.168.131.124:54252 SIP2.0

From: <sip:1001@192.168.120.10 3>;tag=43701811500
To: <sip:1002@192.168.131.124:54252>
Contact: <sip:1001@192.168.120.103:5061; transport=tls>

Via: SIP/2.0/TLS 192.168.120.103:5061; branch=z9hG4bK-437018-28540

200 OK

ERROR HANDLING

TLS Handshake closure and error alert handling

A

The phone closes the TLS connection and logs an appropriate error on sending or receiving any of the following

fatal alert messages defined in RFC 2246.
+ Close notify
* Unexpected message
» Bad record mac
» Decryption failed
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» Record overflow

+ Decompression failure
+ Handshake failure

+ Bad certificate

* Unsupported certificate
+ Certificate revoked

» Certificate expired

+ Certificate unknown

+ lllegal parameter

* Unknown CA

* Access denied

* Decode error

» Decrypt error

» Export restriction

» Protocol version

* Insufficient security

* Internal error

+ User canceled

TLS Support *

If any of the above errors are encountered, an error message displays on the phone. The most common error

messages are:

Table 10.6 TLS Errors

Error Message Cause(s)
TLS Bad Certificate. » Bad certificate
TLS Certificate Expired. * Certificate expired
TLS Certificate Revoked. * Certificate revoked
TLS Decrypt Error.  Signature Failure
TLS Handshake Failure. * Handshake failure
TLS Internal Error. * Internal error
TLS Unknown CA. * Unknown CA
TLS Unknown Certificate. * Certificate unknown
TLS Unsupported Cert. ¢ Unsupported certificate

SERVER CETIFICATE MATCHING EXAMPLES
Server Certificate Example 1

CN=avon.lake.illinois.nec.com
SAN=laertes.avon.lake.illinois.nec.com
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SAN=192.168.101.18

Table 10.7 Server Certificate Example 1

Configuration

Comments

Result

AOR: 102@avon.lake.illinois.nec.com

Registrar: avon.lake.illinois.nec.com

Registrar found via DNS
NAPTR

Matches, CN=host portion of AOR

AOR: 102@avon.lake.illinois.nec.com

Registrar: laertes.avon.lake.illinois.nec.com

Registrar found via DNS A

Matches, CN=host portion of AOR

AOR: 102@avon.lake.illinois.nec.com

Registrar: 192.168.101.18

Registrar found via IP

Matches, CN=host portion of AOR

AOR: 102@192.168.101.18

Registrar: 192.168.101.18

Registrar found via IP

Matches, SAN=host portion of AOR

AOR: 102@avon.lake.illinois.nec.com

Outbound Proxy: avon.lake.illinois.nec.com

Registrar: avon.lake.illinois.nec.com

Outbound Proxy found via DNS
NAPTR

Matches, CN=host portion of AOR

AOR: 102@avon.lake.illinois.nec.com

Outbound Proxy:
laertes.avon.lake.illinois.nec.com

Registrar: avon.lake.illinois.nec.com

Outbound Proxy found via DNS
A

Matches, CN=host portion of AOR

AOR: 102@avon.lake.illinois.nec.com

Outbound Proxy: 192.168.101.18

Registrar: avon.lake.illinois.nec.com

Outbound Proxy found via IP

Matches, CN=host portion of AOR

Server Certificate Example 2
CN=laertes.avon.lake.illinois.nec.com
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Table 10.8 Server Certificate Example 2

TRANSPORT LAYER SECURITY (TLS)
TLS Support

Configuration

Comments

Result

AOR: 102@avon.lake.illinois.nec.com

Registrar: avon.lake.illinois.nec.com

Registrar found via DNS
NAPTR

Matches, SAN=host portion of AOR

AOR: 102@avon.lake.illinois.nec.com

Registrar: laertes.avon.lake.illinois.nec.com

Registrar found via DNS A

Matches, SAN=host portion of AOR

AOR: 102@avon.lake.illinois.nec.com

Registrar: 192.168.101.18

Registrar found via IP

Matches, SAN=host portion of AOR

AOR: 102@192.168.101.18

Registrar: 192.168.101.18

Registrar found via IP

Matches, SAN=host portion of AOR

AOR: 102@avon.lake.illinois.nec.com

Outbound Proxy: avon.lake.illinois.nec.com

Registrar: avon.lake.illinois.nec.com

Outbound Proxy found via
DNS NAPTR

Matches, SAN=host portion of AOR

AOR: 102@avon.lake.illinois.nec.com

Outbound Proxy:
laertes.avon.lake.illinois.nec.com

Registrar: avon.lake.illinois.nec.com

Outbound Proxy found via
DNS A

Matches, SAN=host portion of AOR

AOR: 102@avon.lake.illinois.nec.com

Outbound Proxy: 192.168.101.18

Registrar: avon.lake.illinois.nec.com

Outbound Proxy found via IP

Matches, SAN=host portion of AOR

Server Certificate Example 3
CN-=laertes.avon.lake.illinois.nec.com

SAN=192.168.101.18

Table 10.9 Server Certificate Example 3

Configuration

Comments

Result

AOR: 102@avon.lake.illinois.nec.com

Registrar: avon.lake.illinois.nec.com

Registrar found via DNS
NAPTR

No match

AOR: 102@avon.lake.illinois.nec.com

Registrar: laertes.avon.lake.illinois.nec.com

Registrar found via DNS A

Matches, CN=registrar
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Configuration

Comments

Result

AOR: 102@avon.lake.illinois.nec.com

Registrar: 192.168.101.18

Registrar found via IP

Matches, SAN=registrar

AOR: 102@192.168.101.18

Registrar: 192.168.101.18

Registrar found via IP

Matches, SAN=host portion of AOR

AOR: 102@avon.lake.illinois.nec.com

Outbound Proxy: avon.lake.illinois.nec.com

Registrar: avon.lake.illinois.nec.com

Outbound Proxy found via
DNS NAPTR

No match

AOR: 102@avon.lake.illinois.nec.com

Outbound Proxy:
laertes.avon.lake.illinois.nec.com

Registrar: avon.lake.illinois.nec.com

Outbound Proxy found via
DNS A

Matches, CN=outbound proxy

AOR: 102@avon.lake.illinois.nec.com

Outbound Proxy: 192.168.101.18

Registrar: avon.lake.illinois.nec.com

Outbound Proxy found via IP

Matches, SAN=outbound proxy
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SRTP SUPPORT

SRTP provides protection to media streams for confidentiality, integrity and message authentication.

PUBLIC KEY INFRASTRUCTURE (PKI)
The phone firmware uses a random source algorithm that meets the requirements of FIPS 186 for key
generation.

INTEGRITY
The phone firmware supports the following authentication tag and key length as the default integrity mechanism
for SRTP packets:

Table 11.1 Supported Authentication tag and Key Length
Supported Authentication tag Key length
HMACSHA1-80 160-bit

The phone does not support HMACSHA1-32 as a data integrity mechanism.

CONFIDENTIALITY

» The phone provides confidentiality for media streams using SRTP with the AES_CM_128 encryption
algorithm as the default.

+ The phone generates keys using a random source algorithm that meets the requirements of FIPS 186.
* The phone distributes the Master Key and the Salt Key in the VoIP signaling messages.

» The phone distributes the Master Key and the Salt Key in concatenated form.

* The phone uses a Master Key of 128 bits in order to support 128-bit AES encryption.

* The Master Salt Key can be null.

» The Master Key and a random Master Salt Key are supported for SRTP sessions.

SECURE CALL ICON DISPLAY
A call is secure when both the signaling and the media are secure. Different icons are used to indicate the
security of the phone’s signaling and the security of the media.

Secure Signaling
A lock symbol appears in the registration icon when secure signaling is used, such as a TLS connection.
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Table 11.2 Secured/Unsecure Signaling and Media Scenarios Icons
Registration Media Security Icon
Icon
ITK-8LCX
. . . ITK-32LCG
Signaling Media | gack White Black ITY-12CG | ITK-32LCGS
and Color | | around | backaround | 'TY-8LCG ITK-8TCGX
White 9 9 ITK-32TCG
ITK-32TCGS
Non-TLS RTP E . None None
Non-TLS SRTP E . E E .
TLS RTP E . None None
v s @ s A W

Music-On-Hold
When the phone is placed on-hold, the media is renegotiated. The media may change from SRTP to RTP. The
Media Icon will update accordingly.

Conferencing
When the phone acts as conference initiator or a conference bridge, the Secure Media Icon is displayed only if
all call legs are secure.

SRTP OPERATION

SRTP MODE BEHAVIOR (SDP OFFER)
The phone supports mixed RTP/SRTP environments:

+ SRTP Disabled: Always non-secure. All phones are non-secure.

» SRTP Optional: Secure and non-secure. Phones may be a mixture of secure and non-secure.
+ Offerer: SRTP is preferred.
* Answerer: Follow the order of the offerer's SDP

+ SRTP Mandatory: Always secure. All phones on the network are secure.
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Table 11.3 SRTP Mode Behavior
Receive SDP
SAVP
. Cipher: AES-CM
Receive NP Send SDP
Mode SDP Authentication: HMAC-SHA1 Offer
Auth-Tag 80/ Auth-Tag
80 and 32 Auth-Tag 32

SRTP Accept AVP Reject 488 Reject 488 AVP
Disabled
SRTP Accept AVP | Accept SHA1_80 Reject 488 AVP and
Optional SAVP
SRTP Reject 488 Accept SHA1_80 Reject 488 SAVP
Mandatory

SRTP Support *

The phone only supports AES_CM_128 HMAC_SHA1_80. The phone accepts unauthenticated and
unencrypted SRTP parameters.

SRTP DEFAULTS AND DEPENDENCIES

Table 11.4 SRTP Parameter defaults
SRTP Parameter Default

Cipher AES-CM
Authentication HMAC-SHA1
HMAC tag length 80 bits
Master key length 128
Master salt key length 112
Master Key Identifier None
Key derivation rate None
Key Expiration Notification None

Dependencies

» Encryption and message authentication are both enabled when SRTP security feature is configured in
SRTP mode setting. It is expected that TLS is enabled to provide crypto data protection in SDP during

session setup.

SRTP CONFIGURATION
The phone SRTP Mode can be configured through the XML configuration file.

DT Series Administrator Guide - Core
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Table 11.5 SRTP XML Configuration Parameters
. Front Panel | Web Interface Config File
el Ll pelant Valid-Ranges Configurable | Configurable | Configurable
line.1.srtp.mode 0 0 - (Disabled) No No Yes
1 - (Optional)
2 - (Mandatory)
line.1.srtp.authentication 1 0 - (Authentication disabled) No No Yes
1 - (Authentication enabled)
Figure 11.1 Encryption and Authentication of SRTP Packet
Master Key
RTP
Packet
Index o . RTP
Key Derivation Encryption Key Packet

Unauthenticated
and Encrypted
SRTP Packet

Authentication Key

Authentication

Authenticated and
Encrypted SRTP Packet

Encryption: SRTP encrypts the RTP payload but not the RTP header. SRTP adds an optional Master Key
Identifier and strongly recommended Authentication Tag to the end of the RTP header. The RTP header is not
encrypted because of header compression and SSRC visibility. AES-CM Cipher mode is preferred because
there is no cryptographic padding and it’s capable of processing out-of-order data blocks in parallel. The

keystream is generated by SRTP encryption and salted keys.
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Figure 11.2

AES-CM Encryption

128-bit Keystream

Block

XOR
Operation

128-bit Encrypted
RTP Payload

128-bit

Payload

UnEncrypted RTP
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SRTP Support *

Authentication: The integrity protection uses a Hash-based Message Authentication Code with Secure
Hashing Algorithm 1 (HMAC-SHA1) and runs the hash function over the RTP header and payload with the
message authentication key. The HMAC-SHA1 hash is stored in the authentication tag which is appended to
the end of SRTP packet.

Table 11.6 SRTP Packet Structure
V=2 P cC Payload Type Sequence Number
Timestamp
SSRC
CSRC

RTP Extension (Opt

ional)

Payload

SRTP MKI (Optional)

Authentication Tag (Recommended)
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USER PORTABILITY

The Desk Sharing feature allows a user to log-on and use any terminal until the user logs out.

The User Portability feature extends the Desk Sharing functionality by supporting a “User Profile” which
includes user specific Personal Directory, Speed Dial Keys, Call History and User Settings. With this feature,
when the user logs on at a User Portable terminal, the phone applies the user's name and number. The user’s
profile settings are also downloaded and applied to the User Portable terminal.

SUPPORTED SYSTEMS
+ SIP@Net 5.1 and later is supported

+ The UNIVERGE 3C Unified Communications and Collaboration system does not currently support the
User Portability feature.

AVAILABLE FEATURES WITH USER PORTABILITY
The following table lists the features that are available in various User Portability states.

Table 12.1 User Portability Feature Availability
Features Logged LogOn LogOn LogOn Logged LogOff LogOff LogOff
Off InProgress | Succeeded Failed On InProgress | Succeeded | Failed
Menu Key Yes Yes Yes Yes Yes Yes Yes Yes
Personal Yes No Yes No Yes No Yes No
Directory
Call History Yes No Yes No Yes No Yes No
User Settings Yes No Yes No Yes No Yes No
Admin Settings Yes Yes Yes Yes Yes Yes Yes Yes
Reboot Option Yes Yes Yes Yes Yes Yes Yes Yes
Status Yes Yes Yes Yes Yes Yes Yes Yes
Feature Key Yes Yes Yes Yes Yes Yes Yes Yes
Program Yes Yes Yes Yes Yes Yes Yes Yes
Home URL Yes Yes Yes Yes Yes Yes Yes Yes
Directory Key Yes No Yes No Yes No No No
Security Key" Yes No No No Yes No No No
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Features Logged LogOn LogOn LogOn Logged LogOff LogOff LogOff
Off InProgress | Succeeded Failed On InProgress | Succeeded | Failed
Programmable Yes No Yes No Yes No No No
Key/
Enhanced
Programmable
Keys
Incoming Calls | Yes Yest Yest Yest Yes Yest Yest YesT
Outgoing Calls | Yes Yest Yest Yest Yes Yest YesT Yest

* A future software release for may support the Security Key.
t.Call details will not be saved in Call History.

USER PROFILE

The User Profile includes the following user specific functionalities and files.
* User Settings (dt-<UserNumber>-local.cfg)
» Personal Directory and Speed Dial Keys (dt-<UserNumber>-directory.cfg)
+ Call History (dt-<UserNumber>-history.cfg)
The above functionalities use the user specific files to load and save the user's data on the boot server.
The User Settings include configuration for the following:
* Ringtone
* Headset
* Language
+ Date/Time
- LCD
» Edit Before Dialing Settings

The phone applies the user's profile when the user logs on at a User Portable terminal. On log off, the user's
profile is saved on the boot server and the phone’s default profile, which is based on the MAC address, is
restored.

The User Profile consists of the following files:

USER SPECIFIC LOCAL OVERRIDE CONFIGURATION FILE (DT-
<USERNUMBER>-LOCAL.CFG)

The user specific local override file contains ONLY the User Settings that can be configured through the front
panel.

When a user logs on, the phone downloads the file from the boot server and applies the configuration. If the file
does not exist on the boot server, the phone creates a file that contains the user's user specific settings from the
MAC specific data file.

The phone will continue to use the phone specific master and data configuration files for non-user specific
functionalities.

When a user logs on at a User Portable terminal, the terminal applies the user's settings for the user specific
functions. If the user's setting for a specific functionality is not compatible with the terminal model or is not
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compatible with the values in the data configuration files, the terminal will configure the functionality to use the
default value for the terminal.

The following table lists the user specific functionalities that are configured with the user's setting and their
default behavior, when the settings are not compatible.

Table 12.2 User configurable functionality

User Specific

Functionality Default behavior

Ringtone (Internal/External) If the user selected ringtone is not available on the terminal, the terminal will offer the “default”
tone that is generated by the terminal.

Headset Headset, if supported on the phone, is configured as per the user’s default settings.

The DT710 NEC IP Phones do not support the headset. When the user logs on ata DT710
User Portable terminal, their headset settings are not applied.

Note: If Headset Ringing is set to only Headset, the user may not hear a ringtone when a call is
received on their phone, but they will still receive indication of the incoming call (Call Indicator
Lamp, LCD, etc.).

Language The default language “English (Internal)” is used if the terminal does not support the language
the user has selected.

Date/Time The functionality is configured as per the user's default Date/Time settings.

LCD Settings (LCD LCD Contrast is configured as per the user's default setting.

Contrast/Backlight Timeout) If the Backlight is supported on the phone, it is configured as per the user’s default setting.

The DT710 NEC IP Phones do not have a Backlight. When a user logs on at a DT710 User
Portable terminal, the user's Backlight Timeout settings are not applied.

Edit Before Dialing Note: The Edit Before Dialing setting is available only if the system administrator sets the value
of the configuration parameter “user.edit.before.dial.menu.support” to “1”.

This functionality will be configured as per User's setting.

Volume Settings If the value of the configuration parameters “mntn.audio.handset.volume.persist”,
“mntn.audio.handsfree.volume.persist’” and mntn.audio.headset.volume.persist are set to “1”
and if the configuration parameter mntn.audio.us.section.508 is set to “0”, the functionality will
be configured as per User’s setting.

Note: When the user has logged on, the phone will continue to use the dt-<MAC>-local.cfg file to save the
Admin Settings.

USER SPECIFIC PERSONAL DIRECTORY FILE (DT-<USERNUMBER>-
DIRECTORY.CFG)

When the user logs on, the phone downloads and configures the Personal Directory with the user specific
personal directory file. New directory entries entered by the user are saved in the user specific personal
directory file.

At the time of download, if the user specific personal directory file does not exist on the boot server and if the
phone specific personal directory file is available in the flash, the phone creates the user specific file by copying
the directory entries from the phone specific file. The newly created user specific file is uploaded to the boot
server. In the absence of the phone specific file in the flash, the user specific file is created and uploaded when
the user adds a new directory entry.
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USER SPECIFIC CALL HISTORY FILE (DT-<USERNUMBER>-HISTORY.CFG)
When a user logs on, the phone downloads and configures the Call History with the user specific call history file.
As the user makes and receives calls, the user's call details (Missed, Received and Placed) are saved in the
user specific call history file.

At the time of download, if the user specific call history file does not exist on the boot server, an empty file is
created. The file is uploaded only when call details are added to call history.

When the user logs off, the user specific Call History file is uploaded to the server and includes the call details
(Missed, Received and Placed) from the user’s session on the Desk Sharing phone.

USER SPECIFIC SPEED DIAL KEYS

The Speed Dial Keys are configured based on the speed dial entries in the user specific Personal Directory File.
When a user logs on, the availability of the user's speed dials depends on the phone model.

For example, if user Alogs on at a DT730 (ITL-24D), the user may have configured speed dial key 8, and that
speed dial key will be available on that phone. But if the user logs on at a DT710 (ITL-6DE) which offers only six
programmable keys, the user will only have access to the available speed dial keys (2 to 6). If the unavailable
speed dial keys are also set to display in the directory, they will still be available through the user specific
Personal Directory file.

PHONE PROFILE

The phone applies the phone profile on startup and it is used when the User Portability feature is disabled or
when a user is not logged on for Desk Sharing.

PHONE SPECIFIC MASTER CONFIGURATION FILE (DT-<MAC>.CFG)
The phone specific master configuration file lists the data configuration files for the phone. On phone startup,
the phone downloads the master configuration file and all the listed data configuration files.

PHONE SPECIFIC DATA CONFIGURATION FILES

The data configuration files are the files which are listed under the “DATA_FILES” tag in the master
configuration file. The sample list of data configuration files that can be included in the master configuration file
is as follows:

3C System:
» dt-<MAC>-phone-sip.cfg
+ dt-000000000000-phone-sip.cfg
+ dt-000000000000-sip.cfg
+ dt-customer.cfg
» dt-sample-key.cfg

SIP@Net
» dt-<MAC>-phone.cfg
+ dt-000000000000-phone.cfg
« dt-000000000000.cfg
The phone uses the parameters from these files to configure various features.
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PHONE SPECIFIC LOCAL OVERRIDE CONFIGURATION FILE (DT-<MAC>-
LOCAL.CFG)

The phone uses the local override file to save the Admin and the User Settings configured through the front
panel. The local override file is uploaded to the boot server.

PHONE SPECIFIC PERSONAL DIRECTORY FILE (DT-<MAC>-
DIRECTORY.CFG)

The directory and speed dial entries are saved in the phone specific personal directory file and uploaded to the
boot server.

PHONE SPECIFIC CALL HISTORY FILE (DT-<MAC>-HISTORY.CFG)
The phone saves the Missed/Received/Placed call details in the phone specific call history file and uploads it to
the boot server.

PHONE SPECIFIC SPEED DIAL KEYS
The Speed Dial keys are configured based on the speed dial entries in the phone specific Personal Directory
file.

SUPPORTED SYSTEMS

+ SIP@Net 5.1 and later is supported

* The UNIVERGE 3C Unified Communications and Collaboration system does not currently support the
User Portability feature.

SUPPORTED TERMINALS
The following models are supported:

Table 12.3 User Portability supported terminals

Product Name Model Name SIS Description
Name
DT710 ITL-2E-1 IP Economy | 2 key without display
DT710 ITL-6DE IP Economy 6 key with display
DT730 ITL-8LD IP Value 8 key DESI-Less with display
DT730 ITL-12D IP Value 12 key with display
DT730 ITL-24D IP Value 24 key with display
DT730 ITL-32D IP Value 32 key with display

FUNCTIONALITY BY TERMINAL MODEL

If a user's setting for a specific functionality is not compatible with the terminal model or if it is not compatible
with the values in the data configuration files, the terminal will configure the functionality to use the default
value. For example, when a user enables a headset on a DT730 phone equipped with a headset and then logs
on to a DT710 phone that does not support the headset, the headset it disabled.
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SPEED DIALS

When the user logs on, the availability of the configured speed dials depends on the phone model. For example,
if a user configures 17 Speed Dial Keys on a DT730 ITL-24D and then logs on to a DT730 ITL-12D that only has
11 keys available by Speed Dial, the user will not have Speed Dial Keys for entries 12 through 17.

TRANSPARENCY

The User Portability feature is transparent only if the user is consistently using only User Portable terminals.
For example, when user A logs on to a User Portable terminal (T1) from a third party phone or from a Non-User
Portable phone, the terminal (T1) will apply the user's profile based on the user specific files on the boot server
that may not contain the latest user settings or Personal Directory or Call History entries.

USER PORTABILITY STATES
The following sections describe the phone states in detail.

Note: See “Available Features with User Portability” on page 12-307 for the list of features available to the user
for each phone state.

START UP

The phone on startup downloads and configures all the functionalities with the Phone Profile. On completion of
the configuration, the state advances to LoggedOff state.

LOGGEDOFF
The phone, on receiving the “AgentLoggedOff Event” transitions to LoggedOff state. The phone will also force
the state as LoggedOff when the CSTA SIP Subscription terminates.

1 The user's profile (if present in the flash) is uploaded to the boot server and is purged from the phone’s flash
memory.

2 User specific indications (DND, Call Forwarding, MWI) are updated on receiving the notifications from the SIP Server.
If the state is changed to LoggedOff as a result of CSTA SIP Subscription termination, the phone clears any
indications.

3 If phone.userportability.enabled is set to “0”, the phone changes the state as logged on and any agent state events
other than “AgentLoggedOnEvent” from the SIP Server are discarded.

4 If phone.userportability.enabled is set to “1”, the phone continues to remain in logged off state. The SIP Server can
send “AgentLoggedOffEvent” to configure the terminal. Configuring the terminal may involve enabling of Stutter Dial
Tone, Display Name and Display Number.

5 If the configuration parameter “phone.http.useragent.id” is set to “1”, the display number is included in the HTTP
User-Agent field while invoking the XML Micro Browser page.

6 The following are the valid agent state events in this state.
» AgentLoggedOffEvent
» AgentRequestLogOnEvent

7 When the phone receives an event which is invalid in this state, the phone discards the received event and sends a
SetAgentState Service Request with the state set to “loggedOff”. This is to indicate to the SIP Server that the D700
has received an invalid agent state event and the current state in the phone is LoggedOff. The SIP Server does the
required correction based on the current state and sends a valid event.
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LOGONINPROGRESS

The phone, on receiving the “AgentRequestLogOnEvent’, changes the state to LogOnInProgress. The received
event must include the user's number.

1 The phone starts the timer with the timeout value as configured in the parameter
“phone.userportability.progress.timeout”.

2 The phone profile, if not already uploaded, is uploaded to the boot server.
3 The user's profile is downloaded from the boot server.

4 On successfully downloading the profile, the phone configures the user specific functionalities and initiates
SetAgentState Service Request with the state set to “loggedOn”. Further, the state of the phone is advanced to
“LogOnSucceeded” and the time is stopped.

5 At the time of download, if the files are not available in the boot server, the phone creates the user specific files
based on the MAC specific files present in the flash. If MAC specific files are not available in the flash, the phone

creates a new file. For Call History, if the file is not available in the boot server, the phone creates a new file when the
user makes and receives calls.

6 When the phone fails to download the user's profile (failure other than file not found), a SetAgentState Service

Request with the state set to “requestLogOnFailed” is sent to the SIP Server. The state of the phone changes to
“LogOnFailed” and the timer is stopped.

7 On timer (“phone.userportability.progress.timeout”) expiry, the phone initiates a SetAgentState Service Request with
the state set to “requestLogOnFailed” and the state is changed to “LogOnFailed”.

8 Any agent state events received in this state are discarded and the phone reports the invalid event to the SIP Server
by sending a SetAgentState Service Request with the state set to “logOninProgress”.

LOGONSUCCEEDED

The phone on successfully downloading the user specific files will move to “LogOnSucceeded” state. In this
state:

1 The timer with the timeout value as configured in “phone.userportability.event.timeout” is started.

2 On receiving AgentLoggedOnEvent, the phone stops the timer and advances its state to “LoggedOn”. Events other
than AgentLoggedOnEvent received in this state are ignored.

3 The phone reports the invalid event received in this state to the SIP Server by sending a SetAgentState Service
Request with the state set to “logOnSucceeded”.

4 All the software modules are configured to use the user specific files.
5 When the timer expires, the phone sets the state as LoggedOff.

LOGONFAILED

The phone on failing to download the user specific files will move to “LogOnFailed” state. In this state:
1 The timer with the timeout value as configured in “phone.userportability.event.timeout” is started.

The list of valid events in this state are:

» AgentLoggedOffEvent
+ AgentRequestLogOnEvent
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» AgentLoggedOnEvent

2 Invalid agent state events received in this state are ignored and a SetAgentState Service Request with the state set to
“logOnFailed” is sent to the SIP Server.

3 When the timer expires, the phone sets the state as LoggedOff.

LOGGEDON
The phone on receiving AgentLoggedOnEvent moves its state to “LoggedOn”. In this state:
1 All the user specific settings are saved in the user specific files.
The list of valid events in this state are:
» AgentLoggedOnEvent
+ AgentRequestLogOffEvent

2 Invalid agent state events received in this state are ignored and a SetAgentState Service Request with the state set to
“loggedOn” is sent to the SIP Server.

LOGOFFINPROGRESS
The phone on receiving AgentRequestLogOffEvent moves to “LogOffinProgress” state. In this state:

1 The phone starts the timer with the timeout value as configured in the parameter
“phone.userportability.progress.timeout”.

2 The user profile is uploaded to the boot server.

3 On successfully uploading the profile, the phone re-configures the user specific functionalities with the phone profile
and initiates SetAgentState Service Request with the state set to “LoggedOff”. Further, the state of the phone
advances to “LogOffSucceeded” and the timer is stopped.

4 If the phone failed to upload the profile, a SetAgentState Service Request with the state set to “requestLogOffFailed”
is sent to the SIP Server. The state of the phone changes to “LogOffFailed” and the timer is stopped.

5 On timer (“phone.userportability.progress.timeout”) expiry, the phone initiates a SetAgentState Service Request with
the state set to “requestLogOffFailed” and the state is changed to “LogOffFailed”.

6 Any agent state events received in this state are ignored and a SetAgentState Service Request with the state set to
“logOffinProgress” is sent to the SIP Server.

LOGOFFSUCCEEDED

The phone on successfully uploading the user's profile, the state advances to “LogOffSucceeded” state. In this
state:

1 The timer with the timeout value as configured in “phone.userportability.event.timeout” is started.

2 On receiving AgentLoggedOffEvent, the phone stops the timer and advances its state to “LoggedOff”. Events other
than AgentLoggedOffEvent received in this state are ignored and SetAgentState Service Request with the state set
to “logOffSucceeded” is sent to the SIP Server.

3 All the software modules are configured to use the MAC specific files.
4 When the timer expires, the phone sets the state as LoggedOff.
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LOGOFFFAILED
The phone on failing to upload the user specific files will move to “LogOffFailed” state. In this state:

1 The timer with the timeout value as configured in “phone.userportability.event.timeout” is started.
The list of valid events in this state are:
» AgentLoggedOffEvent
+ AgentRequestLogOffEvent
» AgentLoggedOnEvent

2 Invalid agent state events are ignored and a SetAgentState Service Request with the state set to “logOffFailed” is
sent to the SIP Server.

3 When the timer expires the phone sets the state as LoggedOff.

DISABLE USER PORTABILITY

The system administrator can disable the User Portability feature for a terminal by setting the parameter
“phone.userportability.enabled” value to “0”.

The phone on startup assumes the state as “LoggedOff’. The phone downloads the MAC specific files and
advances to the “LoggedOn” state.

The phone only supports AgentLoggedOnEvent when User Portability is disabled and it will continue to support
the Out Of Dialog Notification from SIP@Net to ONLY change the display nhame and number. The phone will
use the number in the HTTP User-Agent field while invoking XML web pages from BCT.

Note: By default, the phone uses its MAC address in the HTTP User-Agent field. To use the number in the
HTTP User-Agent field while invoking the XML web pages, the value of the phone configuration
parameter “phone.http.useragent.id” must be set to “1”.

ENABLE USER PORTABILITY

The system administrator can enable the User Portability feature for a terminal by setting the parameter
“phone.userportability.enabled” value to “1”.

The phone on startup assumes the state as “LoggedOff’. The phone downloads the Phone Profile (i.e the MAC
specific files) and stays in the “LoggedOff” state.

The phone will continue to support Out Of Dialog Notification from SIP@Net. The received notification is used to
change the display name and number, and to use the number in the HTTP User-Agent field while invoking XML
web pages from BCT. This notification is for the terminal only and does not change the phone User Portability
state.

PHONESET GROUP SETTINGS FOR PHONES FOR USER PORTABILITY

For the most seamless use of User Portability, you may configure specific phoneset group settings for those
terminals. For example, if a group of users should always be logging on to ITL-6DE (6 key with display) phones,
you may want to configure a single phone profile to apply across each of the phonesets in that group. This
ensures that users have the same experience on each different phone when they log in (same number of Speed
Dial keys, same Enhanced Programmable Keys, same available languages, etc.).
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USING USER PORTABILITY

When Desk Sharing is enabled for users on the system, they can log on to any terminal that is enabled for Desk
Sharing and their User Profile settings are applied to the phone.

To log on to a Desk Sharing Terminal
» Use the method for your system to log on to the terminal.

For SIP@Net systems:
1 Dial the “Activate DNR” prefix (e.g. *91) plus your phone number.
For example, a user with the configured number of 1234 would dial *911234.
2 After the “Confirmation Tone” is given, end the call.
You should now be logged on to the terminal and the terminal should display your name and number.
Also, the phone is now configured with the following:

User Settings Personal Directory Call History
¢ Ringtone settings * Personal Directory entries * Missed Calls
* Headset settings * Speed Dial Keys * Received Calls
e Language * Placed Calls

¢ Date/Time settings
¢ LCD settings
« Edit Before Dialing Settings

To log out of a Desk Sharing Terminal
* Use the method for your system to log off to the terminal.

For SIP@Net systems:
1 Dial the “De-Activate DNR" prefix (e.g. #91) plus your phone number.

For example, a user with the configured number of 1234 would dial #911234.
2 After the “Confirmation Tone” is given, end the call.

You should now be logged off to the terminal and the terminal should display the default terminal name and
number. All User Settings, Personal Directory/Speed Dial key settings and Call History information should return
to the values for the phoneset terminal.
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SIP@NET SYSTEM ASPECTS

In this Appendix, you will learn how to
* Apply soft ring tones
» Apply configuration files to the terminal
» Register the terminal to SIP@Net
* Apply programmable keys and speed dial keys to the terminal

SIP@QNET PRECONDITIONS

To register the terminal to the SIP@Net

1 Check that there is a “virtual SIP extension board” projected with a SIP Signalling Group and that the circuits on that
board are in service.

2 Check that a telephone number (DNR) is assigned to the SIP circuit, for example the DNR is 1234. This DNR has to be
filled in the dt-mac-phone.cfg file.

3 Check that the SIP driver is up and running, for example on IP address 192.168.1.10. This IP address has to be filled
in the dt-mac-phone.cfg file.

4 Check that the SIP extension license (69) available.
Detailed information of the steps above can be found in the “SIP in SIP@Net” Customer Engineer Manual.

REGISTRATION OF THE PHONE AT THE SIP@NET

Suppose that the MAC address of the phone terminal is : 0060B90B0425. Then the DNR (1234) and SIP
registration IP address (192.168.1.10) has to be specified in the dt-0060B90B0425-phone.cfg as follows :
<DT PHONE CONFIG DATA>

<DT_LINE DATA line.l.extension="1234" line.l.displayname="Bill" line.l.maxcalls="3"
line.l.primary.address="192.168.1.10" line.l.primary.port=""

line.l.secondary.address="" line.l.secondary.port="" line.l.outboundproxy.address=""
line.l.outboundproxy.port="" line.l.authentication.username="see note"
line.l.authentication.password="see note"></DT LINE DATA>

<DT_SIP_DATA sip.reg.expiry="3600" sip.transport="1"></DT SIP DATA>
<DT PHONE DATA phone.voicemail.extension=""></DT PHONE DATA>
</DT_PHONE CONFIG DATA>

Note: It is possible to specify an authentication username and/or password in the SIP@Net. The user name
and/or password must be specified in the dt-0060B90B0425-phone.cfg file.

SIP@NET CONVERSION SEQUENCE FOR NECI TO NECS FIRMWARE
For the purpose converting the NECi to NECS firmware, the following issues have been added to SIP@Net:
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» System boundaries 443 and 444
* System timer 247
* OM command CHDTSS to define the IP address of the TFTP server that the phone needs to use

SIP@QNET ADDITIONAL FEATURES

The Programmable Keys/Speed Dial keys can be pre-programmed with an internal telephone number (of
colleague’s) of which the status can be monitored by means of the LEDs. This status monitoring can only be
done for internal numbers.

When the LED is:
* OFF the telephone is idle (or not monitored)
» Flashing the telephone is ringing, you can answer this call.
* ON the telephone is busy.

Example
Suppose that the MAC address of the terminal is : 0060B90B0425.

This terminal wants to monitor the status of extension number 5555 of John Smith. This entry has to be
programmed under Speed Dial key number “8”.

Apart from the number (5555), name (John Smith) and Speed Dial key number (8), the “BuddyWatch”
parameter in the dt-0060B90B0425-directory.cfg file has to be set on “BLF” (only visual indication by means of
the LED) or “Softring” (LED and a softring).

<DT_DIRECTORY><VERSION Version="1"/>

<DT_ENTRY Number="5555" Name="John Smith" DirectoryEntry="1" ReadOnly="0" Key="8"
BuddyWatch=" Softring"/>

</DT_DIRECTORY>

FUNCTION/FEATURE UNDER PROGRAMMABLE KEYS / SPEED DIAL KEYS
It is also possible to program a dedicated function/feature under the Programmable Keys / Speed Dial keys.
Function Activation/De-Activation and Status Monitoring can be done for the following functions :

* Follow me

+ Automatic Ring Back

+ Call Forwarding on Busy Extension

* Night Extension absence/presence

» Executive/Secretary absence/presence

» Group absence/presence

* Don't disturb

« Call Pickup
Pressing the key activates the function : the corresponding LED is switched ON.
Pressing the key one time more de-activates the function: the LED is switched OFF.

Example
Suppose one of the Programmable Keys/Speed Dial keys (in this case key number “9”) is used to switch
Absent/Present. Then the following has to be programmed in the dt-0060B90B0425-directory.cfg file:
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<DT DIRECTORY><VERSION Version="1"/>

<DT_ENTRY Number="5555" Name="John Smith" DirectoryEntry="1"
ReadOnly="0" Key="8" BuddyWatch=" Softring"/>

<DT_ENTRY Number="*48" Name="Absent/Present" DirectoryEntry="0"
ReadOnly="0" Key="9" BuddyWatch="BLF"/>

</ DT DIRECTORY>

DESK SHARING AND USER PORTABILITY
The phone.userportability.enabled parameter must be enabled to support User Portability on the phone.
The user must also be set up as a Hot Desking user on the system.

DT820 PHONE LICENSING SETTINGS

For DT820 phones, there is optional licensing available to enable gigabit ethernet on both supported models of
the phone.

For ITY-8LK phones, there is optional licensing available to allow for 16 or 32 keys on the phone.

SESSION BORDER CONTROLLER (SBC) AND DT820 LICENSE OPTIONS

The license information is conveyed to the phone by the X_NEC_DT-Lic header included in the DT820’s
REGISTER request and the SIP@Net's 200 OK response. X-NEC-DT-Lic is not a standard SIP header. If a
Session Border Controller (SBC) is in the signaling path between the DT820 and the SIP@Net system, the SBC
may classify the X-NEC-DT-Lic header as an “unknown” header and remove it from SIP messages as they pass
through the SBC. If this happens, the DT820 license features will not work. The SBC must be configured to
pass “unknown” SIP headers transparently in order for the X-NEC-DT-Lic header to be passed through the
SBC.

* From DT820 phones to the SIP@Net system:
REGISTER request
X-NEC-DT-Lic: seq=54;Supp=Supp="Giga”;curr=*"

* From the SIP@Net system to the DT820 phones:
200 OK response
X-NEC-DT-Lic: seq=54;Supp=Supp=“Giga”;curr=“Giga”

BCT XML NOTIFICATION LED FLASHING

BCT can control the phone’s top corner LED through an XML push message with using XML Object Definition
v3.01. When Standards SIP supports and receives this XML notification, the phone’s top corner LED flashes for
3 seconds. The following is the LED behavior for this XML notification, Message Waiting and Missed Calls.

Top corner LED is controlled by the following priority:

Table A1 Priority of top corner LED indication
Priority High Middle Low
Event Incoming Calls | XML Voice Mail or Missed Calls notifications (This depends on the
notification "phone.missedcall.notification" setting for the phone)
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Table A.2

Interaction of XML notification, Voice Mail and Missed Calls

Event

Indication

Off

XML notification

Voice Mail or Missed Calls

Time out of XML notification

Not applicable

Off or Voice Mail or Missed
Calls

Not applicable

XML notification XML notification XML notification XML notification
(XML notification is higher than
the indication of Voice Mail or
Missed Calls.)

Voice Mail or Missed Calls Off | Off XML notification

Off or Voice Mail or Missed Calls

Voice Mail or Missed Calls On

Voice Mail or ,
Missed Calls -

XML notification
(The indication of Voice Mail

or Missed Calls is lower than
XML notification.)

Voice Mail or Missed Calls ™

*.Depending on Voice Mail message, call history and Missed Calls Notification Priority settings.

Table A.3
Missed Calls.

Interaction of incoming calls with XML Notifications and Voice Mail or

Event

Indication

Off

Incoming Call

Voice Mail or Missed Calls or
XML notification

Stop incoming

Not applicable

Off or Voice Mail or Missed
Calls " T

Not applicable

Incoming call Incoming Incoming Incoming
(Incoming is higher than the
indication of Voice Mail, Missed
Calls or XML natification.)

Voice Mail or Missed Calls Off | Off Incoming Call Off or Voice Mail or Missed Calls

or XML notification -

Voice Mail or Missed Calls On

Voice Mail or ,

Incoming Call (The

Voice Mail or Missed Calls or

Missed Calls - indication of Voice Mail, XML notification -
Missed Calls or XML
notification is lower than
incoming call.)
XML Notification XML Notification | Incoming Call (The Voice Mail or Missed Calls or

indication of Voice Mail,
Missed Calls or XML
notification is lower than
incoming call.)

XML notification -

*.Depending on Voice Mail message, call history, XML notification and Missed Calls Notification Priority settings.

t.The following behavior is the same as NEC-SIP. When an incoming call has arrived and is cancelled (making the TOP LED
available for other purposes than an incoming call indication) either voicemail or missed calls is indicated.
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Figure A.1 Short incoming call during XML notification indication
XML Notification Incoming Incoming stops
\I/ 1second \L 1 second Jf 1 second \l/ tme
MW LED i
Indication Off XML Notification Incoming Off
Figure A.2 Incoming call stops during incoming and XML notification
Incoming XML Notification Incoming stops
\L 1 second \L 1 second ‘L 1second \l/ fime
MW LED N '
Indication Incoming off
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XML SCHEMA PARAMETERS

In this Appendix, you will learn how to

* Analyze XML Terminal and Personal Schema Parameters

XML SCHEMA TERMINAL PARAMETERS

Table B.1 XML Schema — Terminal Parameters
Default Key Used in Front Panel XML File Front
Description XML Tag Data Type Value Range Code to Find Configurabl | Configurabl Panel
Parameter e e User
Daylight Saving dst.end.change.time Numeric 120 0 to 1439 terminal_dst_end | No Yes N/A

Time
End Time of Day

_changetime

Comments: Specifies the time of day the daylight saving ends. The time is specified as total number of minutes from 12.00 AM. (For
example, If Day Light Saving ends at 2 AM, the End Change Time= 120 minutes)

Daylight Saving
Time

Ending Day of
Month

dst.end.dayofmonth Numeric 0 0, 1-31 terminal_dst_end | No Yes N/A

dayofmonth

Comments: If set between 1 to 31, phone ends DST at given day of specified month. For example if dst.end.dayofmonth = 1 and
dst.end.month = 11, DST ends on 1st November.

If set to 0, phone ends the DST on relative day of month. It uses the parameters dst.end.weekday, dst.end.occurence, dst.end.last and
dst.end.month, for example first Sunday of the month.

Daylight Saving
Time

Last Occurence of
ending Weekday

dst.end.last Numeric 0 0-1 terminal_dst_end | No Yes N/A

_daylast

Comments: This parameter specifies whether the DST process ends on last week of the month (i.e. last occurrence of specified
weekday in the month). This parameter is used only if dst.end.dayofmonth is zero.

For example, dst.end.dayofmonth = 0, dst.end.month = 11, dst.end.weekday = 1, dst.end.last = 1, phone ends DST on last Sunday of
November. Phone ignores dst.last.occurence parameter value.

Daylight Saving dst.end.month Numeric 11 1-12 terminal_dst_end | No Yes N/A
Time month
Ending Month

nding Mon Comments: Month of year to end day light saving
Daylight Saving dst.end.occurence Numeric 1 1-5 terminal_dst_end | No Yes N/A
Time _occurence

Occurrence of
ending weekday

Comments: This parameter specifies the occurrence of ending weekday in a month. This parameter is used only if
dst.end.dayofmonth is zero. For example if dst.end.weekday =1, dst.end.occurence =1 and dst.end.month = 3, phone ends DST on
first Sunday of November.

DT Series Administrator Guide - Core

B-323




XML SCHEMA PARAMETERS
XML Schema Terminal Parameters

Default Key Used in Front Panel XML File Front
Description XML Tag Data Type Value Range Code to Find Configurabl | Configurabl Panel
Parameter e e User

Daylight Saving dst.end.weekday Numeric 1 1-7 terminal_dst_end | No Yes N/A

Time
Ending WeekDay

weekday

Comments: This parameter specifies the weekday on which DST ends. This parameter is used only if dst.end.dayofmonth is 0.
Use following values for weekdays:

1 = Sunday,

2 = Monday,

3 = Tuesday,

4 = Wednesday,
5 = Thursday,

6 = Friday,

7 = Saturday.

Daylight Saving
Time
Start Time of Day

dst.start.change.time Numeric 120 0 to 1439 terminal_dst_start | No Yes N/A

_changetime

Comments: Specifies the time of day the daylight saving starts. The time is specified as total number of minutes from 12.00 AM. (For
example, If Day Light Saving starts at 2 AM , the Start Change Time= 120 minutes)

Daylight Saving
Time

Starting Day of
Month

dst.start.dayofmonth Numeric 0 0, 1-31 terminal_dst_start | No Yes N/A

dayofmonth

Comments: If set between 1 to 31, phone starts DST at given day of specified month. For example if dst.start.dayofmonth = 14 and
dst.start.month = 3, DST starts from 4th March.

If set to 0, phone starts the DST on relative day of month. It uses the parameters dst.start.weekday, dst.start.occurence, dst.start.last
and dst.start.month, for example second Sunday of the month.

Daylight Saving
Time

Last Occurence of
starting Weekday

dst.start.last Numeric 0 0-1 terminal_dst_start | No Yes N/A

_daylast

Comments: This parameter specifies whether the DST process starts on last week of the month (i.e. last occurrence of specified
weekday in the month). This parameter is used only if dst.start.dayofmonth is zero.

For example, dst.start.dayofmonth = 0, dst.start. month = 3, dst.start.weekday = 1, dst.start.last = 1, phone starts DST on last Sunday of
March. Phone ignores dst.start.occurence parameter value

Daylight Saving dst.start.month Numeric 3 0, 112 terminal_dst_start | No Yes N/A
TimeStarting month
Month
Comments: If 0 -> DST is disabled. Otherwise the value specifies the month when DST starts.
Daylight Saving dst.start.occurence Numeric 2 1-5 terminal_dst_start | No Yes N/A

Time
Occurrence of
starting weekday

_occurence

Comments: This parameter specifies the occurrence of starting weekday in a month. This parameter is used only if
dst.start.dayofmonth is zero. For example if dst.start.weekday = 1, dst.start.occurence =2 and dst.start.month =3, phone starts DST
on second Sunday of March.

Daylight Saving
Time
Starting WeekDay

dst.start.weekday Numeric 1 1-7 terminal_dst_start | No Yes N/A

weekday

Comments: This parameter specifies the weekday on which DST starts. This parameter is used only if dst.start.dayofmonth is 0.
Use following values for weekdays:

1 = Sunday,

2 = Monday,

3 = Tuesday,

4 = Wednesday,
5 = Thursday,

6 = Friday,

7 = Saturday.
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Default Key Used in Front Panel XML File Front
Description XML Tag Data Type Value Range Code to Find Configurabl | Configurabl Panel
Parameter e e User
Daylight Saving dst.time.adjustment Numeric 60 -120 to + terminal_dst_time | No Yes N/A
Time 120 adjustment
Time Adjustment (minutes)
Comments: Specifies the number of minutes to adjust the clock by.
IP Dial Support feature.ipdial.support Numeric 0 0 - Disable | terminal_feature_i | No Yes N/A
pdial
1 - Enable
Comments: This parameter enables / disables the ip dialing feature.
Display Pickup feature.pickup.support Numeric 1 0 - Disable | terminal_feature_ | No Yes N/A
Softkey pickup
1 - Enable
Comments: This parameter enables / disables the Pickup softkey on phone screen.
Display Voicemail | feature.voicemail.support | Numeric 1 0 - Disable | terminal_feature_ | No Yes N/A
Softkey vmail
1 - Enable
Comments: This parameter enables / disables the Voicemail softkey on phone screen.
Authentication line.1.authentication.pas | Alphanumeric 0-31 terminal_I1_auth_ | Yes Yes ADMIN
Password sword (case characters | password
sensitive) if the
parameter
is not
encrypted
or before
encryption
0-127
encrypted
characters.

Comments: Password used by SIP Phone

for line 1 during SIP registration authenticatio

n process. If password is not specified (zero

length string) the phone will use default value (zero length string)
Authentication line.1.authentication.user | Alphanumeric 0-31 terminal_I1_auth_ | Yes Yes ADMIN
Username name (case characters | username
sensitive)
Comments: Username used by SIP Phone for line 1 during SIP registration authentication process.
DT Series Administrator Guide - Core B-325




XML SCHEMA PARAMETERS
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Default Key Used in Front Panel XML File Front

Description XML Tag Data Type Value Range Code to Find Configurabl | Configurabl Panel
Parameter e e User
Digit Map line.1.digitmap Alphanumeric | [1-8]xxx| | 0-512 terminal_I1_digit_ | No Yes N/A
characters | map

9,[2-

9xx[2-

9IXXXXXX|

9,011x+T

I

*xx+T|

91|

9,911

Comments: Digit map for the line. If digitmap is invalid or longer than MAX size allowed, then phone will use the default digit map. An
empty digit map (") is invalid. To disable the digit map enter "XXXXXXXXXXXXXXXXXXXX".

Digit: A digit from "0" to "9"

Timer: The symbol "T" matching a timer expiry and indicates open-ended dialing.

Position: A plus ("+") which matches an arbitrary number of occurrences of the preceding construct (including zero occurrences). A"T"
must follow a "+".

Or: A pipe ("|") which denotes an "or" condition

Wildcard: The symbol "x" which matches "0" to "9" or "#"

Range: One or more digits enclosed between square brackets ("[* and "")

Subrange: Two digits separated by hyphen ("-") which matches any digit between and including the two. The subrange construct can
only be used inside a range construct, i.e., between "[" and "]"

External: Acomma (",") which denotes playing external dial tone

Impossible Match
Handling

line.1.digitmap.impossibl | Numeric 1 0 - Disable No Yes N/A

ematch

terminal_I1_impo
ssible_match

1 - Enable

Comments: If impossible match handling is enabled, phone dials the entered number which does not match with configured digitmap.
If disabled, phone plays the congestion tone.

Phone Display
Name

0-31
character
string
(space and
special
characters
are
disallowed)

line.1.displayname Alphanumeric Yes Yes ADMIN

(case
sensitive)

terminal_I1_displ
ayname

Comments: Display Name of the SIP phone for line 1.

Phone Extension
(AOR)

0-63
character
string
(space and
special
characters
are
disallowed)

line.1.extension Alphanumeric Yes Yes ADMIN

(case
sensitive)

terminal_I1_exten
sion

Comments: Extension can be either numbers only value or an AoR in the user@domain form. If AoR form is not used, then the phone
creates an AoR using this field and primary server address to send in To-URI in REGISTER request.

Max Calls Allowed

line.1.maxcalls Numeric 4 (1-12) terminal_I1_maxc | No Yes N/A

alls

Comments: This value determines the maximum number of calls (appearances) allowed for the line.
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Default Key Used in Front Panel XML File Front
Description XML Tag Data Type Value Range Code to Find Configurabl | Configurabl Panel
Parameter e e User
Primary Registrar | line.1.primary.address IP/ FQDN 0.0.0.0 IP: terminal_I1_prima | Yes Yes ADMIN
Address (Please | 0.0.0.0 - ry_reg_addr
(IP Address, Fully see | 25525525
Qualified Domain descripti | 5255
Name or DNS on)
SRV) FQDN:
0-255
characters

Comments: Primary Registrar server |IP / FQDN configured on SIP Phone for line 1. If an FQDN is specified, a DNS NAPTR / SRV
query is performed if sip.transport specifies DNS NAPTR. If the transport is not DNS NAPTR, the FQDN is treated as a host name and
a DNS A query is performed to resolve the FQDN to an IP address.

NOTE:

The default value stored in flash is 0.0.0.0. In the configuration file dt-000000000000-sip.cfg, this field has been kept blank (unlike
outbound proxy having value 0.0.0.0). If a parameter has blank value, phone will continue to use previously configured value. (User
should provide correct SIP registrar address to keep phone functional.)

Primary Registrar | line.1.primary.port Numeric 0 0, 1024 - terminal_I1_prima | Yes Yes ADMIN
Port 65535 ry_reg_port
Comments: Primary Registrar port configured on SIP Phone for line 1. The default value is 5060. If value is set to 0, phone will use
default port (5060).
Secondary line.1.secondary.address | IP/ FQDN 0.0.0.0 IP: terminal_I1_seco | Yes Yes ADMIN
Registrar Address 0.0.0.0 - ndary_reg_addr
(IP Address or 255.255.25
Fully Qualified 5.255
Domain Name)
FQDN:
0-255
characters

Comments: Secondary Registrar server IP / FQDN configured on S
name and a DNS A query is performed to resolve the FQDN to an IP

IP Phone for line 1. |

address.

fan FQDN is specified, it is treated as a host

Secondary
Registrar Port

line.1.secondary.port

Numeric

0

0, 1024 -
65535

terminal_I1_seco
ndary_reg_por

Yes

Yes

ADMIN

Comments: Secondary Registrar port configured on SIP Phone for |

default port (5060).

ine 1. The default va

lue is 5060. If val

ue is set to 0, phone will use

SRTP Mode line.1.srtp.mode Numeric 0 0 - Disable | terminal_I1_srtp_ | No Yes N/A
mode

1 - Optional

2.

Mandatory

Comments: This value is used to set the SRTP mode , it also gets set in cmSIPData structure (for initializing the SRTP mode)

SRTP line.1.srtp.authentication | Numeric 1 0- terminal_I1_srtp_ | No Yes N/A
Authentication Unauthenti | authentication

cation

1-

Authenticat

ion

Comments: This value is used to set the SRTP authentication. If the value is 1, SRTP authentication is required. If value is 0, SRTP
unauthentication is required and UNAUTHENTICATION_SRTP session parameter will be applied accordingly
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Default Key Used in Front Panel XML File Front
Description XML Tag Data Type Value Range Code to Find Configurabl | Configurabl Panel
Parameter e e User
Suffix Extension line.1.suffix.extn.with.ma | Numeric 0 0 - Disable | terminal_I1_suffix | No Yes N/A
with MAC c _extn_with_mac
1 - Enable

Comments: When Suffix extension with MAC is enabled, the user part of the AoR is suffixed with the MAC address, as in
user<MAC>@domain where <MAC> is the MAC address of the phone.

The following Syslog parameters control the amount of logging generated internally in the phone and output to the debug console (serial port). The log
levels are defined as follows:

0 Errors and warnings
1 Errors, warnings and notice (normal but significant condition)
2 Errors, warnings, notice and informational
3 Errors, warnings, notice, informational and debug1

4 Errors, warnings, notice, informational, debug1 - debug2
5 Errors, warnings, notice, informational, debug1 - debug3
6 Errors, warnings, notice, informational, debug1 - debug4
7 Errors, warnings, notice, informational, debug1 - debug5

For production environments, level 1 (the default) is recommended. For test environments, level 2 is recommended.
The amount of logging output via syslog is controlled by network.syslog.level.

Syslog log.level.cc Numeric 1 0-7 terminal_log_leve | No Yes N/A
|_cc
Comments: Controls call control (SIP messages, call state changes) and DNS logging.
When log level is set to 7, actual DNS response can be seen in Wireshark.
Syslog log.level.cfg Numeric 1 0-7 Iterr]pinal_log_leve No Yes N/A
_cig
Comments: Controls configuration file logging
Syslog log.level.ch Numeric 1 0-7 terminal_log_leve | No Yes N/A
|_ch
Comments: Controls logging for the Call History task
Syslog log.level.ept Numeric 1 0-7 Itermtinal_log_leve No Yes N/A
_ep
Comments: Controls endpoint logging (DSP events, tones, media)
Syslog log.level.lldp Numeric 1 0-7 |telrlrc?inal_log_leve No Yes N/A
_lldp
Comments: Controls Local Link Discovery Protocol logging
Syslog log.level.net Numeric 1 0-7 terminal_log_leve | No Yes N/A
I_net
Comments: Controls network configuration logging
Syslog log.level.pdir Numeric 1 0-7 terminal_log_leve | No Yes N/A
|_pdir
Comments: Controls logging for the Personal Directory task
Syslog log.level.pm Numeric 1 0-7 terminal_log_leve | No Yes N/A

|_pm

Comments: Controls phone manager logging (phone state changes)
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Description XML Tag Data Type Value Range Code to Find Configurabl | Configurabl Panel
Parameter e e User
Syslog log.level.prof Numeric 1 0-7 terminal_log_leve | No Yes N/A
|_prof
Comments: Controls profiler logging (development only)
Syslog log.level.rtpt Numeric 1 0-7 terminal_log_leve | No Yes N/A
|_rtpt
Comments: Controls logging related to Real Time Protocol
Syslog log.level.sntp Numeric 1 0-7 terminal_log_leve | No Yes N/A
|_sntp
Comments: Controls Simple Network Time Protocol logging
Syslog log.level.crypto Numeric 1 0-7 terminal_log_leve | No Yes N/A
|_crypto
Comments: Controls Cryptographer logging
Syslog log.level.dot1x Numeric 1 0-7 terminal_log_leve | No Yes N/A
|_dot1x
Comments: Controls 802.1X logging
Syslog log.level.opt Numeric 1 0-7 terminal_log_leve | No Yes N/A
|_opt
Comments: Controls OPT Driver logging
Handset Receive | mntn.audio.handset.recei | Numeric 0 (-10) to terminal_handset | No Yes N/A
Gain ve.gain (+10) _receive_gain
Comments: This setting controls the volume of the signal the phone user hears in the handset. The range is linear.
Handset Send mntn.audio.handset.send | Numeric 0 (-10) to terminal_handset | No Yes N/A
Gain .gain (+10) _send_gain
Comments: This setting controls the gain of the signal sent by the phone to the IP network from the handset. The range is linear.
Handset SideTone | mntn.audio.handset.sidet | Numeric -16 (-57) to (0) | terminal_handset | No Yes N/A
Volume one.vol _sidetone_volum
e
Comments: This parameter is used to configure audio sidetone volume for Handset
Handset Volume mntn.audio.handset.volu | Numeric 0 0 - Disable | terminal_handset | No Yes N/A
Persist me.persist _vol_persist
1 - Enable
Comments: If set to 1, the handset volume persists between calls (customary in Europe). Otherwise, the handset volume is reset to
default between calls (required by law in North America).
HandsFree mntn.audio.handsfree.re | Numeric 0 (-10) to terminal_handsfre | No Yes N/A
Receive Gain ceive.gain (+10) e_receive_gain

Comments: This setting controls the volume of the sig

nal the phone

user hears when in

handsfree mode.

The range is linear.

HandsFree Ringer | mntn.audio.handsfree.rin | Numeric 0 (-10) to terminal_handsfre | No Yes N/A
Gain ger.gain (+10) e_ringer_gain

Comments: Gain applied to ringer
HandsFree Send | mntn.audio.handsfree.se | Numeric 0 (-10) to terminal_handsfre | No Yes N/A
Gain nd.gain (+10) e_send_gain

Comments: This setting contols the gain of the signal sent by the phone to the IP network when in handsfree mode. The range is

linear.
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Default Key Used in Front Panel XML File Front
Description XML Tag Data Type Value Range Code to Find Configurabl | Configurabl Panel
Parameter e e User
Handsfree Volume | mntn.audio.handsfree.vol | Numeric 1 0 - Disable | terminal_handsfre | No Yes N/A
Persist ume.persist e_vol_persist
1 - Enable
Comments: If set to 1, the handsfree volume persists between calls (customary in Europe). Otherwise, the handsfree volume is reset
to default between calls (required by law in North America).
Headset Receive | mntn.audio.headset.recei | Numeric 0 (-10) to terminal_headset | No Yes N/A
Gain ve.gain (+10) _receive_gain
Comments: This setting controls the volume of the signal the phone user hears in the headset. The range is linear.
Headset Send mntn.audio.headset.send | Numeric 0 (-10) to terminal_headset | No Yes N/A
Gain .gain (+10) _send_gain
Comments: This setting contols the gain of the signal sent by the phone to the IP network from the headset. The range is linear.
Headset SideTone | mntn.audio.headset.sidet | Numeric -16 (-57) to (0) | terminal_headset | No Yes N/A
Volume one.vol _sidetone_volum
e
Comments: This parameter is used to configure audio sidetone volume for Headset
Headset Volume mntn.audio.headset.volu | Numeric 0 0 - Disable | terminal_headset | No Yes N/A
Persist me.persist _vol_persist
1 - Enable

Comments: If set to 1, the headset volume persists between calls (customary in Europe). Otherwise, the
default between calls (required by law in North America).

headset volume is reset to

US Section 508 mntn.audio.us.section.50 | Numeric 0 0 - Disable | terminal_us_secti | No Yes N/A
8 on_508
1 - Enable
Comments: If set to 1, the phone allows U.S. Section 508 compatible volumes.
GMT Offset network.gmt.offset Numeric -6 (-12) to terminal_gmt_offs | Yes Yes ADMIN
(+13) et

Comments: This value is used to set the GMT offset. If DHCP is On
panel, XML configuration file.

, configurable from DHCP Server. Als

o configurable from front

LAN Port VLAN
Priority

network.lanport.12.vlan.pr
iority

Numeric

0-7

terminal_lan_vlan
_priority

Yes

Yes ADMIN

Comments: This is used to set the VLAN priority of LAN port. If the value configured by the user through

different than the existing value, the phone automatically reboots to utilize the new value.

configuration (cfg) file is

LAN Port Layer 3 | network.lanport.I3.callco | Numeric 48 0-63 terminal_tos_sip | Yes Yes ADMIN
(ToS) Call Control | ntrol.priority
(SIP) Priority

Comments: This is used to set the LAN Port Layer 3 Call Control priority
LAN Port Layer 3 | network.lanport.I3.voice. | Numeric 46 0-63 terminal_tos_rtp | Yes Yes ADMIN
(ToS) Voice priority
Priority

Comments: This is used to set the LAN Port Layer 3 Data priority
LLDP Mode network.lldp.mode Numeric 1 0 - Disable | terminal_lldp_mo | Yes Yes ADMIN

de
1 - Enable

Comments: This parameter disables or enables the LLDP Mode.
If the value configured by the user through configuration (cfg) file is different than the existing value, the phone automatically reboots to

utilize the new value.
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LLDP MED Power | network.lldp.power.priorit | Numeric 0 0- terminal_lldp_pow | No Yes N/A
Priority y Unknown er_priority
1 - Critical
2 - High
3 - Low

Comments: This parameter is used to configure the LLDP MED Power Priority for LAN Port. The LLDP-MED Extended Power-Via-
MDI TLV contains a power priority field. The value of this parameter read from data configuration file is populated into LLDP packet as

power priority field.

When LLDP Mode is enabled and the value configured by the user through configuration (cfg) file for LLDP Power Priority is different
than the existing value, the phone automatically reboots to utilize the new value.

Outbound Proxy line.1.outboundproxy.add | IP/ FQDN 0.0.0.0 IP: terminal_I1_obpro | Yes Yes ADMIN
Address ress (see 0.0.0.0to Xy_addr
(IP Address, Fully Commen | 255 255.25
Qualified Domain ts) 5.255
Name or DNS
SRV) FQDN:
0 to 255
characters
Comments: Outbound proxy addres. If configured, all SIP signaling is sent to the specified address.
Outbound Proxy line.1.outboundproxy.port | Numeric 0 0, terminal_I1_obpro | Yes Yes ADMIN
Port 1024 to xy_port
65535
Comments: Outbound proxy port.
PC Port Available | network.pcport.mode Numeric 0 0 - Enable | terminal_pc_port_ | Yes Yes ADMIN
available
1 - Disable

Comments: Parameter to set the PC port availability.
If the value configured by the user through configuration (cfg) file is different than the existing value, the phone automatically reboots to

utilize the new value.

PC Port Speed &
Duplex

network.pcport.speed

Numeric

1 - Auto
Negotiation

2-100
Mbps Full
Duplex

3-100
Mbps Half
Duplex

4-10
Mbps Full
Duplex

5-10 Mbps
Half Duplex

terminal_pc_spee
d_duplex

Yes

Yes

ADMIN

Comments: PC Port Speed & Duplex parameter.
If the value configured by the user through configuration (cfg) file is different than the existing value, the phone automatically reboots to

utilize the new value.

DT Series Administrator Guide - Core

B-331




XML SCHEMA PARAMETERS
XML Schema Terminal Parameters

Default Key Used in Front Panel XML File Front
Description XML Tag Data Type Value Range Code to Find Configurabl | Configurabl Panel
Parameter e e User
PC Port VLAN ID | network.pcport.vlan.id Numeric 1 0 - 4094 terminal_pc_vlan | Yes Yes ADMIN
_id

Comments: This is used to set the VLAN ID of PC port.
If the value configured by the user through configuration (cfg) file is different than the existing value, the phone automatically reboots to

utilize the new value.

PC Port VLAN
Mode

network.pcport.vlan.mod

e

Numeric

1 - Disable

2 - Enable

terminal_pc_vlan
_mode

Yes

Yes

ADMIN

Comments: This is used to set the VLAN mode for PC port.
If the value configured by the user through configuration (cfg) file is different than the existing value, the phone automatically reboots to

utilize the new value.

RTP Base Port network.rtp.base.port Numeric 30000 1024 - terminal_rtp_base | No Yes N/A
65528 _port
(Even only)
Comments: Specifies the first UDP port used for RTP (Real Time Protocol)
SNTP Server network.sntp.address IP IP: terminal_sntp_ad | Yes Yes ADMIN
Address 0.0.0.0to dress
255.255.25
5.255
Comments: The SNTP Server IP address is used by phone to retrieve the time information. If DHCP is On, the first valid address in
Option 4 or 42 is saved into this parameter. If both the options are configured, the first valid address from Option 42 takes precedence
over first valid address of Option 4.. Also configurable from front panel, XML configuration file.
SNTP Server network.sntp.address2 IP IP: terminal_sntp_ad | No Yes ADMIN
Address 2 0.0.0.0to dress2
255.255.25
5.255

Comments: If DHCP is On, the second val
the second valid address fi

configuration file.

rom Option 42 ta

id address i

Option 4. Also configurable from

n Option 4 or 42 is saved into this parameter. If both the options are configured,
kes precedence over second valid address of

XML

SNTP Server
Address 3

network.sntp.address3

P

IP:
0.0.0.0to
255.255.25
5.255

terminal_sntp_ad
dress3

No

Yes

ADMIN

Comments: If DHCP is On, the third valid address in Option 4 or 42 is saved into this parameter. If both the options are configured, the

third valid address from Option 42 takes precedence over third valid address of Option 4. Also configurable from XML configuration file.
SRTP Base Port network.srtp.base.port Numeric 31000 1024 - terminal_srtp_bas | No Yes N/A
65528 e_port
(Even only)
Comments: Specifies the first UDP port used for SRTP (Secure Real Time Protocol)
Syslog Server network.syslog.address IP 0.0.0.0 IP: terminal_syslog_ | Yes Yes ADMIN
Address 1 0.0.0.0 to address
255.255.25
5.255
Comments: If logging mechanism is implemented, the log messages are sent to this server if configured as valid address. If DHCP is
On, the first valid address from Option 7 is saved into this parameter. Also configurable from front panel, XML configuration file.
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Syslog Server network.syslog.address2 | IP 0.0.0.0 IP: terminal_syslog_ | No Yes ADMIN
Address 2 0.0.0.0to address2
255.255.25
5.255

Comments: If logging mechanism is implemented, the

1 is not configured/valid. If
XML configuration file.

DHCP is On, the second va

log messages are sent to this server if this address
lid address from Option 7 is saved

into this parame

is valid and Syslog Address
ter. Also configurable from

Syslog Server network.syslog.address3 | IP 0.0.0.0 IP: terminal_syslog_ | No Yes ADMIN
Address 3 0.0.0.0 to address3
255.255.25
5.255
Comments: If logging mechanism is implemented, the log messages are sent to this server if this address is valid and Syslog Address
1 as well as 2 are not configured/valid. If DHCP is On, the third valid address from Option 7 is saved into this parameter. Also
configurable from XML configuration file.
Syslog network.syslog.level Numeric 3 0-7 terminal_syslog_| | Yes Yes ADMIN

evel

The levels for network.syslog.level are defined as follows:
0 Errors (corresponds to syslog level 0 Emergency: system is unusable)

1 Errors (corresponds to syslog level 1 Alert: action must be taken immediately)
2 Errors (corresponds to syslog level 2 Critical: critical conditions)
3 Errors (corresponds to syslog level 3 Error: error conditions)

4 Errors and warnings (corresponds to syslog level 4 Warning: warning conditions)
5 Errors, warnings and notice (normal but significant condition) (corresponds to syslog level 5 Notice: normal but significant condition)
6 Errors, warnings, notice, informational and debug1 (corresponds to syslog level 6 Informational: informational messages)

7 Errors, warnings, notice, informational, debug1 - debug8 (corresponds to syslog level 7 Debug: debug-level messages)

For all environments, level

5 is recommended.

The log.level parameters control the amount of logging that is generated internally in the phone. network.syslog.level may be used to
reduce the generated logging output via syslog. For example, if log.level.x is set to 5 and network.syslog.level is set to 3, level 3 and
lower log messages will be output to syslog for category x. Conversely, if log.level.x is set to 3 and network.syslog.level is set to 5, only
level 3 and lower log messages will be output to syslog since only level 3 and lower log messages will be generated for category x.

Syslog Server network.syslog.port Numeric 514 0 - 65535 terminal_syslog_ | Yes Yes ADMIN
Port port

Comment: Log Server port configured for SIP Phone.
G722 Voice phone.audio.g722.pref Numeric 3 Oto6 terminal_codec_g | No Yes N/A
Codec Priority 722

Comment: G722 Audio Codec Priority. The codec is disabled if value is 0.
G722 phone.audio.g722.ptime | Numeric 80 10, 20, 30, |terminal_codec_g | No Yes N/A
Packetization 40, 50, 60, | 722 _ptime

70, 80

Comment: Sets G722 RTP Maximum payload size .
G722.1 24 kbps phone.audio.g7221.24kb | Numeric 80 20, 40, 60, |terminal_codec_g | No Yes N/A
Packetization ps.ptime 80 7221_24 ptime

Comment: Sets G722.1 24 kbps RTP Maximum payload size E
G722.1 32 kbps phone.audio.g7221.32kb | Numeric 80 20, 40, 60, |terminal_codec_g | No Yes N/A
Packetization ps.ptime 80 7221_32_ptime

Comment: Sets G722.1 32 kbps RTP Maximum payload size K
G729 Voice phone.audio.g729.pref Numeric 6 Oto6 terminal_codec_g | No Yes N/A
Codec Priority 729

Comment: G729 AudioCodec Priority. The codec is disabled if value is 0.
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G729 phone.audio.g729.ptime | Numeric 80 10, 20, 30, | terminal_codec_g | No Yes N/A
Packetization 40, 50, 60, | 729 ptime
70, 80
Comment: Sets G729 RTP Maximum payload size K
G729 Voice phone.audio.g729.vad Numeric 1 Oto1 terminal_codec_g | No Yes N/A
Activity Detection 729_vad
Comment: Enables / disables G729 silence suppression
PCMA Voice phone.audio.pcma.pref Numeric 5 Oto6 terminal_codec_p | No Yes N/A
Codec Priority cma
Comment: PCMA Audio Codec Priority. The codec is disabled if value is 0.
PCMA phone.audio.pcma.ptime | Numeric 80 10, 20, 30, | terminal_codec_p | No Yes N/A
Packetization 40, 50, 60, | cma_ptime
70, 80
Comment: Sets PCMA RTP Maximum payload size E
PCMU Voice phone.audio.pcmu.pref Numeric 4 Oto6 terminal_codec_p | No Yes N/A
Codec Priority cmu
Comment: PCMU Audio Codec Priority. The codec is disabled if value is 0.
PCMU phone.audio.pcmu.ptime | Numeric 80 10, 20, 30, | terminal_codec_p | No Yes N/A
Packetization 40, 50, 60, | cmu_ptime
70, 80
Comment: Sets PCMU RTP Maximum payload size K
RFC 2833 phone.audio.rfc2833.payl | Numeric 101 0 - Disable | terminal_rfc2833_ | No Yes N/A
Support oad 96-127 - payload
payload to
use with
telephone-
event
Comment: N/A
G722.1 24 kbps phone.audio.g7221.24kp | Numeric 1 Oto6 terminal_codec_g | No Yes N/A
Voice Codec bs.pref 7221_24
Priority
Comment: G722.1 24 kbps Audio Codec Priority. The codec is disabled if value is 0.
G722.1 32 kbps phone.audio.g7221.32kp | Numeric 2 0to6 terminal_codec_g | No Yes N/A
Voice Codec bs.pref 7221_32
Priority
Comment: G722.1 32 kbps Audio Codec Priority. The codec is disabled if value is 0.
Conference phone.conference.remin | Numeric 0 0 - Disable | terminal_conf re | No Yes N/A
Reminder der.enabled minder_enabled
Configuration 1 - Enable
Comment: Enables/disables conference reminder tone.
Corporate phone.corp.directory.url | Alphanumeric 0 -255 terminal_corp_dir | No Yes N/A
Directory URL characters | ectory_url

Comment: Specifies the URL used to access the corporate directory application. Must start with "http://" or "https://". For example:
"http://<web server address>/nec/phonebook.xml"

B-334

DT Series Administrator Guide - Core




XML SCHEMA PARAMETERS
XML Schema Terminal Parameters

Default Key Used in Front Panel XML File Front
Description XML Tag Data Type Value Range Code to Find Configurabl | Configurabl Panel
Parameter e e User
Country Code phone.country Alphanumeric | US 0-31 terminal_country | No Yes N/A
characters
Comment: Sets the terminal country. * DE (Germany) * HK (Hong Kong - Firmware 2.3.28.15+)
Controls call progress tones. « DK (Denmark) « IN (India - Firmware 2.3.28.15+)
Default: US (United States) « ES (Spain) « MY (Malaysia - Firmware 2.3.28.15+)
?t;“_?r(ij's"t’ri\S'“es' * GR (Greece) « PH (Philippines - Firmware 2.3.28.15+)
« AU (Australia - Firmware 1.1+) o IT (Italy) * SH (Singapore - Firmware 2.3.28.15+)
« BE (Belgium) * NL (Netherlands) e TW (Taiwan - Firmware 2.3.28.15+)
« BR (Brazil) * NZ (New Zealand - Firmware 1.1+) e TH (Thailand - Firmware 2.3.28.15+)
« CH (Switzerland) e PT (Portugal), SE (Sweden) * AR (Argentina 2.3.35.3+)
« CN (China) ¢ UK (United Kingdom) e CL (Chile 2.3.35.3+)
e ZA (South Africa) ¢ CO (Colombia 2.3.35.3 )
Physical Location | phone.location Alphanumeric 0-64 terminal_location  No Yes N/A
characters
Comment: "Sets the terminal's physical location. Currently used to populate the RTCP-XR LocalGroup Sessioninfo tag.
The value may be up to 64 characters long. Alphanumeric and the following characters are valid:
-[1%*_+~():V[]?"
First Digit Timeout | phone.dial firstdigit.timeo | Numeric 60 0-120 terminal_firstdigit | No Yes N/A
ut (seconds) | _timeout

Comment: Specifies the time the phone waits for the user to dial the first digit. Units are seconds. If value 0 is configured, the phone
waits forever for the user to enter first digit in dialing call state.

Note: The administrator can set value to 0 specially for ITL-2E (Non-Display) phone so that it will not end the dialing call after a

configured timeout value.

Inter Digit Timeout | phone.dial.interdigit.time | Numeric 4 2-10 terminal_interdigit | No Yes N/A
out (seconds) | _timeout
Comment: Specifies the time the phone waits for the user to dial the second and subsequent digits before automatically dialing. Units
are seconds.
Open Ended phone.dial.openended.ti | Numeric 4 2-10 terminal_openend | No Yes N/A
Dialing Timeout meout (seconds) | ed_timeout
Comment: Specifies the time the phone waits for an open ended digit map match. Units are seconds.
Wait OnHook phone.dial.waitonhook.ti | Numeric 4 4-60 terminal_waitonh | No Yes N/A
Timeout meout (seconds) | ook_timeout
Comment: Specifies the time the phone waits after a failed call before automatically going on hook. This is applicable for various
scenarios e.g. remote party busy, remote party rejects the call, dial digits not specified in the digit map, etc.
Onhook Digitmap | phone.digit.match.onhoo | Numeric 0 0 - Disable | terminal_digit ma | No Yes N/A
Matching k.dial 1 - Enable | tch_onhook_dial
Comment: Enables / disables digitmap matching during onhook dialing.
Hold Reminder phone.hold.reminder.del | Numeric 60 60-1800 terminal_hold_re | No Yes N/A
Delay ay (seconds) | minder_delay
Comment:
Specifies the time the phone waits before playing hold reminder tone. Units are seconds.
Hold Reminder phone.hold.reminder.ena | Numeric 1 0 - Disable | terminal_hold_re | No Yes N/A
Configuration bled minder_enabled
1 - Enable
Comment: Enables / disables hold reminder tone.
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Microbrowser phone.home.url Alphanumeric 0-255 terminal_xml_ho | No Yes N/A
Home URL characters | me_url
Comment: Specifies the URL of the home page (the page that is displayed when the micro browser is invoked), for example:
"http://<web server address>/nec/home.xml". HTTPS is not currently supported.
Send Webservice | phone.send.webservice.t | Numeric 1 0 = Send terminal_send_w | No Yes N/A
Requests to the o.registered.ucm webservice | ebservice_ucm
Registered UCM requests to
the host
specified in
phone.hom
e.url
1 =Send
webservice
requests to
the UCM
the phone
is currently
registered
with

Comment: The phone sends webservice requests to the UCM it is currently registered with as a form of load balancing. This may not
be desirable in some situations. For example, if the DT700 is outside the corporate network and is connected via an SBC and firewall.
If the SBC cannot pass HTTPS requests, webservice requests will fail. phone.send.webservice.to.registered.ucm can be used to
redirect the webservice requests to the host specified by phone.home.url.

Process
Registration
Timeout
Immediately

0 = Do not
process re-
registration
timeouts
immediatel
y

1=
Process re-
registration
timeouts
immediatel
y

phone.process.reg.timeo | Numeric 1

ut.immediately

terminal_process | No Yes N/A

_reg_timeout

Comment: When the REGISTER refresh fails due to timeout (80% of the expiry time), the registered icon display changes from solid
state to outline. This may not be desirable in all situations (viz., SIP@Net deployments) as the Server's registered status for the
terminal and the phone registration status gets out of sync. Additionally, it is possible that the registration can be successfully
reestablished within the actual registration expiry time (i.e., 100% of the expiry time). Hence, this flag is introduced to control the
behavior for either initiating un-registration process immediately (default behavior as not to affect the existing behavior) or delaying the
process until the actual timeout.

Call Progress phone.itu.call.progress.to | Numeric 1 0=NECP | terminal_itu_call_ | No Yes N/A
Tone Set nes Call progress_tones
Progress
Tones
1=1TU
Call
Progress
Tones
Comment: Selects the set of call progress tones played by the phone: ITU or NECP
Idle Display Text phone.idle.display.text Alphanumeric 0-31 terminal_idle_dis | No Yes N/A
characters | play_text

Comment: If configured, the phone displays this text on the Idle screen provided no other status text (missed calls text/failure text etc)
is displayed. This feature is only supported on phones that have screens that support four lines of display text.

NOTE: While the maximum number of allowed characters is 31, the maximum number of characters that is displayed on the phone
depends on the actual characters in the text.
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Missed Call phone.missedcall.notifica | Numeric 0 0 - Disable | terminal_missedc | No Yes N/A
Notification tion 1- Enable | all_notify
Priority
Comment: When set to 0, voice mail notifications (Indicator lamp, icon and text) are given priority. When set to 1, missed call
notifications (Indicator lamp, icon and text) are given priority.
Missed Call phone.missedcall.color Alphanumeric DT710: terminal_missedc | No Yes N/A
Notification Color green, red, | all_color
yellow
DT730:
green, red,
yellow,
blue,
purple,
white
DT820:
green, red,
yellow
Comment: Specifies the color of the missed calls indication lamp. If no color is specified, the lamp does not light for missed calls
indication.
Ring During phone.ring.during.dialing | Numeric 1 0 - Disable | terminal_ring_duri | No Yes N/A
Dialing 1-Enable | ng_dialing
Comment: Enables / disables playing the ring on an incoming call, when user is dialing digits without going offhook.
Show Registration | phone.show.registration. | Numeric 1 0- Disable | terminal_show_re | No Yes N/A
Name name g_name
1- Enable

Comment: The value 1 enables the display of the registration name
0 disables the display of registration name.

When value 0 is configur

(line.1.extension) on

the right hand side of the Idle Screen. Value
ed, the right hand side of line 1 of the Idle screen remains empty.

Voice Mail phone.voicemail.extensio | Alphanumeric 0-31 terminal_vmail_e | No Yes N/A
Extension n characters | xt
Comment: Specifies the voice mail extension
Telnet security.telnet.mode Numeric 0 0- Disable | terminal_telnet_m | Yes No ADMIN
ode
1- Enable
Comment: Enable or disable telnet session on phone
If the value configured by the user through configuration (cfg) file is different than the existing value, the phone automatically reboots to
utilize the new value.
Local Hold Re- sip.hold.reinvite Numeric 0 0-Use terminal_sip_hold | No Yes N/A
INVITE Type RFC3264 | _reinvite
1-Use
RFC2543
Comment: Specifies whether the phone should use RFC2543 (0.0.0.0) or RFC3264 (sendonly) style holds
Local SIP Port sip.local.port Numeric 5060 1024 - terminal_sip_local | No Yes N/A
65534 _port
(Even only)

Comment: Specifies the port used to send and receive SIP signaling. The port value is specified in Via and Contact headers in
outgoing SIP Requests. (Note: When transport is TLS, this value is ignored)
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Loose Routing sip.looserouting Numeric 1 0 - Disable | terminal_sip_loos | No Yes N/A
e_routing
1 - Enable
Comment: This value is used to enable or disable the loose routing mechanism used during SIP communication. Loose routing can
be enabled by value 1 and disabled using value 0.
Message Waiting | sip.mwi.mode Numeric 0 0 - Disable | terminal_sip_mwi | No Yes N/A
_mode
1 - Enable
Comment: Enables / disables Message Waiting Indication (MWI)
Prack Mode sip.prack.mode Numeric 2 0- terminal_sip_prac | No Yes N/A
Supported | k_mode
1-
Required
2.
Disabled
Comment: Specifies the SIP PRACK (Provisional Acknowledgement) mode
Registration sip.reg.expiry Numeric 300 180-3600 terminal_sip_reg_ | Yes Yes N/A
Expiry Interval seconds expiry
Comment: This value is used for SIP registration process.
Session Timer - sip.sessiontimer.minse Numeric 90 90-3600 terminal_sip_ssnt | No Yes N/A
Min-SE Value (seconds) | mr_minse
Comment: Specifies the lower bound for the session refresh interval
Session Timer - sip.sessiontimer.mode Numeric 0 0 - Disable | terminal_sip_ssnt | No Yes N/A
Mode 1 - Enable | mr_mode
Comment: Enables / disables SIP Session Timers
Session Timer - sip.sessiontimer.refresh.i | Numeric 1800 90-65535 terminal_sip_ssnt | No Yes N/A
Refresh Interval nterval (seconds) | mr_interval
Comment:
SIP Transport sip.transport Numeric 1 1-UDP terminal_sip_tran | Yes Yes ADMIN
Only sport
2-TCP
Only
3-
DNSnaptr
(Both if
NAPTR
fails)
4-TLS

Comments:

UDP Only - Phone will send messages over UDP only, even if PDU size is over 1300 bytes

TCP Only - Phone will send SIP message over TCP only

DNSnaptr - If address is in FQDN format, phone tries NAPTR to get transport, if NAPTR fails, it uses UDP to form DNS SRV query.

TLS - Phone will send SIP message over TLS only
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Parameter e e User
Subscription sip.subscription.expiry | Numeric 3600 300 - terminal_sip_sub | Yes Yes N/A
Expiry Interval 86400 scription_expiry
seconds
Comment: This value is used to set the Expiry time for all SIP Subscriptions.
IPM Self Port Numeric 3530 1024 - terminal_ipm_self | No No N/A
65535 _port
IPM (IP Phone Manager) port. As there is no configuration method provided for the user, the phone uses fixed value 3530.
DHCP Mode Numeric 2 0 - Disable | terminal_dhcp_m | Yes No ADMIN
ode
1 - Enable
Comment: The DHCP mode is used to start the DHCP process
IP Address IP 0.0.0.0 IP: terminal_ipaddres | Yes No ADMIN
0.0.0.0to s
255.255.25
5.255
Comment: This parameter is used to store IP address of the phone, If DHCP is On, configurable from DHCP Server. If DHCP is Off,
configurable from the front panel only.
Subnet Mask IP 255.255. | IP: terminal_subnet_ | Yes No ADMIN
255.0 0.0.0.0to mask
255.255.25
5.255
Comment: This parameter is used to store IP address of the subnet mask. If DHCP is On, configurable from DHCP Server. If DHCP is
Off, configurable from the front panel only.
Default Gateway IP 0.0.0.0 IP: terminal_default_ | Yes No ADMIN
0.0.0.0to gateway
255.255.25
5.255
Comment: This parameter is used to store default gateway address. If DHCP is On, configurable from DHCP Server. If DHCP is Off,
configurable from the front panel only.
DNS Address IP 0.0.0.0 IP: terminal_dns_add | Yes No ADMIN
(Primary) 0.0.0.0to ress
255.255.25
5.255
Comment: This parameter is used to store the Primary DNS server IP address. If DHCP is On, the first valid address in Option 6 is
configured as Primary DNS Server. If DHCP is Off, configurable from the front panel only.
DNS Address IP 0.0.0.0 IP: terminal_dns_add | No No ADMIN
(Secondary) 0.0.0.0 to ress2
255.255.25
5.255
Comment: This parameter is used to store the Secondary DNS server IP address. If DHCP is On, the second valid address in Option
6 is configured as Secondary DNS Server. If DHCP is Off, configurable from the front panel only.
DNS Address IP 0.0.0.0 1P: terminal_dns_add | No No ADMIN
(Tertiary) 0.0.0.0to | ress3
255.255.25
5.255
Comment: This parameter is configured only if DHCP option contains third valid address in Option 6
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DNS Domain URI 0-255 terminal_dns_do | Yes No ADMIN
Name characters | main
Comment: This parameter is used to store DNS Domain name. If DHCP is On, configurable from DHCP Server. If DHCP is Off,
configurable from the front panel only.
DHCP Boot IP/ URI IP: terminal_dhcp_bo | No No N/A
Server URL 0.0.0.0to ot_url
255.255.25
5.255
URI:
0-255
characters
Comment: The DHCP Boot Server URL is used by phone to download / upload the configuration files if DHCP Mode is ON. The user

should configure protocol,

username, password and server address

while configuring the URI. Configurable from DHCP Server Only

Static Boot Server
Address

P

0.0.0.0

IP:
0.0.0.0to
255.255.25
5.255

terminal_boot_ad
dress

Yes

No

ADMIN

Comment: The Static Boot Server URL is used by phone to download / upload the configuration files. The user should configure
protocol, username, password and server address while configuring the URI. This parameter is used only when DHCP is disabled.

Static Boot Numeric 1 1-FTP terminal_boot_pr | Yes No ADMIN
ServerProtocol otocol
2 -TFTP
3-HTTPS
Comment: Selects the boot server protocol
Static Boot Server Alphanumeric | NECDT7 | 0 - 31 terminal_boot_us | Yes No ADMIN
Username 00 characters | ername
Comment: Sets the FTP (File Transfer Protocol) or HTTPS username.
Static Boot Server Alphanumeric | NECSdt | 0 - 31 terminal_boot_pa | Yes No ADMIN
Password 700 characters | ssword
Comment: Sets the FTP (File Transfer Protocol) or HTTPS password.
Boot Server Numeric 0 0 - DHCP terminal_boot_so | Yes No ADMIN
Source Configurati | urce_pref
Preference on
1 - Manual
Configurati
on
Comment: Allows the user to select the DHCP or manually configured Boot Server URL. When DHCP is ON, user can select either

DHCP or manually configu

source preference configuration.

red server. However when DHCP is OFF, the phone uses man

ually configured

server irrespecti

ve of user's

Boot Server File network.file.transfer.time | Numeric 90 90s to terminal_file_tran | Yes Yes ADMIN
Transfer Timeout | out seconds | 1800s s_timeout
Comment: Specifies the time window for transferring a file from/to the boot server. If the transfer is not complete within the specified
duration, the phone will close the connection and the transfer operation will fail.
Note: This parameter is applicable only if the Boot Server Protocol type is set to FTP.
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Default Key Used in Front Panel XML File Front
Description XML Tag Data Type Value Range Code to Find Configurabl | Configurabl Panel
Parameter e e User
LAN Port Speed & Numeric 1 1 - Auto terminal_lan_spe | Yes No ADMIN
Duplex Negotiation | ed_duplex
2-100
Mbps Full
Duplex
3-100
Mbps Half
Duplex
4-10
Mbps Full
Duplex
5-10 Mbps
Half Duplex
Comment: LAN Port Speed & Duplex parameter
LAN Port VLAN Numeric 1 1 - Disable | terminal_lan_vlan | Yes No ADMIN
Mode _mode
2 - Enable
Comment: This is used to set the VLAN mode for LAN port
LAN Port VLAN ID Numeric 7 0 - 4094 terminal_lan_vlan | Yes No ADMIN
_id
Comment: This is used to set the VLAN ID of LAN port
Developer Alphanumeric | 6633222 | 1 to 32 terminal_develop | No No N/A
Password (please see 444 characters | pass_set
description) (Keypad
entries
for
IINECIII)

Comment: This password is used by phone to authenticate the user. When password is configured from phone screen, the input mode
is always Numeric. Hence user can enter only numbers , * and # key. Internally phone considers it as a string. Hence data type is

Alphanumeric.

Admin Password Alphanumeric | 6633222 | 1 to 32 terminal_adminpa | Yes No ADMIN
New (please see (Keypad | characters | ss_new
description) entries
for
IINECII)
Comment: This parameter is used when user is in process of changing ADMIN password. When password is configured from phone
screen, the input mode is always Numeric. Hence user can enter only numbers , * and # key. Internally phone considers it as a string.
Hence data type is Alphanumeric.
Admin Password Alpha- 6633222 | 11032 terminal_adminpa | Yes No ADMIN
Intermediate numeric (Keypad | characters | ss_ret
(please see entries
description) for
IINECII)

Comment: This parameter is used when user is in process of changing ADMIN password. When password is configured from phone
screen, the input mode is always Numeric. Hence user can enter only numbers , * and # key. Internally phone considers it as a string.
Hence data type is Alphanumeric.
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Default Key Used in Front Panel XML File Front
Description XML Tag Data Type Value Range Code to Find Configurabl | Configurabl Panel
Parameter e e User
Key Kit Type Numeric basedon | 2 - Kit 2 terminal_keykit_ty | Yes No ADMIN
Hardwar pe
emodel | 45 _kit 10
Comment: Key kit setting
Line Key Type Numeric 0 0 - Line terminal_line_key | Yes No ADMIN
Special _type
2 - Line 12
1-Line 24
3 -Line 32
4 - Line 8
5-Line 6
6 - Line 2
7 -Line 0
Comment: Line key type setting
Phone Firmware Alpha- Not Not terminal_informati | No No N/A
Version numeric Applicabl | Applicable | on_fw_version
e

Comment: This parameter is used to display firmware version of the phone in "Terminal Information Screen". User can not configure
this parameter.

Phone MAC Alpha- Not Not terminal_informati | No No N/A
Address numeric Applicabl | Applicable | on_macaddress
e

Comments: This parameter is used to display the MAC address of the phone in "Terminal Information
Screen". User can not configure this parameter.

Numeric 1 1 - DESI- terminal_desi_les | No No N/A
less Mode |s_mode
1

2 - DESI-
less Mode
2

Comments: This parameter is used to set the Desi-less mode\

Terminal.gz Alpha- F=1;D=N | 1 - 128 terminal_necs_si | No No N/A
Version numeric , Where character p_ph_version

Nis the | long string

version

number.

Comment: This parameter indicates the version number of current Terminal.gz file. The version number gets incriminated after phone
front panel configuration changes in Admin Settings.

802.1X Enable security.8021x.enable Alpha- 0 Oor1 terminal_8021x_e | Yes Yes ADMIN
numeric nable

Comment: The is used to enable/disable 802.1X authentication by the phone
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Default Key Used in Front Panel XML File Front
Description XML Tag Data Type Value Range Code to Find Configurabl | Configurabl Panel
Parameter e e User
802.1X Username | security.8021x.account Alpha- 0-30 terminal_8021x_u | Yes Yes ADMIN
numeric character sername
long string
Comment: This value is used as the user name for the 802.1X authentication
802.1X Password | security.8021x.password | Alpha- 0-30 terminal_8021x_p | Yes Yes ADMIN
numeric character assword
long string
Comment: This value is used as the password for the 802.1X authentication
Root Certificate security.ssl.root.certs Alpha- 0-2048 terminal_ssl_root | No Yes N/A
File names numeric character _certs
long string

Comment: These comma separated values indicate the Certificate Authority Root Certificate files to be downloaded and used for
authenticating the Server Certificate when HTTPS is used or when the SIP transport is TLS. For example, if the server's certificate was
issued by "SomeBigCA.com", then Some Big CA's root certificate would be specified in security.ssl.root.certs.

Note 1: “ROOT_CERTIFICATES_PATH” in the master configuration file specifies the relative path of the files from the root folder on the
boot server. By default, the path is set to the root folder.

Note 2: The file name should not exceed 23 characters.

CRL File names

security.ssl.crls Alpha- 0-2048 terminal_ssl_crls | No Yes N/A
numeric character
long string

Comment: These comma separated values indicate the Certificate Revocation List files to be downloaded and used for validating the
Server Certificate when HTTPS is used or when the SIP transport is TLS.

Note 1: “CRLS_PATH” in the master configuration file specifies the relative path of the files from the root folder on the boot server. By
default, the path is set to the root folder.

Note 2: The file name should not exceed 23 characters.

SSL Cipher Suite | security.ssl.ciphersuite Numeric 0 0- terminal_ssl_ciph | No Yes N/A
TLS_RSA_ | ersuite
WITH_AES
_128_CBC
_SHA
Comment: Specifies the cipher suite to be used for data encryption and data integrity when HTTPS is used or the SIP transport is TLS.
HTTPS Client security.ssl.https.client.ce | Alpha- 0-255 terminal_ssl_https | No Yes N/A
Certificate File rt numeric character _client_cert
Name long string

Comment: The value indicates the Custom Client Certificate file to be downloaded and used by the phone to authenticate itself to the
server for HTTPS. The phone's certificate contains the phone's private key. The phone sends its client certificate when the server
requests a client certificate during Mutual TLS authentication.

Note 1: “CLIENT_CERTIFICATES_PATH” in the master configuration file specifies the relative path of the file from the root folder on
the boot server. By default, the path is set to the root folder.

Note 2: The file name should not exceed 23 characters.

SIP Client
Certificate File
Name

security.ssl.sip.client.cert | Alpha- 0-255 terminal_ssl_sip_ | No Yes N/A
numeric character client_cert
long string

Comment: The value indicates the Custom Client Certificate file to be downloaded and used by the phone to authenticate itself to the
server for SIP over TLS. The phone's certificate contains the phone's private key. The phone sends its client certificate when the Server
requests a client certificate during Mutual TLS authentication.

Note 1: “CLIENT_CERTIFICATES_PATH” in the master configuration file specifies the relative path of the file from the root folder on
the boot server. By default, the path is set to the root folder.

Note 2: The file name should not exceed 23 characters.
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Description XML Tag Data Type Value Range Code to Find Configurabl | Configurabl Panel
Parameter e e User
Server Certificate | security.ssl.server.valid | Numeric 0 0 - Server | terminal_ssl_serv | No Yes N/A
Validation ate Certificate | er_validate
validation
is disabled.
1 - Server
Certificate
validation
is enabled.
Comment: Enables / disables the Server Certificate validation received in the TLS handshake protocol.
Note that this parameter applies to the "https" boot server protocol only; and not to the SIP over TLS protocol.
SNMP Service security.snmp.mode Numeric 0 0-SNMP | terminal_snmp_s | No Yes N/A
Mode Service is ervice_mode
disabled.
1 - SNMP
Service is
enabled.
Comment: Enables / disables the SNMP Service. If the value configured by the user through configuration (cfg)file is different
than the existing value, the phone automatically reboots to utilize the new value.
IP Phone security.ipphn.mgr.mode | Numeric 1 0-IP terminal_ipphn_m | No Yes N/A
Manager Client Phone gr_mode
Mode Manager
Client is
disabled.
1-1P
Phone
Manager
Client is
enabled.
Comment: Enables / disables the IP Phone Manager Client. If the value configured by the user through configuration (cfg)file
is different than the existing value, the phone automatically reboots to utilize the new value.
Push Server security.push.access Numeric 1 0 - Disable | terminal_push_se | Yes Yes ADMIN
Access 1 - Enable | rver_access
Comment: Enables / disables push server functionality.
Push Server IP security.push.server.addr | IP 0.0.0.0 IP: terminal_server_i | Yes Yes ADMIN
Address ess 0.0.0.0to p_address
255.255.25
5.255
Comment: Specifies the IP address of the push server. Push server events will only be allowed from this IP address.

Note: This value must be specified if the push server is

other IP addresses.

enabled. As a security measure, the phone rejects connection attempts from all

Push Server Port

security.push.server.port

Numeric

82

0 - 65535

terminal_push_se
rver_port

No

Yes

N/A

Comment: Specifies the port used for push server communication.
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Description

XML Tag

Data Type

Default
Value

Range

Key Used in
Code to Find
Parameter

Front Panel
Configurabl
e

XML File Front
Configurabl Panel
e User

Signed Firmware
Updates

security.signed.fw.update
s

Numeric

0 - Signed
firmware
updates
feature is
disabled.

1 - Signed
firmware
updates
feature is
enabled.

terminal_signed_f
w_updates

No

Yes N/A

Comment: Enables / disables the signed fi

rmware updates feature for NEC V2.3 or newer firmware.

Secure Status
Screen Display

security.secure.status.en
abled

Numeric

0

0-
Disabled
1 - Enabled

terminal_secure_
status

No

Yes N/A

Disabled - Status screen c

an be accessed

Enabled - Status screen can be accessed

(only) through the Menu screen.

(only) through the Admin Settings screen using admin password.

HTTP UserAgent
ID

phone.http.useragent.id

Numeric

0

0-
UserAgent
ID will be
MAC
address
(Used by
3C System
Web
Server)

1-
UserAgent
ID will be
basic
extension
or Hot
Desk
extension
(used by
BCT)

terminal_http_use
ragent_id

No

Yes N/A

Comment: This value is used to determine

whether to

send MAC or

extension number in HTTP User Agent field.

Hotdesk phone

phone.sphericall.hotdesk
.enabled

Numeric

0

0 - Hot
Desking
capability is
disabled

1 - Hot
Desking
capability is
enabled

terminal_spherica
II_hotdesk

No

Yes N/A

Comment: This value is used to determine

the phone is connected to

UST always be zero.

whether the Hot Desk functionality is enabled for the terminal.
the 3C system. For SIP@Net this value M

Note: Applicable only when

Hotdesk Poll
Interval

phone.sphericall.hotdesk
.poll.interval

Numeric

300
seconds

30seconds
to 600
seconds

terminal_hd_poll_
interval

No

Yes N/A

Comments: phone.sphericall.hotdesk.poll.interval determines the hotdesk poll interval in seconds.

It takes the default value a

s 300 seconds.

Value can be in the range - 30 seconds to 600 seconds.
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Description XML Tag Data Type Value Range Code to Find Configurabl | Configurabl Panel
Parameter e e User
HTTP User Agent | network.http.user.agent.n | Alphanumeric 1-32 terminal_http_use | No Yes N/A
Name ame characters | r_agent_name
Comment: Specifies the name used in the user agent field of HTTP requests.
EPK Single Call phone.epk.singlecall Numeric 0 0-EPK terminal_epk_sin | No Yes N/A
Appearance Multi call glecall
Behavior appearanc
e behavior
1-EPK
Single call
appearanc
e behavior
Comment: phone.epk.singlecall along with line.1.maxcalls value determines whether EPK will offer a single call appearance behavior
or a multi call appearance behavior.
If phone.epk.singlecall = 1 and line.1.maxcall >= 1 then EPK behavior - Single call
If phone.epk.singlecall = 0 and line.1.maxcall = 1 then EPK behavior - Single call
If phone.epk.singlecall = 0 and line.1.maxcall > 1 then EPk behavior - multi call
EPK Transfer phone.epk.transfer.type | Numeric 0 0 - Consult | terminal_epk_tran | No Yes N/A
Type transfer sfer_type
(Attended/
UnAttende
d)
1 - Blind
transfer

Comment: When the EPK action is transfer, the value of "phone.epk.transfer.type" further determines whether EPK performs consult
transfer or blind transfer, i.e.,

If phone.epk.transfer.type = 0; EPK will perform consult transfer.
If phone.epk.transfer.type = 1; EPK will perform blind transfer.

User Portability phone.userportability.ena | Numeric 0 0 - User terminal_userport | No Yes N/A
Mode bled Portability | _mode
feature is
disabled
1- User
Portability
feature is
enabled
Comment: This value is used to determine whether the user portability functionality is enabled for the terminal.
User Portability phone.userportability.pro | Numeric 15 10 -60 terminal_userport | No Yes N/A
Progress Timeout | gress.timeout (seconds) | _prog_timeout
Comment: Specifies the time window for download/upload the user profile data in the "LogOnInProgress" and "LogOffiInProgress"
states.
User Portability phone.userportability.eve | Numeric 15 10-60 terminal_userport | No Yes N/A
Event Timeout nt.timeout (seconds) | _evt timeout

Comment: Specifies the time window within which the PBX must notify the event. Used in "LogOnSucceeded", "LogOnFailed",
"LogPffSucceeded" and "LogOffFailed" states.
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Description

XML Tag

Data Type

Default

Value REMEE

Key Used in
Code to Find
Parameter

Front Panel
Configurabl
e

XML File
Configurabl
e

Front
Panel
User

Call History Logoff
Persistence

phone.callhistory.logoff.p
ersist

Numeric

1 "0 - Disable
(non-
persistent)
1-Enable
(persistent
in flash and
provisionin
gserver)

2 - Enable
(persistent
in flash

only)

terminal_ch_logof
f_persist

No

Yes

N/A

Comment: This parameter specifies wheth

phone.callhistory.logoff.persist to 0 disables persistenci
phone's local flash memory and the provisioning server.

er Call History for the phone profile should be
e. Setting phone.callhistory.logoff.

persistent or not. Setting
persist to 1 save

s the Call Histor

y to the

RFC 2833 DTMF
Tone Relay

phone.audio.rfc2833.dtm
f.relay

Numeric

0 0- Don'’t
play
incoming
RFC 2833
DTMF

tones

1- Play
incoming
RFC 2833
DTMF
tones

terminal_rfc2833_
dtmf_relay

No

Yes

N/A

Comments: Controls the playing of incoming RFC 2833 DTMF tones.

Onhook DTMF
Tone Mode

phone.audio.onhook.dtm
f.mode

Numeric

1 0- Don't
play the
DTMF tone
on onhook
dialing

1- Play the
DTMF tone
on onhook
dialing

terminal_onhook_
dtmf_mode

No

Yes

N/A

Comments: When the user initiates onhook dialing by directly pressing a digit key, this pa

of the corresponding key's

DTMF tone.

rameter is used to enable/disable the playing

Offhook DTMF
Tone Mode

phone.audio.offhook.dtmf
.mode

Numeric

1 0- Don't
play the
DTMF tone
on offhook
dialing

1- Play the
DTMF tone
on offhook
dialing

terminal_offhook_
dtmf_mode

No

Yes

N/A

Comments: When the user initiates offhook dialing by

enable/disable the playing

going offhook

of the corresponding key's DTMF tone.

and then pressing a

digit key, this parameter is used

to

RTCP-XR VolP
Metrics Reporting
Enable

phone.rtcpxr.reports.ena
ble

Numeric

0 0 - Disable

1 - Enable

terminal_rtcpxr_r
eporting

Yes

Yes

ADMIN

Comments: This parameter enables/disables RTCP-XR VolP Metrics Reporting.
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Description XML Tag Data Type Value Range Code to Find Configurabl | Configurabl Panel
Parameter e e User
RTCP-XR VoIP phone.rtcpxr.collector.ad | IP/ URI 0.0.0.0 IP-0.0.0.0 | terminal_rtcpxr_c | Yes Yes ADMIN
Metrics Collector | dress (Please |to ollector
Address see 255.255.25
descripti | 5.255
on)
FQDN -0 -
255
characters

Comments: This parameter specifies the IP address o
000000000000-sip.cfg configuration file, thi

r FQDN of the Collector server to whom VolP Metrics are sent. In the dt-
s field is defaulted to blank.

RTCP-XR VolIP phone.rtcpxr.collector.por | Numeric 5060 0,1024 - terminal_rtcpxr_c | Yes Yes ADMIN
Metrics Collector |t 65534 ollector_port
Port
Comments: This parameter specifies the port of the Collector server to which VolP Metrics are sent.
DTERM Pin Code | line.1.pin.code.hiding Numeric 0 0- Pin code | terminal_I1_pin_c | No Yes N/A
Masking masking is | ode_hiding
disabled.
1- Pin code
masking is
enabled.
Comments: When pin code masking is enabled, digits following the initial star are masked with an “x” when the user enters a star
code, as well as when the user views placed calls in the Call History. The redial buffer is also flushed if a star code is entered with this
feature enabled.
Hotline Support feature.hotline.support Numeric 0 0- Disable | terminal_feature_ | No Yes N/A
Hotline hotline
Feature
1 - Enable
Hotline
Feature
Comments: This parameter is used to enable or disable the hotline feature
Hotline Timeout phone.dial.hotline.timeou | Numeric 0 0 seconds | terminal_hotline_t | No Yes N/A
t to imeout
60 seconds
0 -indicates
direct
hotline
>0 -
indicates
timeout
value for
delayed
hotline
Comments: This parameter specifies the hotline timeout value, if set to 0 it indicates direct hotline.
Hotline Extension | phone.hotline.extension | Alphanumeric 0-63 terminal_hotline_ | No Yes N/A
characters | extension

Comments:

3C System: This parameter is used to specify the extension to dial when the phone is registered with the 3C system.
SIP@Net: When registered with SIP@Net, this parameter can be left empty since SIP@Net may be configured to route the call to a
predetermined destination.
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Default Key Used in Front Panel XML File Front
Description XML Tag Data Type Value Range Code to Find Configurabl | Configurabl Panel
Parameter e e User
Handle the rogue | security.accept.trusted.si | Numeric 0 0 - Disable | terminal_accept_t | No Yes N/A
SIP INVITE pserver.only 1-Enable | rusted_sip_only
message

Comments: For an incoming SIP INVITE request, the phone will check if the source IP address of the SIP packet matches the
configured SIP Servers and outbound Proxy IP address . If the source IP verification fails, the phone will discard the SIP INVITE
request.

If feature.ipdial.support parameter is enabled, the phone will not verify the source IP in order to facilitate the IP dialing between the
endpoints.

Incoming Toggle
Display on
Second Line

0 - Disable
1 - Enable

phone.ring.toggle Numeric 1 terminal_phone_ri | No Yes No

ng_toggle

Comments: This parameter is used to enable or disable the toggle incoming display of Call ID and Trunk Group Name on 2nd line
LCD.

Note: This parameter is applicable to only DT710 6DE and DT820 terminals.

Incoming Toggle
Display Timer

Numeric 2 2s to 10s Yes No

seconds

phone.ring.timer terminal_phone_ri | No

ng_timer

Comments: This parameter specifies the time to toggle the incoming display of Call ID and Trunk Group Name.
Note: This parameter is applicable to only DT710 6DE and DT820 terminals.

802.1x EAPOL
Logoff Send

0 - Disable
1 - Enable

security.8021x.eapol.logo | Numeric 1 terminal_8021x_e | No Yes No
ff

apol_logoff

Comments: This parameter is used to enable or disable the sending of “EAPOL Logoff” message at disconnecting the device from PC
port.

If disabled, the phone does not send EAPOL Logoff message. If enabled, the phone sends an EAPOL Logoff message.

Hide Call History
and Disable Last
Number Redial

security.secure.hidecalllo | Numeric 0 0 - Disable Yes No

g 1 - Enable

terminal_secure_ | No
hide_calllog

Comments: This parameter is used only in the case when the administrator wants to hide Call History and disable the Redial feature.
If disabled, Call History will be visible and Redial feature will be enabled,
If enabled, the user will not be able to view Call History and the Redial feature will be disabled.

Clear On-hook
Dialing Buffer

0 - Disable
1 - Enable

phone.clear.onhook.dial | Numeric 0 terminal_clear_on | No Yes No

hook_dial

Comments: When enabled, the on-hook dialing buffer uses a 10 second timeout after the last digit is entered and clears the dialing
buffer. If digits are entered on purpose or by accident where no dial takes place, the on-hook dialing buffer is cleared. This avoids any
entered digits from dialing out unexpectedly by the next phone user when an off-hook event happens.

Note: Supported on all phones except DT710 ITL-2E-1 models.

IP Mode

Numeric 0 0-2
0-ForlIP
mode IPv4
1-ForlP
mode IPv6
2-ForlIP
mode IPv4
and IPv6

network.ip.mode terminal_ip_mode | Yes Yes ADMIN

Comments: This parameter is used to decide in which network mode the terminal should work, either IPv4, IPv6 or both ‘IPv4 & IPv6’
mode
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Description

XML Tag

Data Type

Default
Value

Range

Key Used in
Code to Find
Parameter

Front Panel
Configurabl
e

XML File
Configurabl
e

Front
Panel
User

SIP IP Mode

line.1.sip.ip.mode

Numeric

0-2
0-ForlIP
mode IPv4
1-ForlP
mode IPv6
2 —ForlIP
mode IPv4
and
IPv6(To be
supported
in Phase II)

terminal_I1_sip_i
p_mode

Yes

Yes

ADMIN

Comments: This parameter is used to decide in which

This parameter is only acc

essible when terminal mode

mode it shou

Id communicate over SIP, either IPv4
is 'IPv4 and IPv6'

or IPv6 SIP con

nection.

IP Preference

network.ip.preference

Numeric

1

0-1
0-ForlP

Preference
IPv4

1-ForlIP
Preference
IPv6

terminal_ip_prefe
rence

Yes

Yes

ADMIN

Comments: This parameter is used to decide which value is to be used when both IPv4 and IPv6 server addreses are fetched from
DHCPv4 and DHCPV6 server

This parameter is only accessible when terminal mode is 'IPv4 and IPv6'

IPv6 SLAAC network.ipv6.slaac Numeric 0 0 - Disable | terminal_ipv6_sla | Yes Yes ADMIN
1-Enable |ac
Comments: This parameter is used as configuration parameter to store the enable/disable status of SLAAC
This parameter is only accessible when terminal network mode is either IPv6 or 'IPv4 and IPv6'
IPV6 interdigit phone.dial.ipv6.interdigit. | Numeric 10 8-16 terminal_interdigit | No Yes N/A
timeout timeout (Seconds) | _timeout_ipv6
Comments: Specifies the time the DT820 waits for the user to dial the second and subsequent digits in IP dialing for IPv6 address
before automatically dialing. Units are seconds.
DHCPv6 Numeric 1 0 - Disable | terminal_dhcpv6_ | Yes N/A ADMIN
1 - Enable | mode
Comments: This parameters is used to disable or enable the DHCPV6 in STD-SIPv4.2+
IPv6 Prefix Length Numeric 64 0-127 terminal_ipv6_pre | Yes N/A ADMIN
fix_length
Comments: This parameter is used to determine the prefix length of IPv6 address of the terminal
IPv6 Default IPv6 2000:0:0:0: | terminal_ipv6_def | Yes N/A ADMIN
Router 0:0:0:0 to ault_Router
S ffff. fff
f-fffFffF. ffff. ff
ff
Comments: This parameter holds the IPv6 address of default router.
Feature phone.feature.info.displa | Numeric 0 0 - Disable | terminal_feature_i | No Yes N/A
Information List y 1 -Enable | nfo_display
Display In Idle

Comments: This parameter is used to store enable/disable status of Feature Information Display. Value 1 will enable Feature
information list while O will disable feature information list.
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Default Key Used in Front Panel XML File Front
Description XML Tag Data Type Value Range Code to Find Configurabl | Configurabl Panel
Parameter e e User
TCP Keep Alive sip.tcp.keepalive.time Numeric 30 0,10 - terminal_tcp_kee | No Yes N/A
Time Seconds | 3600 palive_time
seconds

Comments: This has been requested by FR-903180021.

To configure the amount of idle time after which terminal will send first TCP_KEEPALIVE.
Value 0 disables TCP keep alive.

[Note 1]

STD-SIP’s Registration timeout is 180-3600 seconds.

Therefore maximum is 3600.

[Note 2]

With the following specification, TCP_KEEPALIVE is executed at 80% of this timer.

For example, when 3600 seconds is set, TCP_KEEPALIVE is executed 2400 seconds (3600*80%).
This parameter value shall always be less than 80% of Registration timeout(“sip.reg.expiry”)
[Reference]

Document name is “NEC IP Phone SIP Registration Functional Specification”.
2.47Registration Interval

The registration interval must be configurable. The DT700 will refresh the registration before it expires. The DT700 will send the next
registration refresh request after 80% of the interval has elapsed. tcplpApp.keepalive.tcp.idleTransmitinterval

TCP Keep Alive
Interval

5-120
seconds

Numeric 5
seconds

sip.tcp.keepalive.interval teminal_tcp_keep | No Yes N/A

alive_interval

Comments: Amount of time after which terminal will send before next un-acknowledged TCP_KEEPALIVE

TFTP Timeout network.tftp.timeout Numeric 120 2-120 terminal_tftp_time | No Yes N/A
minutes | (minutes) out

Comments: Specifies the timeout for transferring a file from/to the TFTP server.

TFTP file transfer in slow speed network (For example, VPN is used.) is covered.

If the user wants to detect TFTP error earlier, this value is changed.

If the transfer is not complete within the specified duration, the phone will close the connection and the transfer operation will fail."
SBC Fast phone.fast.registration.su | Numeric 0 0 - Disable phone_fast re | No Yes
Registration pport 1 - Enable gistration_sup
Support port

Comments: This parameter is used to enable or disable the supporting of SBC Fast Registration.

Enabled - When Fast Registration is enabled in SBC, DT terminal license information isn't passed in "200 OK"" that is the reply of DT
terminal's Re-REGISTER. To avoid that DT terminal handles as a disabling the license and reboots, DT terminal keeps the current
license without rebooting.

Enabled - When DT terminal license information isn't included in "™200 OK"" that is the reply of DT terminal's REGISTER and Re-
REGISTER, DT terminal handles as a disabling the license and reboots.

*If the configured Maximum payload size value (ptime value) is less than the system calculated Maximum payload size (system ptime), the system ptime is applied to
the codec. Example: If phone.audio.g722.ptime=10ms; and the calculated system ptime is 20ms, this value gets applied because phone does not support packetization
intervals less than 20ms.

The system ptime is the minimum packetization interval that the phone supports.
System ptime is calculated as LCM[Minimum of all the codecs ptime values, Maximum of all step factors] = LCM[10,20] = 20.
Step factor is the interval between supported payload size values pertaining to each codec.
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XML SCHEMA PARAMETERS
DT700 Only XML Schema Terminal Parameters

Table B.2 DT730G CG XML Schema — Personal Parameters
Parameter Default Key used in Code to find Front Panel XML File
Description XML Tag RataivES Value Range parameter Configurable Configurable
Side 2 mntn.dcl.option Numeric 1 0 - Debug terminal_line_key_module | Yes No
Connector Mode Console
1-DCL-60
2 - Jabra Headset
Kit

Comments: This parameter gives the admin user ability to selectively enable either Debug Console (Serial Port) or DCL-60 options module

or Jabra Headset Kit.

If the value configured by the user through configuration (cfg) file is different than the existing value, the phone automatically reboots to

utilize the new value.

DT730G CG ONLY XML SCHEMA TERMINAL PARAMETERS

Table B.3 DT730G CG XML Schema — Additional Terminal Parameters
Default Key Used in Front Panel XML File Front
Description XML Tag Data Type Value Range Code to Find Configurabl | Configurabl Panel
Parameter e e User
USB Power security.usb.access Numeric 1 0- Disable | terminal_ Yes Yes ADMIN
Access 1- Enable | usb_access
Comments: USB option is introduced under Security. USB Power can be enabled or disabled through the USB>Power sub option.

The following Syslog parameters control the amount of logging generated internally in the phone and output to the debug console (serial port). The log
levels are defined as follows:

0 Errors and warnings

1 Errors, warnings and notice (normal but significant condition)

2 Errors, warnings, notice and informational

3 Errors, warnings, notice, informational and debug1

4 Errors, warnings, notice, informational, debug1 - debug2
5 Errors, warnings, notice, informational, debug1 - debug3
6 Errors, warnings, notice, informational, debug1 - debug4
7 Errors, warnings, notice, informational, debug1 - debug5

For production environments, level 1 (the default) is recommended. For test environments, level 2 is recommended.
The amount of logging output via syslog is controlled by network.syslog.level.

Syslog log.level.stup Numeric 1 0-7 terminal_log_ No Yes N/A
level_stup

Start Up Log X X X - - -

Level Comments: Enabling this parameter in Syslogs will provide Terminal startup logs to external syslog server.

Syslog log.level.usb Numeric 1 0-7 terminal_log_ No Yes N/A

USB Log Level

level_usb

Comments: Enabling this parameter in Syslogs will provide warning log when USB draws over current.
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DT820 ONLY XML SCHEMA TERMINAL PARAMETERS

Table B.4 DT820 XML Schema — Additional Terminal Parameters
Default Key Used in Front Panel XML File Front
Description XML Tag Data Type Value Range Code to Find Configurabl | Configurabl Panel
Parameter e e User
Plantronics EHS mntn.headset.ehs Numeric 0 0- terminal_headset | Yes No ADMIN
Headset Disabled _mode
Configuration 1- Enabled
Comments: This parameter is used to specify if the EHS headset option is enabled or disabled.
Hide EndCall phone.disable.endcall.so | Numeric 1 0- terminal_disable_ | No Yes N/A
softkey during ftkey Disabled endcall_key
hold 1- Enabled
Comments: This parameter is used to enable or disable the displaying “EndCall” of softkey 1 during hold.
Proxy Routing of | phone.rtcpxr.proxy.routin | Numeric 0 0- terminal_rtcpxr_p | No Yes N/A
RTCP-XR g Disabled roxy_routing
message when 1- Enabled
Outbound Proxy is
set. Comments: This parameter is used to enable or disable proxy routing of RTCP-XR message when Outbound Proxy is set.
VPN Mode network.vpn.mode Numeric 0 0 - Disable | terminal_vpn_mo | Yes Yes ADMIN
1 - Enable | de
Comments: This parameter is used to enable or disable VPN Feature on DT820 terminal
VPN Gateway network.vpn.gateway.add | IP 0.0.0.0 IP-0.0.0.0- | terminal_vpn_gw | Yes Yes ADMIN
Address ress 255.255.2 | _addr
55.255
Comments: VPN gateway address is the IP Address of gateway through which VPN connection is established.
VPN IP Address network.vpn.ip.address IP 0.0.0.0 IP-0.0.0.0- | terminal_vpn_ip_ | Yes Yes ADMIN
255.255.2 | addr
55.255

Comments: VPN IP address is the IP addr
different IP address from the VPN gateway

ess requested by the terminal from the gateway. It is also possible that terminal gets
if requested VPN IP address is not available.

IKE Version security.ike.version Numeric 0 0- IKEV1 terminal_ike_vers | Yes Yes ADMIN
1- IKEv2 on
Comments: This parameter is used to select the 'Internet Key Exchange' (IKE) version. The available version is IKEv1 and IKEv2
IKE Authentication | security.vpn.ike.auth Numeric 0 0- PSK terminal_ike_auth | Yes Yes ADMIN
Mode 1- RSA entication
Comments: This parameter is used to select the authentication mode through which VPN terminal will connect with VPN gateway.
The available modes are PSK and RSA.
Pre-Shared Key security.vpn.ike.psk Alphanumeric 0- 127 terminal_ike_psk | Yes Yes ADMIN
Setting characters

Comments: Pre-shared Key (PSK) is the combination

which will be configured th

of the character provided by VPN
rough 3C/SIP@Net in configuration file, will be in encrypted form.

gateway for authentication method. PSK,

VPN IKE ID

security.vpn.ike.id

Alphanumeric

0-

127

characters

terminal_vpn_ike
_id

Yes

Yes

ADMIN

Comments: IKE ID is a unique Internet Key Exchange (IKE) ID which is used for each user connection in case of large number of
user. The IKE ID for VPN Terminal will be Terminal.<mac address of terminal> if IKE ID is set to null.
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Default Key Used in Front Panel XML File Front
Description XML Tag Data Type Value Range Code to Find Configurabl | Configurabl Panel
Parameter e e User
SA Validity security.sa.validity Numeric 86400 3600- terminal_sa_validi | Yes Yes ADMIN
86400 ty
Comments: This parameter is used to determine the security association expiration when IPSec connection is established
Child SA Validity security.child.sa.validity | Numeric 28800 3600- terminal_child_sa | Yes Yes ADMIN
86400 _validity
Comments: This parameter is used to determine the Child security association expiration IPSec connection is established
NAT Traversal network.nat.keep.alive Numeric 20 0-3600 terminal_nat_kee | Yes Yes ADMIN
Keep Alive p_alive
Comments: NAT keep alive determines the interval after which keep alive messages are exchanged.
NAT Traversal network.nat.port Numeric 4500 1024- terminal_nat_port | Yes Yes ADMIN
Port 65535
Comments: This parameter is used to set the port for NAT Traversal. The default value for NAT Port is 4500
L2TP Username security.|2tp.auth.id Alphanumeric 0- 127 terminal_I2tp_aut | Yes Yes ADMIN
characters | h_id
Comments: This parameter is used to set L2TP username. L2TP Username is required to establish L2TP Connection.
L2TP Password security.|2tp.auth.pass Alphanumeric 0-127 terminal_I2tp_aut | Yes Yes ADMIN
characters | h_pass
Comments: This parameter is used to set L2TP password. L2TP Password is required to establish L2TP Connection. L2TP
password, which will be configured through 3C/SIP@Net in data configuration file will be in encrypted form.
VPN Client security.ssl.vpn.client.cer | Alphanumeric 0-255 terminal_vpn_clie | No Yes NA
certificate Name t character | nt_cert
long string
Comments: This parameter is used to set VPN Client Certificate name. The set client certificate will be downloaded from bootserver.

These certificates are used for the closed communicati

on between 3C/SIP@Net and DT

terminal when a

uthentication mode is RSA.

Syslog log.level.vpn Numeric 1 0-7 terminal_log_leve | No Yes NA
|_vpn
Comments: Controls VPN Logging
802.1x Client security.ssl.8021x.client.c | Alphanumeric 0-255 terminal_ssl_802 | No Yes NA
certificate Name ert character | 1x_client_cert
long string

Comments: This parameter is used to set 802.1x Client Certificate name. The set client certificate will be downloaded from
bootserver. When Authentication Mode is set to md5 or 802.1x disabled, installation of the certificate that is issued from CA
(Certification Authority) is required be on boot server.

802.1x Client security.ssl.8021x.client.c | Alphanumeric 0-128 terminal_ssl_802 | No Yes NA
certificate private | ertpassword character | 1x_client_certpw
key password

Comments: This parameter is used by 802.1x for EAP-TLS authentication using encrypted private key.

Client Certificate password, which will be configured through 3C/SIP@Net in configuration file, will be in encrypted form.
802.1x security.8021x.auth.meth | Numeric 0 0 - MD5 terminal_8021x_a | Yes Yes ADMIN
Authentication od 1 - EAP- uth_method
method TLS

Comments: This parameter is used to set the authentication method for 802.1x .

MD5 ->0
EAP-TLS -> 1
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DT900 ONLY XML SCHEMA TERMINAL PARAMETERS

Table B.5 DT900/DT900S XML Schema — Additional Terminal Parameters
Default Key Used in Front Panel XML File Front
Description XML Tag Data Type Value Range Code to Find Configurabl | Configurabl Panel
Parameter e e User
Web security.web.programmin | Numeric 1 0- terminal_web_ser | Yes Yes ADMIN
Programming g.mode Disabled ver_access
Mode 1- Enabled
Comments: This parameter is used to disable or enable the Web Programming Mode.
Web security.web.prog.protoc | Numeric 0 0- HTTPS | terminal_web_pro | Yes Yes ADMIN
Programming ol 1- HTTP g_protocol
Protocol
Comments: This parameter is used to select HTTP or HTTPS protocol for Web Programming
Web security.web.port.number | Numeric 0 0- 1024 terminal_web_por | Yes Yes ADMIN

Programming Port
Number

t_number

Comments: This parameter is used to prov

HTTP or HTTPS port will be used.

ide the HTTP or HTTPS port number for Web

Programming. If

this value is 0 then standard

Web security.web.sess.exp.ti | Numeric 5 1-60 min | terminal_web_se | Yes Yes ADMIN
Programming mer ss_exp_timer
Session Expire
Timer Comments: This parameter is used to change the Web Programming Session Expire Timer.
SSH Mode security.ssh.mode Numeric 0 0- terminal_ssh_mo | Yes Yes ADMIN
Disabled de
1- Enabled
Comments: This parameters is used to disable or enable the SSH Mode.
User Password security.user.password Alphnumeric | 0 1t0 32 terminal_userpas | Yes Yes ADMIN
(please see characters | s_set
description)
Comments: This is the User Account password which applies to web programming. A user can enter number * and # key in password.
Internally, the phone considers it as a string. Therefore, the data type is Alphanumeric.
PCM PLC Mode phone.audio.pcm.plc Numeric 1 0- terminal_codec_p | No Yes N/A
Disabled cm_plc
1- Enabled

Comments: This sets PLC mode for G.711 codec on DT820 and DT900/DT900S terminals.
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Table B.6 XML Schema — Personal Parameters
Parameter Default Key used in Code to find Front Panel XML File
Description XML Tag RELEILITO Value Range parameter Configurable Configurable
Date Display user.date.format Numeric 1 1-Mon, Jan 1 personal_date_format Yes Yes
Format 2-Mon, 1 Jan
3-Jan 1, Mon
4 -1 Jan, Mon
5-YYYY/MM/DD
6 - MM/DD/YYYY
7 - DD/IMM/YYYY
Description: Date formate to display on screen.
Dial Preference user.edit.before.dial Numeric 0 0 - Edit Before personal_edit_before_dial | Yes Yes
Dialing
1 - Do Not Edit
Before Dialing
Description: Enables / disables edit before dialing from the Personal Directory
Menu support for user.edit.before.dial.me | Numeric 0 0 - Disable personal_edit_before_dial | No Yes
Dial Preference nu.support 1 - Enable _menu
Description: If this value is 0, phone does not display the option "Edit Before Dial" in the User Setting screen.
Headset Feature user.headset.mode Numeric 0 0 - Disable personal_headset_mode Yes Yes
1 - Enable
Description: This value will enable Headset
Headset Ringing user.headsetring.mode | Numeric 0 0 - Phone personal_headset_ringing | Yes Yes
1 - Headset
2 - Phone and
Headset
Description: If set to phone, ringing will be played only on the phone.
If set to headset, ringing will be played only on the headset.
If set to phone and headset, ringing will be played on both.
Language Menu user.lang.menu.label.X | string No Yes

Label

English
us

Description: Language settings menu label name.
configuration files contains following labels: English

These labels appea
(UK), English (US),

Italian (Italy).

r in the language selection menu on the phone. The template

Language Menu
Value

user.lang.menu.value.X

string en_US

0 to 63 character
long string

No

Yes

Description: Language settings menu item value. The template configuration files contain the follow

ing values: en_US, en_UK, it_IT.

Language Default | user.lang.value string en_US | 0to 63 character | personal_language_value | No Yes
long string
Description: Default language value
LCD Backlight user.Icdbacklighttimeou | Numeric 10 0 to 255 seconds | personal_lcd_backlight_ti | Yes Yes
Timeout t.value 0 - No timeout meout
Description: The backlight timeout can be configured using this option.
LCD Contrast user.Icdcontrast.value Numeric ‘ 4 ‘ 0-7 personal_lcd_contrast Yes Yes
Description: The contrast of the phone screen can be configured using this option.
LCD Inverted Title | user.lcdinvertedtitiebar. | Numeric 0 0 - Disable personal_lcd_inverted_titl | No Yes
Bar value 1 - Enable e_bar

Description: The title bar can be configured to be inverted (black) using this option.
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Parameter XML Ta Data Type Default Range Key used in Code to find Front Panel XML File
Description 9 yp Value 9 parameter Configurable Configurable
Time Format user.time.format Numeric 1 1-12 hour personal_time_format Yes Yes
Indication
2 - 24 hour
Indication
Description: The time format can be in 12 hr or 24 hr display. In case of 12 hr format phone displays AM or PM after the actual time.
Call Waiting user.call.waiting.volume | Numeric 19 0 (Off) to 19 personal_call_waiting_vol | Yes Yes
Volume ume
Description: Specifies the call waiting volume setting used to lower the call waiting tone in the headset.
Hold Reminder user.hold.reminder.volu | Numeric 19 0 (Off) to 19 personal_hold_reminder_ | Yes Yes
Volume me volume
Description: Specifies the hold reminder volume setting used to lower the hold reminder tone in the headset.
Ring Volume user.ring.volume ‘ Numeric ‘ 9 ‘ 1t0 19 ‘ personal_ring_volume ‘ No ‘ Yes
Description: Specifies the volume of the ringer.
Speaker Volume user.speaker.volume ‘ Numeric ‘ 14 ‘ 1t019 ‘ personal_speaker_volume ‘ No ‘ Yes
Description: Specifies the volume of the speaker.
Handset Volume user.handset.volume ‘ Numeric ‘ 12 ‘ 1t019 ‘ personal_handset_volume ‘ No ‘ Yes
Description: Specifies the volume of the handset.
Headset Volume user.headset.volume ‘ Numeric ‘ 12 ‘ 1t019 ‘ personal_headset_volume ‘ No ‘ Yes
Description: Specifies the volume of the headset.
Soft Ring Volume user.soft.ring.volume Numeric 6 1t0 19 personal_soft_ring_volum | No Yes
e
Description: Specifies the volume of the soft ringer.
Table B.7 DT730G CG XML Schema — Personal Parameters
Parameter Default Key used in Code to find Front Panel XML File
Description WL RECAVES Value REED parameter Configurable Configurable
LCD Contrast for user.lcdbrightnessforcg. | Numeric 2 0-3 personal_lcd_brightness Yes Yes
DT730 CG value
Comments: This parameter has been added for Menu options for the Backlight for CG Terminals.
LCD Backlight user.lcdbacklighttimeou | Numeric 0 0-999 personal_lcd_ No Yes
Timeout for tforcg.value backlight_timer
DT730 CG Default: 0

(0- No Timeout)

Comments: This parameters has been added for Menu options for the LCD Backlight Timer for CG Terminals. The timeout is in minutes.
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Table B.8 DT820C XML Schema — Personal Parameters
Parameter Default Key used in Code to find Front Panel XML File
Description XML Tag RELEILITO Value Range parameter Configurable Configurable
Screen Saver user.screen.saver.mode | Numeric 1 0 - Disable personal_screen_saver_m | Yes Yes
Mode 1 - Enable ode
Comments: This parameter has been added to disable/enable the screen saver feature on the DT820C terminal.
Screen Saver Wait | user.screen.wait.tim Numeric 30 1-999 minutes personal_wait_time Yes Yes
Time Minutes
Default: 30
Comments: This parameters has been added to speficy the wait time to start the screen saver on the DT820C terminal.
Table B.9 DT900/DT900S XML Schema — Personal Parameters
Parameter Default Key used in Code to find Front Panel XML File
Description L] PEENETO Value REED parameter Configurable Configurable

Change Theme user.change.theme.mo | Numeric 0 0 - White personal_change_theme_ | Yes Yes
Mode de 1 - Black mode

Comments:This parameter selects the graphical user interface theme that should be applied. There are two supported themes: 0 = white

theme; 1 = black theme.
ChangeBluetooth | user.change.bluetooth. | Numeric 0 0 - Disable personal_change_bluetoot | Yes Yes
Mode mode 1 - Enable h_mode

Comments: Disables/Enables Bluetooth feature on DT900/DT900S terminals
Change Inquiry user.change.inquiry.tim | Numeric 0 0-10 Sec personal_change_inquiry_ | Yes Yes
Time e 1-20 Sec time

2-30 Sec
3-60 Sec

Comments: Specifies the inquiry time for Bluetooth pairing.

Enable/Disable user.change.animation. | Numeric 0 N/A personal_change_animati | Yes Yes

Animation Mode

mode

on_mode

Comments: Enables/Disables animation for The DT930 (ITK-8TCGX) and the DT930S (ITK-32TCGS) phones.
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REGISTRAR FAILOVER/FAILBACK

The phone can be configured with a primary registrar and a secondary registrar via the front panel or XML
configuration files. The registrar addresses can be specified as FQDNSs or IP addresses.

The phone will construct a prioritized list of registrars based on its configuration. The first registrar in the list is
the primary registrar. Other registrars in the list are secondary registrars. The following table specifies how the
phone constructs the list:

Table C.1 Constructing the List of Registrars
Primary Registrar Secondary Registrar Prioritized List

FQDN, transport is DNS NAPTR FQDN, resolves to host S AB,C, .. S
(Resolves to hosts A, B, C, ...)

FQDN, transport is DNS NAPTR IP Address of host S A /B, C,...,S
(Resolves to hosts A, B, C, ...)

FQDN, resolves to host A FQDN, resolves to host C A C

FQDN, resolves to host A IP Address of host C A C

IP Address of host A FQDN, resolves to host C A C

IP Address of host A IP Address of host C AC

The phone may be configured with more than two registrars if the primary registrar address specifies an FQDN
and the transport is DNS NAPTR. Note that DNS NAPTR / SRV queries are only performed on the primary
registrar address DNS NAPTR / SRV queries are not performed on the secondary registrar address.

After rebooting, the phone attempts to register with the primary registrar first. If the phone is unable to register
with the primary registrar, it iterates over the list of registrars, attempting to register with each registrar in the list.
If the phone is unable to register with the last registrar in the list, it will iterate over the list again, starting with
primary registrar.

When it is registered, the phone will failover to another registrar if communication with the current registrar is
lost. The phone iterates over the list of registrars, attempting to register with each registrar in the list. If the
phone was registered with the primary registrar, it starts with the first secondary registrar in the list; otherwise it
starts with the primary registrar.

If the phone is currently registered with a secondary registrar, it will “ping” all higher priority registrars and
attempt to failback to a higher priority registrar. The phone continues to ping and failback until it is registered
with the primary registrar.

The phone “pings” higher priority registrars by sending a REGISTER request with no Contact header. This
queries the registrar’s current registration bindings. If the registrar responds to the “ping” with a 200 OK, the
phone will failback to that registrar.
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_ Registrar Failover/Failback

The phone will only ping when there has been no call activity for five minutes. his prevents failback during a call,
which could result in loss of call control. The phone pings higher priority registrars every 2.5 minutes.

AUDIOCODES DNS SRV SERVICE CONDITIONS
Service Condition for Failover when in Survivable mode:

When an AudioCodes SAS gateway is operating in survivable mode, DT Series phones and Polycom phones
will only operate for a period of several minutes to a maximum of 60 minutes unless DNS is deployed at the
remote site

In the “SAS Redundant Mode”, all terminals which are survived by an AudioCodes SAS gateway must be
configured with a Primary UCM and Secondary UCM(s) server addresses. The Primary UCM address must be
set to the 3C system and the Secondary UCM address must be set to the AudioCodes SAS gateway.

At present, configuring DNS SRV is the only way to configure this redundant setting for the DT Series and
Polycom phones. If DNS is not deployed at the remote site, the DT Series and Polycom phones will cease to
operate if the DNS records expire from the phones’ DNS cache.

Deploying DNS at the remote site is the only work around currently available.

For more information on DNS SRV configuration, please refer to the following:
» SIP Phones integration with the 3C system: Book 4: Integrate UNIVERGE 3C Technologies
+ DT Series integration with the 3C system: DT Series Release Notes for your phone
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SUPPORTED SIP RFCS
The following SIP RFCs are supported by the NEC SIP series of phones.

Table D.1 SIP Standards
SIP RFC Title Conditions
RFCs: RTP: A transport protocol for Real-Time applications None
* 1889
¢ 1890
RFC2782 A DNS RR for specifying the location of services (DNS None
SRV)
RFC2822 Internet Message Format None
RFCs: RTP Payload for DTMF Digits, Telephony Tones, and e 2833 - Supported
+ 2833 Telephony Signals * 4733 - Not supported
* 4733
RFC3261 SIP: Session Initiation Protocol None
RFC3263 SIP Locating SIP Servers (DNS SRV) None
RFC3264 An Offer / Answer model with SDP None
RFC3265 SIP-Specific Event Notification None
RFC3311 The Session Initiation Protocol (SIP) UPDATE Method None
RFC3325 Private Extensions to the Session Initiation Protocol The phone supports P-Asserted-
(SIP) for Asserted Identity within Trusted Networks Identity but does not support P-
Preferred-Identity or id privacy.
RFC3326 The Reason Header Field for the Session Initiation None
Protocol (SIP)
RFC 3361 DHCP Option for SIP Servers None
RFC3515 The Session Initiation Protocol (SIP) Refer method None
RFC3550 RTP: A Transport Protocol for Real-Time application None
RFC3551 RTP Profile for Audio and Video Conferences with None
Minimal Control
RFC3711 The Secure Real Time Transport Protocol ¢ Firmware v1.x - Not supported
» Firmware v2.x and higher -
Supported
RFC3725 Best current practices for Third party Call Control (3 pcc) | None
in SIP
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SIP RFC Title Conditions
RFC3842 A message Summary and Message Waiting Indication None
Event Package
RFCs: The Session Initiation Protocol (SIP) “Replaces” Header/ | None
« 3891 Referred-By Mechanism
* 3892
RFC3960 Early Media and Ringing Tone Generation in the Session | The phone supports the Gateway
Initiation Protocol (SIP) Model.
RFC4028 The session timers in the Session Initiation Protocol None
RFC4504 SIP Telephony Device Requirements and Configuration None
RFCs: Formats the location information in the SIP INVITE None
4119 message
4776
5139
6442
Table D.2 SIP Standards - Features
Feature RFCs Title Conditions
RFC2327 SDP: Session Description Protocol None
RFC5359 Session Initiation Protocol Service Examples Most examples supported.
Table D.3 SIP Standards - IP Telephony Authentication
IP Telephony
Authentication Title Conditions
RFCs
RFC1321 Authentication for Outgoing calls None
RFC2617 HTTP Authentication: Basic and Digest Authentication None
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NOTICES

Copyright © 2008-2020 NEC Corporation. All rights reserved.

NEC Platforms, Ltd. (“NEC Platforms” or “NEC”) is continually upgrading and developing the products described
in this publication. The information contained herein is subject to change without notice. Written permission is
required prior to reproduction of any of the work covered here by copyright.

For warranty information, see the License Agreement included with the software.

NEC, the NEC logo, UNIVERGE, and UNIVERGE 3C (hereinafter referred to as “3C” or “the 3C system”) are
trademarks or registered trademarks of NEC Corporation.

Spreed, struktur, and icoya are registered trademarks of Struktur AG.

AudioCodes, AC, HD VolP, HD VoIP Sounds Better, IPmedia, Mediant, MediaPack, OSN, SmartTAP, VMAS,
VolPerfect, VolPerfectHD, Your Gateway To VoIP and 3GX are trademarks or registered trademarks of
AudioCodes Limited.

Windows, Microsoft, Outlook, and Exchange are trademarks or registered trademarks of Microsoft Corporation
in the United States and other countries.

Other products mentioned in this document are the property of their respective owners and are also subject to
copyright, trademark, and intellectual property protection as applicable by law.

NEC Enterprise Communication Technologies, Inc., is a wholly owned subsidiary of NEC Corporation, Japan.
All Rights Reserved.

This manual is part of the core documentation used to plan, install, configure or maintain the UNIVERGE 3C
system.

Naming conventions that are used throughout all documentation include information that is simplified for
everyday use. All acronyms, abbreviations, descriptive terms and naming conventions imply general adherence
under the UNIVERGE 3C product brand.

Additionally, for ease of use, some areas of the product or product documentation may refer to NEC and are
understood as part of NEC Platforms, Ltd.

UNIVERGE 3C documentation and UNIVERGE 3C System Requirements apply to the standard installation,
configuration, administration and maintenance of the 3C system except where superseded by instructions in
DoD Certified Session Controller (DoD SC) environments. Certification by the Joint Interoperability Test
Command (JITC) for the US Department of Defense (DoD) and LSC (Local Session Controller) certification
requires the installation and configuration of additional 3C system security and operational features using the
Required Installation Checklist included in the Unified Capabilities Session Controller Deployment Guide. If a
system is rebuilt or upgraded for any reason, the system must again be modified to meet the configuration
settings as documented in the Required Installation Checklist.

U.S. Patent Numbers 5,892,764 and 6,735,208 and related Foreign Patents.
Australian Patent Number WO07/095418.
Other U.S. and Foreign Patents Pending.
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OPEN SOURCE LICENSE ACKNOWLEDGMENT

The phones firmware includes the open source code from OpenSSL libSRTP, and NetBSD.

Customers shall use the software embedded in DT730G pursuant to the terms and conditions of software
license agreement of the UNIVERGE 3C and SIP@Net communication server (SLA). The software contains
certain third party open source software components which are provided under the terms and conditions
designated at http://www.bcom.nec.co.jp/soft-license/DT730G_0OSS.html.

Customers shall use the software embedded in DT820 pursuant to the terms and conditions of software license
agreement of the UNIVERGE 3C and SIP@Net communication server (SLA). The software contains certain
third party open source software components which are provided under the terms and conditions designated at
https://mind.bcom.nec.co.jp/customernet/soft-license/DT820_0OSS.html

Customers shall use the software embedded in DT900S pursuant to the terms and conditions of software
license agreement of the UNIVERGE 3C and SIP@Net communication server (SLA). The software contains
certain third party open source software components which are provided under the terms and conditions
designated at https://mind.bcom.nec.co.jp/customernet/soft-license/DT900S_0SS_V5000.html

The terms and conditions of SLA are not applied to such third party open source software components.”

OPENSSL
This document acknowledges the following open source license text from the OpenSSL license agreement:

Copyright © 1998-2008 The OpenSSL Project. All rights reserved.

OpenSSL Redistribution Conditions

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:

1 Redistributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer.

2 Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following
disclaimer in the documentation and/or other materials provided with the distribution.

3 All advertising materials mentioning features or use of this software must display the following acknowledgment:
“This product includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit.
(http://www.openssl.org/)”

4 The names “OpenSSL Toolkit” and “OpenSSL Project” must not be used to endorse or promote products derived
from this software without prior written permission. For written permission, please contact openssl-
core@openssl.org.

5 Products derived from this software may not be called “OpenSSL” nor may “OpenSSL” appear in their names without
prior written permission of the OpenSSL Project.

6 Redistributions of any form whatsoever must retain the following acknowledgment: “This product includes software
developed by the OpenSSL Project for use in the OpenSSL Toolkit (http:/www.openssl.org/)”

THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT "AS IS" AND ANY EXPRESSED OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE OpenSSL
PROJECT OR ITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF
THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
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This product includes cryptographic software written by Eric Young (eay@cryptsoft.com). This product includes
software written by Tim Hudson (tjh@cryptsoft.com).

LIBSRTP
SRTP library and the test drivers distributed with it are licensed under the following BSD-based license:

Copyright © 2001-2005 Cisco Systems, Inc. All rights reserved.

libSRTP Redistribution Conditions

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:

» Redistributions of source code must retain the above copyright notice, this list of conditions and the
following disclaimer.

» Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

* Neither the name of the Cisco Systems, Inc. nor the names of its contributors may be used to endorse or
promote products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS “AS IS” AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES
OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT
SHALL THE COPYRIGHT HOLDERS OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY
WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.

GETTEXT

NetBSD Foundation's (TNF) License
Copyright © 2008 The NetBSD Foundation, Inc. All rights reserved.

This code is derived from software contributed to The NetBSD Foundation by Redistribution and use in source
and binary forms, with or without modification, are permitted provided that the following conditions are met:

1 Redistributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer.

2 Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following
disclaimer in the documentation and/or other materials provided with the distribution.

THIS SOFTWARE IS PROVIDED BY THE NETBSD FOUNDATION, INC. AND CONTRIBUTORS “AS I1S” AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED.
IN NO EVENT SHALL THE FOUNDATION OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY
WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.
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XML PARSER

XML.c - implementation file for basic XML parser written in ANSI C++ for portability. It works by using recursion
and a node tree for breaking down the elements of an XML document.

@version V2.18

@author  Frank Vanden Berghen

BSD license:
Copyright © 2002, Frank Vanden Berghen
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:

* Redistributions of source code must retain the above copyright notice, this list of conditions and the
following disclaimer.

» Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

* Neither the name of the Frank Vanden Berghen nor the names of its contributors may be used to endorse
or promote products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS “AS IS” AND ANY EXPRESS
OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT
SHALL THE REGENTS AND CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY
WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.

AUDIO CODING LICENSES
For audio coding, this product uses ITU-T G.722.1 and ITU-T G.722.1 Annex C, licensed from Polycom.

NOTICE TO THE USER

The terminal described in this manual is intended to be connected to a wired 10/100 Base-T local area network
(LAN) by means of the cable that comes with the product.

To take advantage of all features of this terminal, connection to a system supporting the 3C system or SIP@Net
from NEC is recommended.

For an overview of the supported features, refer to the detailed documentation that comes with the system and
this terminal, contact your local NEC representative or the support desk of NEC Enterprise Solutions.

E-366 DT Series Administrator Guide - Core



NOTICES -
Important safety information *

IMPORTANT SAFETY INFORMATION

This terminal can be powered by means of an external AC/DC adapter or by means of an IEEE802.3af
compatible power source that allows powering of the terminal via the same cable that connects the terminal to
the wired local area network.

USE OF AN EXTERNAL AC ADAPTER

Only use the AC adapter that comes with this terminal.

Plug the AC/DC adapter in a wall outlet socket. It is recommended that the AC/DC adapter is located near the
equipment for easy access/removal of the adapter.

After power has been applied, the terminal will start operating.

USE OF AN IEEE802.3AF POWER SUPPLY

This terminal is compliant with IEEE 802.3af Class 1. If the Local Area Network supports powering of the
terminal by means of the IEEE802.3af standard, an external AC/DC adapter is not needed. In this case it is
sufficient to connect the terminal to the 10/100 Base-T wall socket by means of the cable that comes with the
product.

After network power has been applied, the terminal will start operating.

POWER CONSUMPTION

Table E.1 DT710 Minimum/Maximum Power Consumption
DT710
Phone Model
ITL-2E ITL-6DE
Power Consumption 0.40W — 3.84W 0.40W — 3.84W
Min to Max with options installed

Table E.2 DT730 Minimum/Maximum Power Consumption
DT730
Phone Model
ITL-12D ITL-24D ITL-32D ITL-8LD
Power Consumption 3.84W — 3.84W — 3.84W — 3.84W —
Min to Max with options installed | 6-49W 6.49W 6.49W 6.49W
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Table E.3 DT730G Minimum/Maximum Power Consumption by available options
DT730G
Phone Model
ITL-12DG ITL-12CG
Minimum 3.20W 3.20W
Maximum Without USB 4.90W 4.90W
Maximum With USB 7.40W 7.40W
Maximum With All Options 11.04W 11.04W
Table E.4 DT820 Minimum/Maximum Power Consumption by available options
DT820
Phone Model
ITY-6D ITY-8LD
Power Consumption 1.7W - 3.6W 1.7W - 3.6W
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